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2. Data processing

3. Creates an XML file

1. Fi.IIs ir! the element of 4. Establishes on-line communication with the TA
the invoice 5. Submits to the TA data for verification of the
invoice

)

Invoice verification request

Tax Administration

Invoice verification

6. Data Control

8. Creates a QR Code 7. Verification of the invoice

e 9. Prints receipt with QR code
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g SAGA CG
FUNCTIONALITIES O/0 SAGACC

— Fiscalization service:

* Web service
— Self-care portal (SEP):

* Online web application
— Invoice check application:

* Online web application

— Documents:
* Functional specification
* Technical specification

* Access instructions
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FUNCTIONALITIES - FS (1

Preparation acitivities for using fiscal service

Registration of ENU and software
Registration of ENU cash deposit
Fiscalization of invoice | E.

Printing invoice with QR code

o bk 0w N H

Fiscalization of corrective invoice

Tiscalization obligor
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Installing
software that
suppors fiscl

serwice

Preparing
——  harduware
infrastrudure

[ Establishing the
O—‘“‘—} permanent Inbemet
L canneckion

Fiscalization
need

Installing
digital
certificate

e

Ready for
fiscalzation

Fiscalization obligor

Submit a

request for
certificate

Certificate

issuing

Registered CA
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3.

Registration of ENU cash deposit
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Fiscalization obligor

EMU QKT

Cash deposit changes or
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Fiscalization of invoice
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FUNCTIONALITIES = FS (6)

5. Printing invoice with QR code
* QR code must be printed on all invoices, fiscalized or not

 Data stored in QR code:
o PIB of the taxpayer
o Date and time of issuing invoice
o Number of the invoice
o Code of business premise

Code of the ENU

o

Code of the software

o

Total invoice amount

o
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6. Fiscalization of corrective invoice
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Fiscalization obligation
Selecting the xpaer he

repreients and editing his
data
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FUNCTIONALITIES — INVOICE CHECK

Scanning QR code of the invoice
Check invoice details

Issue reporting

QRMOBILEPAY

PRODUCT

OUR INFORMATY
Yoga Mat

QR Mobile P,

Bottle Water

Yoga DVD

$ 100 00
$ 20000

1,050.00
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Invoice report

Contact information

NAME:
E-MAIL:

PHONE NUMBER:

Invoice information

NAME OF THE PARTY WHO ISSUED THE INVOICE:
ADDRESS OF THE PARTY WHO ISSUED THE INVOICE:
TAXPAYER IDENTIFICATION NUMBER OF THE PARTY WHO ISSUED THE INVOICE:

DATE WHEN THE INVOICE WAS ISSUED

TYPE OF ISSUE:

ADDITIONAL NOTES ABOUT THE ISSUE WITH THE INVOICE:

™

Nisam robot
reCAPTCHA
R S—.
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TECHNICAL SOLUTION — FS (1) O/Q sachl

— Test environment: https://efitest.tax.gov.me/fs-v1/FiscalizationService.wsdl

—  Production environment: https://efi.tax.gov.me/fs-v1/FiscalizationService.wsdl

Functionality Service’s method

Registration of ENU and software RegisterTCR
Registration of ENU cash deposit RegisterCashDeposit
Fiscalization of invoice RegisterIinvoice
Fiscalization of corrective invoice Registerinvoice
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https://efitest.tax.gov.me/fs-v1
http://10.38.1.53:7012/fs-v1/FiscalizationService.wsdl
https://efi.tax.gov.me/fs-v1
http://10.38.1.53:7012/fs-v1/FiscalizationService.wsdl

! SAGA CG
TECHNICAL SOLUTION — FS (2) O/Q shcAL

Server certificate and private key
used for HTTPS

P

Client certificate and private key
used for signing request message and IKOF

Client certificate and private key

used for signing request message and IKOF
Server certificate and private key

used for signing response message

Client certificate and private key
used for signing request message and IKOF

018 @ SREkA LAk
i nNeos



! SAGA CG
TECHNICAL SOLUTION — FS (3) O/Q shcAL

Outgoing message

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>

SOAP outgoing message with request
element in the body of the message

XML request with data located on a
printed receipt. Data includes IKOF (IIC -
Issuer Identification Code)

XML signature of the request data with
certificate of the tax payer.

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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TECHNICAL SOLUTION —FS (4)

Incoming message

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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SOAP incoming message with response
element in the body of the message

XML response with data located on a
printed receipt. Data includes JIKR (FIC -
Fiscalization Identification Code)

IKOF from a outgoing message and JIKR
from incoming message must be printed
on the receipt.

XML signature of the reseponse data
with certificate of the fiscalization
service.
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TECHNICAL SOLUTION —FS (5)

Real time checks:
* Message size
e XML schema
e Certificate
* Signature
* Client time

 Amounts
e Business checks
[
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SoapFault:

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:CLIENT</faultcode>
<faultstring xml:lang="en">OPIS GRESKE.</faultstring>
<detail>
<code>KOD GRESKE</code>
<requestUUID>78dde160-2b33-40e4-98fa-f6a2c34475a3</requestUUID>
<responseUUID>9416dcca-499a-4724-933d-40d115eadfc7</requestUUID>
</detail>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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QR code with URL:

URL query parameters:
IKQF (IIC)
Taxpayer ID
Issue date time
Invoice number
Business unit code
ENU code

Software code

Price
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https://efitest.tax.gov.me/ic/#/verify?iic=EA26D5BE7F45827026108F825A8A512B&tin=91806031&crtd=2019-09-26T13:50:13+01:00&ord=6&bu=bg517kw842&cr=xb131ap287&sw=gz434bv927&prc=199.00
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