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1. Instalacija PKI klijenta
(CSP od SafeNet kriptografskog tokena)

Na racunaru morate biti prijavljeni sa user-om koji ima
administratorska prava.

Na instalacionom CD-u izabrati odgovaraju¢i .zip file:
SAC_10_6_Customized_PostaCG.zip

Napomena: U ovom uputstvu naveden je primjer za korisnike Microsoft Windows
operativnih sistema

Prvi korak je unzip ovog file-a na vas racunar i pokrenuti instalaciju sa vaSeg ra¢unara

SAC_10 6 _Customized_PostaCG-x32-10.6.msi ukoliko koristite x32 operativni

sistem Ili
SAC_10 6 _Customized_PostaCG-x64-10.6.msi ukoliko koristite x64 operativni

sistem.

H ER- Compressed Folder Toals
File Home Share View Extract o
+F Dropbox @ Documents = Pictures n
PKCG-Slovenije Mirko Private 10
. —  Bdrac
popis opreme Mreza SnT = all
Extract To
« NP | [ > Software eToken 10.6 > SAC_10_6_Customized_PostaCG-x64-10.6.zip - b| [ Search SAC_10.6 Customized.. 2
a
~ Mame Type Compressed size Password ... | Size Ratio Date medified
@ SAC_10_6_Customized_PostaCG-x32-10.6.msi Windows Installer Package 9041 KB No 11,326 KB 21% 28.01.2019 11:24 Al
ﬁ’ SAC_10_6_Customized_PostaCG-x64-10.6.msi Windows Installer Package 10,938 KB Mo 14420KB  25% 28.01.2019 11:24 AM
v < m >
2iterns 1 item selected 11.0 MB . =
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Na taj nacin startovali ste program SafeNet Authentication Client 10.6 - PostaCG-CA

Setup i potrebno je da slijedite korake kako je prikazano na slikama (naznaceni korak -
oznac¢eno)

jig SafeNet Authentication Client 10.6 -PostaCG-CA Setup

Welcome to the SafeNet Authentication
Client 10.6 -PostaCG-CA Installation Wizard

{ The Setup wizard will install SafeMet Authentication
Client 10.6 -PostaCG-CA on your computer. To
continue, click Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

Cancel




Posta

@ CG-CA

i SafeMNet Authentication Client 10.6 -PostaCG-CA Setup

Interface Language t u
Select the interface language. m O

Select the SafeM et Authentication Client 106 -PostalG-Ca interface language:

English v

Setup has detected existing configuration settings

|1ze the existing configuration settings

Installshield

| < Back || Mext = || Cancel |

Odcekira se opcija: Use the existing configuration settings, I nastavi se instalacija
odabirom opcije Next

,'-5,:- SafeNet Authentication Client 10.6 -PostaCG-CA Setup

Interface Language t x
Select the interface langquage. w 0

Select the SafeNet Authentication Client 10.6 -PostaCG-CA interface language:

lEninsh v

Setup has detected existing configuration settings

[ JiUse the existing configuration settings

InstallShield

< Back Next > | Cancel |




il SafeMet Authentication Client 10.6 -PostaCG-CA Setup

License Agreement

|
Flease read the following license agreement carefully. g E tO
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SAFEMET SOFTWARE LICENSE TERMS -

]

SafeMet Authentication Client
Legal notice:

SafeMNet software is not sold; rather, copies of SafeNet software are
licensed all the way through the distribution channel to the end user.
UMLESS ¥YOU HAVE AMOTHER AGREEMENT DIRECTLY WITH SAFEMET THAT
CONTROLS AMD ALTERS YOUR USE OR DISTRIBUTIOMN OF THE SAFEMET

CAFTWAMFA DT TIIE TIRAAS ARG SORIMITIARIS S TIIE ARMIIAADRIE LIS TRICT

| do not accept the license agreement

Installshield \

< Back k Mext = Sl Cancel

™

il SafeMet Authentication Client 10.6 -PostaCG-CA Setup

Destination Folder

_§
Click Mext to install to this folder, or click Change to install mto

to a different folder.

D Install SafeMet Authentication Client 10.6 -PostaCG-CAto:

C-\Program Files\SafeMet\Authentication’

InstallShield %
\ .




C
]

jie SafeMet Authentication Client 10.6 -PostaCG-CA Setup

|
The wizard is ready to begin installation. g E tO
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Click Install to begin the installation.

If vou want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

Installshield

< Back |

=

il SafeMet Authentication Client 10.6 -PostaCG-CA Setup

Installing Safeflet Authentication Client 10.6 -PostaCG-CA t o
The program features you selected are being installed. g E : o

@] Please wait while the InstallShield Wizard installs SafelNet
Authentication Client 10.6 -PostaCG-CA. This may take seve. ..

Status:

Installshield

< Back Mext =
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i',%—- SafeMet Authentication Client 10,6 -PostaCG-CA Setup

Installing Safelet Authentication Client 10.6 -PostaCG-CA ItO,

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs SafeMet
Authentication Client 10.6 -PostaCG-CA. This may take seve. ..

Status:
Validating install...

I N

Installshield

< Back Mext =

SafeMet Authentication Client 10.6 -PostaCG-CA Setup

SafeNet Authentication Client
10.6 -PostaCG-CA has been
successfully installed.

Click Finish to exit Setup.

Cancel

< Back
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iﬂ? Installer Information

ol muzt restart paur gustem far the configuration changes made
to SafeMet Authentication Client 10.6 -PoztaCG-CA to take
effect. Click ‘res to restart now or Mo if you plan to restart
manually laker.

Nakon zavrSene instalacije software-a potrebno je napraviti restart raCunara.

Nakon restarta u donjem desnom uglu ekrana pojavice se nova ikona za SafeNet
Authentication Client

SafeMet Authentication Client
149720017

A B Q) &

Ovaj program se koristu za svu buduéu administraciju SafeNet kriptografskog tokena.

Vise informacija o samom programu, nacinu koristenja 1 upotrebi mozete pronaci u
prilozenim uputstvima od proizvodaca (CD) ili na web-sajtu: www.postacg-ca.me.



http://www.postacg-ca.me/
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2. Instalacija PostaCG CA certifikata

Certifikat PostaCG CA se nalazi na instalacionom CD-u koji dolazi uz svaki izdati
digitalni certifikat za napredni elektronski potpis ili se moze preuzeti (download) sa sajta:
www.postacg-ca.me (Certifikaciono tijelo = Preuzimanje certifikata PostaCG CA i
softvera) - file cacert.der.

Startovanjem file-a pojavljuje se sledeci ekran:

Certificate

General | Details | Certification Path

Fa
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto: PostalG CA

Issued by: PostalG CA

¥alid from 03,12.2010 bo 03,12,2030

Kliknuti na Install Certificate ...


http://www.postacg-ca.me/
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Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lists From wour disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko prokect data or to establish secure network,
conneckions, & certificate store is the syskem area where
certificates are kept,

To conkinue, click Mext,

N

[ Cancel ]

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location For
() Automatically select the certificate store based on the type of certificate
mmP> (%) Flace all certificates in the follawing store

Certificate store:
ey | Trusted Root Certification Autharities

< Back, ” Mexk = ][ Cancel

10
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Certificate Import W
Completing the Certificate Import
r i Wizard
‘fou have successfully completed the Certificate Import
wizard.
‘fou have specified the Following settings;
Certificate Store Selected by User  Trusted Rook Certific,
Conkent Certificate
£ >
P
[ < Back q Finish P [ Zancel ]
Security Warning .

3 ‘ou are about ko install a certificate From a certification autharity (CAY claiming to represent:

<2 postacs ca
‘Windows cannot validate that the certificate is actually from "PostaCa CA", You should confirm its origin by contacting "PostaCG CA", The following number will assist you in this process:
Thurnbprint {shal): FFLF98EA 3076300C DSCFFTAS ASEZDZE6 SE2AFDSE

Warning:
IF you install this rook certificate, Windows will automatically trust any certifige issued by this CA, Installing a certificate with an unconfirmed thumbprint is a security risk, IF you click "Yes" you acknowledge this risk,

Do you want o install this certificate?

Certificate Import Wizard g

1 The impart was successful,

11



Certificate

General | Details | Certification Path

‘.,-..-a::-.-

=1 Certificate Information

This certificate is intended for the following purpose(s):

+ 4l issuance policies
+ 4 application policies

Issued bto: PostalG CA

Issued by: PostaCG Ca

¥alid from 03.12.2010 bo 03.12,2030

Issuer Stakement

12
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3. Uputstvo za promjenu passworda na
kriptografskom tokenu

Napomena: Ovaj korak nije obavezan i prevashodno je namijenjen kompanijama koje
moraju promijeniti password (security policy).
Staviti token u USB port na racunaru.

U donjem desnom uglu ekrana prona¢i ikonu za SafeNet Authentication Client,
kliknuti desnim tasterom misa i izabrite opciju Change eToken Password.

Tools

About

<Cha nge Token Password

Unlock Token

Certificate Information

192017

Pojavit ¢e se donji ekran:

';%:_' Change Password: lvan Brkovié x>

New Token

Confim\Qassword:

The new password must col

A secure password has at least 8 characters, and contains upper-case letters, lower-case |etters,
numerals, and special characters (such as |, 8, &, %)

Current Language: SR

Enter a new password.

0K Cancel

Unijeti stari password u polje Current eToken Password (prvi put se dobije u
zatvorenoj koverti od PostaCG-CA), a nakon toga unesite novi password u polje New
eToken Password i isti potvrdite ponovnim unosom u polje Confirm New eToken

13
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Password. Novi password mora da bude kompleksan (da sadrzi velika, mala slova,
brojeve i minimalne duzine je 8 karaktera).

Nakon pravilnog definisanja novog passworda dugme OK postaje aktivno.

Change Password: lvan Brkowid X

o Password changed successfully.

q

UPOZORENJE:

Ukoliko ste zaboravili novi password nemojte pokusavati sa unosom passworda vise od
pet puta jer se u tom slucaju token "zakljucava".

Za sve probleme ove ili slicne vrste obratite se korisnickom servisu: WWw.postacg-ca.me

Ukoliko Zelite da promijenite | PIN od digitalnog potpisa procedura je u nastavku:

U donjem desnom uglu ekrana pronaci ikonu za SafeNet Authentication Client,
kliknuti desnim tasterom misa i izabrati opciju Tools.

| Tools |
About

Change Token Password
Unlock Token
55} Certificate Information

Exit

14
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Zatim Advanced View

© SafeMet Authentication Client

SafeNet Authentication Client @19 e

Advanced View

Rename Token

' Card #523ATSCT816CFOFS

whAkk Change Token Password
ﬁ- Unlock Token

Delete Token Content

p View Token Info

Disconnect SafeMet Vitual Token

< L} k4

& GEMALTO.COM

Na token-u sa Vasim imenom izabrati desnim klikom misa Change Digital Signature
PIN..

© safeNet Authentication Client Tools

SafeNet Authentication Client 20126

S SafeNet Authentication Client Toole BREFREN PESE 2O T 4R

v ‘; Tokens

i w9 Card H5
: 5 2% Sett Initialize Token... Card H523A79CT816CFOFS ~

Hard
L4065 Client Settiny T

Log On to Token... AKS Fdh 0
Change Password... ) 523A7ICT7816CFOFS
imated) 32768
Import Certificate... .
Rename Token.. 161
Log On as Administrator... (x59800020AB6210765980002DAB621076

SafeNet eToken 5110CC

Change Administrator Password... Token 16.0.0.0 16.1.1

Set Token Password... ID Prime MD
Unlock Token... IDPrime Java Applet 4.0.2.K

G260/Filt17

| Change Digital Signature PIN... N/A
Change Digital Signature PUK... 2048 bits
Set Digital Signature PIN... Present
ining 2
li (1L > | Maximum Token Password retries 5 v

3 GEMALTO0.COM

15
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© Change Digital Signature PIN:

SafeNet Authentication Client

Current Digital Signature PIN:

MNew Digital Signature PIN: |

Confim PIN: |

The new PIN must comply with the quality settings defined on the token.

Asecure PIN has at least 8 characters, and containg upper-case letters, lower-case |etters, numerals,
and special characters (such as |, 8, #, %),

Current Language: SR

Enter your cument PIN.

Unijeti stari password u polje Current Digital Signature PIN: (prvi put se dobije u
zatvorenoj koverti od PostaCG-CA), a nakon toga unesite novi password u polje New
Digital Signature PIN i isti potvrdite ponovnim unosom u polje Confirm PIN.

NAPOMENA:
Na certifikatu postoje dva sigurnosna koda, jedan se odnosi na password od Token-
a (samog uredaja), a drugi se odnosi na PIN prilikom potpisivanja digitalnim

certifikatom. Korisnik u blind koverti inicijalno od Poste Crne Gore dobije
identi¢an password za obije namjene .

16
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4. Dobijanje dodatnih informacija o kriptografskom
tokenu i sadrzaju na njemu

Staviti token u USB port na racunaru

U donjem desnom uglu ekrana pronaci ikonu za SafeNet Authentication Client,
kliknuti desnim tasterom misa i izabrati opciju Tools.

]
Tools
About

Change Token Password

Unlock Token

Certificate Information

Exit

1)) & SRP 11:34 AM |:|

1/9/2017

Pojavit ¢e se donji ekran:

’;,g,;' SafeNet Authentication Client Tools — X
: 156644 u“‘r;S . 5\16413
CSlafeNet. 4
SafeNet Authentication Client @0 i 2 &
% Ivan Brkovic¢
/ Rename Token
TRk Change Token Password
ﬁ. Unlock Token

Delete Token Content

View Token Info

Disconnect SafeNet eToken Virtual

www.safenet-inc.com

17
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Osnovne akcije koje su vam na raspolaganju su:

e Promjena naziva tokena (Rename eToken)

(5) Token Logon X
@afeNet. SafeNet Authentication Client "
Enter the Token Password
Token Name: Ivan BErkovié
Token Password:
Current Language: SR
oK Cancel
Posle unosa password-a unosi se novi naziv token-a:
(5) Token Rename X
@afeNet. SafeNet Authentication Client "
Mew token name: ||
Current Language: SR
Use this name to identify your token.
OK Cancel

Promjena passworda od tokena (Change eToken Password) opisana je u tacki 3.
Uputstvo za promjenu passworda na kriptografskom tokenu

e Ukoliko dode do potrebe za otklju¢avanjem eToken-a (Unlock Token) morate
kontaktirati tehnicku podrsku PostaCG-CA na mail adresu info@postacg-ca.me,

jer postoji propisana procedura otklju¢avanja.

18
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e Pregled sadrzaja tokena (View eToken Info)

'E,;' Token Information: lvan Brkowic Pt
£ LWid&
@afeNet. SafeNet Authentication Client ' 3
Token name Ivan Bricovid ~
Token categaorny Hardware
Reader name AKS ifdh O
Serial number (ecD04fb5a5
Total memary capacity 73728
Free space 32140
Hardware version 433
Firmware version 40
Card ID 004FB5SAS
Product name eToken Pro Amywhere
Model Token 4.33.1.040.7
Card type Java Card
05 version eToken Java Applet 1.1.25
Mask: version MNSA
Color Blue
Supported key size 2048 bits
Token Password Present
Token Password retries remaining 15
Maximum Token Password retries 15
Administrator Passwaord Present i
Copy | | oK

19
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Za dobijanje dodatnih (naprednih) sadrzaja na tokenu kliknuti na dugme Advanced View

@ SafeNet Authentication Client Tools . X

(SafeNet "

SafeNet Authentication Client

3 15664U6GS05\16413
gro6A55° 606+.Q1WS
H

PDil?2e

/ Rename Token
k21 Change Token Password
{L Unlock Token
® Delete Token Content
p View Token Info
y N Disconnect SafeNet eToken Virtual
ey
T
3 1 b i
A 6i 5D566A5¢ www.safenet-inc.com
7 260 5 H
R 5F& F
@ SafeNet Authentication Client Tools - X

"
4109
3.015664U6GS15\16413

CslafeNet. “5""**5.5'{ 606+501W5

SafeNet Authentication Client @O 1P e

v -(S) SafeNet Authentication Client Tools  [53] 5]

A F' Vs cartiicates Issued To Issued By Expiration Date ~ Purposes
i Settings [f]ivan Brikovié PostaCG CA  26-Feb-2020 Client Authentication, Smartcard Logon
{C}} Client Settings @ Ivan Brkovi¢ PostaCG CA  8-Dec-2019 All application policies

'!_q'J Ivan Brkovié PostaCG CA 3-Mar-2019 All application policies

A 4. S5D586A55 www.safenet-inc.com
R S5F& F

20
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5. Kako da dobijete viSe informacija o certifikatu

kroz aplikaciju

Startujete Microsoft Internet Explorer

{= Posta Crne Gore CA - - Windows Internet Explorer

G—@ L4 '@ httpe /v postacg-ca.me/

File Edit View Favorites Tools Help

IEE

‘ (& Posta Crne Gore CA - \7‘

¢ Favorites | 515 € Suggested Sites ~ m Free Hotmal £ | Get More Add-ons ~

fa- B

= EEB v Page v Safety v Tools » @v %
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Certifikaciono telo Poste Crme Gore

\z

Korint frkovi

Kvalifikovani e-certifikati se koriste za:
kvalifikovano elektronsko potpisivanje e-dokumenata
ili e-poruka i autentifikaciju korisnika.

Najznacajnija polja primene elektronskog potpisa su:
elektronska uprava (e-Government)

Pre}

|Done

€ Internet $5 v ®i00% ~ .

Po¢i na
Tools
Internet Options

Content

21



Internet Options

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Content Advisor

q] Ratings help you control the Internet content that can be
viewed on this computer,

Certificates

A

[ Clear 551 state(] [ Certificates ] l ) Publishers ]

Use certificates for encrypted connections g#hd identification.

AutoComplete

% AutoComplete stores previous entries Sektings

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and web Slices provide updated Settings

| content From websites that can be
read in Internet Explorer and other
programs.

[ Ok l [ Cancel apply

Kliknuti na Certificates

U dijelu Personal treba da se nalazi vas Certifikat. Isti izabrati i kliknuti na View

Certificates

Intended purpose; | =all= w |

Personal |Other People || Intermediate Certification Authorities || Trusted Roat Certificatior 4 *

Friendly Mame

Issued To Issued By

B2 Andreja Yuj F i

Impart... ” Expart... H Remote Advanced...

Certificate inkended purposes

<hll=

e D

22
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Certificate

General | Details | Certification Path

#
Certificate Information

This certificate is intended for the following purpose(s):

«1.3.6.1.4.1.36737.1.1.1.1
+ Al application policies

* Refer ko the certification authority's statement For details,

Issued to: Andreja Yujadic
Issued by: PostaCG CA

¥alid from 15,12,2010 bo 15,12,2013

@ ‘ou have a private key that corresponds ko this certificate,

Certificate

zeneral | Details |CertiFicatiu:un Path

Show: | <l W
Field Yalue A
E'u'ersian W3
ESeriaI number 4r fa co 04
ESignature algarithr shalR5A =
Elssuer PostaCa CA, PostalG, me
E'\l'alid from 15,12.2010 053:55:41
E'v'alid s} 15.12.2013 09:25:41
= Subject Andreja Vu 10003
SPublic key RSA (2044 Bits) v

CH = Andreja Yujadic

SERIALMUMEER. = 100035

Ol = Posta Crne Gore d.o.o - Podgarica 02289369
Ol = Pravno lice

O = Postaila

C =ME

Edit Properties. .. ] [ Copy to File, .. l

23



Certificate

| General | Details |CertiFicatiu:|n Path |

Show; | <All=

vl

Field

\L Distribution Pr

Ptivate Key Usage Period
P.uthnritv Key Identifier
Suhject Key Identifier
T8]1.2.840.113533.7.65.0
KE.":.-' Usage

Im¥]Subject Alternative Mame

Walue

RFC822 Mame=andreja, vujaci...
[1]CRL Distribukion Point: Distr...
3022800F 3230313031 32...
KevID=77 63 4c 56 32 b2 54 d...
2d197a40a5Fofz64d334 ...
30 0a 1b04 56 358 2e 31 03 0Z2...
Digital Signature, Mon-Repudia...

[
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ﬁﬁasic Constrainks Subject Type=End Entity, Pat... '1:

[1]CRL Distribution Poink s
Distribution Poink Mame: ¥
Full Mame:
Direckory Address:
Ch=CRL1 4
CM=PostalZG Ch
O=Posta’G
C=me
[2]CRL Distribution Poink b

Edit Properties. .. ] [ Copy to File. .. ]

Certificate

| General | Details | Certification Path

Certification path
PostaCG CA

Andreja Yuj

Wieww Certificate

Certificate status:

This certificate is OF,

24



