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[bookmark: _Toc426107940]Introduction

All public sector organisations are faced with uncertainty while fulfilling their mission and achieving their goals. Risk management is an important factor for achieving the organisational objectives. It does not function in isolation, but it is an important element in the development of the management process. 

The Guidelines for establishing and implementing risk management in the public sector of Montenegro are intended to assist public sector managers and other staff in the establishment of the process throughout the whole organisation.The guidelines define the framework for establishment and implementation of risk management for public sector organisations. 

Risk management is an integral part of the management function which enables the organisation:

· to forecast the likelihood of adverse circumstances or events which could impede the achievement of objectives; and
· to direct the internal controls and limited resources towards key processes. 

Effective risk management provides a good basis for decision making, business efficiency, better forecasting of risks, and contributes to the strengthening of confidence in the public sector management system. Risk management is particularly important for the process of strategic planning and decision making. It is essential to develop the risk management process as a standard and generally accepted concept, which will help in the use of both, national and EU funds. 
In the Guidelines, special attention is given to: 
· risk management as a part of internal control system, with special emphasis to : 

· the concept of risk;
· the purpose of risk management;
· the responsibility of the head of the organisation and heads of organisational units for risk management;

· main activities of the risk management process. 

[bookmark: P201_16247]The Guidelines are based on the COSO1 Framework, published in 2004. The objective of the Framework is to provide a model for implementing a system for improving internal control.  Risk management is one of the components of the COSO model and was developed in order to help the managers to effectively manage uncertainty and the assosciated risks and to improve the achievement of the objectives. 

However, the organisations may elaborate, in more detail, the proposed framework for the establishment and implementation of risk management process, depending on the complexity of their tasks.  

Glossary (Annex 1) is an integral part of the Guidelines which will assist the public sector organisations to better understand the terminology in the area of risk management. 
_______________________
1 Committee on Sponsoring Organisations – COSO of the Treadway Commisssion


[bookmark: _Toc426107941]1. Risk management as a part of Public internal financial control system 

In line with the Law on PIFC (“Official Gazette of MNE”, No. 73/08, 20/11, 30/12 i 34/14) the public internal financial system consists of FMC, IA and CHU. 

FMC is a major part of the internal control system that is the responsibility of the head of the organisation. FMC and in particular IA provide reasonable assurance that the Budget and other public funds will be used properly, economically, efficiently and effectively in the accomplishment of objectives of the organisation. 

FMC is carried out in line with the internationally accepted standards for internal control, through the application of the following, inter-related elements: 

· Control environment
· Risk management
· Control activities
· Information and communication
· System monitoring and assessment

With the aim of establishing and developing the efficient PIFC system in Montenegro, it is necessary to introduce and perform the risk management process. Risk management is the process of identification, assessment, monitoring and control of possible circumstances which may adversely affect the achievement of objectives set by the organisation. This involves the introduction of effective ex ante controls with the aim of reducing the risks to the acceptable level (to provide reasonable assurance), in order to achieve the set objectives.

Each organisation involved in the system of EU preaccession assistance programmes have developed a risk management methodology, by  which each employee in his/her daily work recognise risks which threaten the achievement of objectives. 

Experience gained in risk management for managing EU pre-accession funds may help in the development of risk management process for national funds with the aim to ensure unique approach in the development of methodology. 




[bookmark: _Toc426107942]2. Risk concept and purpose of risk management 

In accordance with the article 4 of the Law on PIFC, risk is a possibility of occurrence of events which may adversely affect the achievement of objectives set by the organisation. 

Missed opportunities for the achievement of objectives are also considered as risks.

Risk can occur in different categories/forms, such as financial risk, risk related to projects, risk related to services provided, risk related to certain interested parties, risk related to reputation, security risk, etc. 
Risks can be: poor quality development of the project, insufficient financial funds for its realisation, poor conduct of public procurement procedure, poor monitoring, poor quality of results, failure to carry out the activities, inadequate follow up of project implementation, etc. 

There is no definitive list of all risks which may affect the accomplishment of objectives of the organisation. Nevertheless, here are some examples:
 
· everything that represents threat to achievement of objectives of the organisation, programmes or provision of services to citizens; 
· everything that can jeopardize the reputation of the organisation and public confidence in its work; 
· insufficient protection against misconduct, abuse, malpractice, damage or non-compliance with provisions; 
· questionable reporting; and
· the inability to react or to manage the changing circumstances in a manner that will prevent or minimise the negative effects of changes in delivery of public services. 

The aim of risk management is to reduce the scope of uncertanities which may be threatening for the business success of public sector organisations. 

If public sector organisations fail to establish an effective risk management process, they may find themselves in a situation whereby they have to spend a large amount of money for resolving the aftermath

Benefits of establishing and implementing the risk management processes are: 

· Better decision making - All decisions have a certain level of uncertainty and risk management helps managers to make decisions with a realistic assessment of planned activities. 
· Increased efficiency – By accepting the approach based on risks, the organization can better decide on how to improve the system, allocate funds and achieving a better balance between the acceptable risk level and cost control. 
· Better forecasting and efficient usage of available funds – Allows identification of key risks that the organization faces and as well as proper allocation of limited available funds.
· Strengthening confidence in leadership (management structure) – Risk management is an essential part of the management process in each organization which improves the planning process by emphasizing the key processes and risks which may affect the achievement of process objectives, and thus the objectives of the organization. 
· Development of positive organizational culture – Development of positive attitude of the employees towards the risks. 

It is important to emphasise that risks are inevitable in everyday business and each public sector organisation has to take actions to reduce the risk to the acceptable level. Risk management process is a set of activities which requires specific human, time and financial resources whose starting point is definition of objectives and the result is risk register and report on risk management. 

Upon the establishment of the risk management process and the development of a risk management culture and with the documentation of the most important risks (Risk register), the head of the organisation will adopt the strategy of risk management. 

  


[bookmark: _Toc426107943]3. Risk management – The responsibility of management 

In accordance with Article 13 of the PIFC Law, the head of the organisation is responsible for the definition of the objectives of the organisation; the drafting and implementation of plans and programmes, as well as the identification, assessment and management of risks which may threaten the achievement of objectives of the organisation and introduction of appropriate controls for risk management. 

The Heads of organisational units are responsible for achieving their objectives, in line with delegated authorities and responsibilities within their competences.

Risk management is a tool which helps the management to anticipate the changing circumstances and to react to them. Risk management is one of the regular activities of the head of the organisation and heads of organisational units which are responsible for management in the areas of finance and human resources. 

In order to establish an adequate risk management system, the head of the organisation shall: 

· Nominate a person responsible for coordination of establishment and implementation of risk management process at the organisation; and

· Determine an obligation to establish the Risk Register at the level of the organisation and Risk Register at the level of organisational units. 

The person responsible for coordination of establishment and implementation of risk management process should:

· inform the other heads of organisational units, in cooperation with CHU, about the need to establish risk management process in the organisation, 
· encourage the culture of effective risk management by raising awareness about the importance of risk management, 
· start the activities, together with heads of organisational units, on the introduction of risk management process and to set deadlines for specific activities, 
· prepare the report on risk management in the organisation. 
 
The person responsible for coordination of establishment and implementation of risk management process is not responsible for risk management that is the responsibility of the head of the organisation

Heads of organisational units must ensure the establishment and implementation of risk management process at level of their organisation in a way that is possible to: 
· identify and assess the risks in very important business processes and activities in relation to objectives from strategic plans, operational plans and business processes under organisational unit competences, 
· assess the probability of risk occurrence and its impact, 
· identify risk responding manner, 
· document risk data in the Risk Register or organisational units; and 
· report on risks. 

When establishing risk management, it would be beneficial if there are adopted procedures for the main business processes. These should be described in detail and include the appropriate documentation on financial laws and other transactions (audit trail from the beginning); the details about the persons responsible for implementation; and include the manner and deadlines of implementation of specific processes and activities. 

[bookmark: _Toc426107944]4. Main activities in the risk management process
[bookmark: _Toc297025013]
Main activities in risk management: 

1. Risk identification
2. Risk assessment – analyses and evaluation of risks
3. Addressing risks 
4. Reviewing and reporting
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[bookmark: _Toc426107945]4.1 Identifying risks

A basic precondition for risk management is the existence of objectives. The objective is a result which the public sector organisation wants to achieve.The Heads then consider the events which may jeopardise the achievement of objectives and take the necessary actions for minimizing the risks.It is important that objectives are clear and unambiguous, in order to identify risks properly. 


Identification and risk analysis is performed at the top level and at the level of organisational units, taking into account:

· defined objectives (strategic, annual and operational)
· legality of operations, 
· economic, effective and efficient usage of funds, 
· reliable and timely reporting
· protection of assets, responsibilities and other resources in cases of irresponsible management, unjustifiable spending and utilisation, as well as irregularities and frauds, 
· internal and external information (internal audit reports, State Audit Institution reports, EC reports). 
 
Thinking about the events which may affect the objectives of the organisation is the simplest method for identification of risks. 

Think about the question – “Will certain events and activities jeopardise the achievement of the organisation’s objectives?”  as this may help you to identify potential risks. 

Risk identification approach 

Risks can be external (political, economic, natural disasters, citizens) and internal (operational, financial, risks related to information and communication and general). 

	Risk

	
	Areas which should be taken into account when identifying risks 

	EXTERNAL RISKS
	

	


	· Natural disasters,
· Political decisions, priority charges, change of objectives, 
· Citizens, other organisations, consultants, media.

	INTERNAL RISKS 
	

	Operational
	· Strategies, planning and policies
· Business processes

	Financial

	· Insufficient funds, 
· Inadequate planning, 
· Economy, effectiveness, efficiency

	Information and communication
	· Reliability, quality, timely information 
· Protection of information 
· Types of communication

	General
	· Compliance and application of law regulation 
· Protection of resources, reputation




Two approaches are used to identify the risk: 

The first one is top down, where the highest hierarchical level consider risks related to strategic objectives (general and specific objectives). 

The second one is bottom up, which includes all organisational units of the organisation which review their annual activities and business processes and assess the risks.   
These two approaches are not mutually exclusive. On the contrary, their combination in the risk management process is desirable because it facilitates risk identification at the level of the organisation as a whole and at the levelof its organisational units. The way risk identification will be organised depends on specificities of the organisation.  


Methods for identifying risks

Most common methods for identifying risks are: 

[bookmark: _Toc159293239]Past experience/ history

Data from the past is valuable for identifying the frequency of occurrence and impact of adverse events. Such information must be reliable and as comprehensive as possible. This includes the data and analyses on implementation of plans (strategic, operational and financial documents), as well as internal audit reports. 
[bookmark: _Toc159293238]
Use of check lists – Questionnaires 

Heads of organisational units should prepare the self-assessment questionnaires. Each risk will be considered against previously prepared check list/questionnaire. Recognising problems or risks in business can help the heads during the preparation of check lists/questionnaires. Check lists must be regularly updated. 

Joint workshops - “Brainstorming”

Risk identification can be successfully done by organising workshops within the organisation; where employees and heads of unit all with different levels of experience and knowledge on a specific problem provide a different approach to the problem. It is important that employees and heads consider risks in relation to the set of objectives. This is an efficient method, because the best solutions are made through the exchange of opinions and ideas. 


 				Risk description 

Risk description is the end of risk identification process and the start of risk assessment process.
Identified risks should be described in such a way that it is clear from their description what event it is about, what is its cause and what could be the possible consequence. This is important because each risk should be fully understood by all staff.

Problems which may occur for the risk description are related to: 

· inability to distinguish the risk and its cause and consequences; and
· if there is unclear risk definition. 

In the process of risk identification and the description of the risks, it can be helpful to create a sub register for risks which comprises: 

· Basic processes/functions
· Objective
· Weaknesses/Causes
· Risks
· Consequences



	SUB-REGISTER FOR RISKS

	Basic processes/functions
	Objective
	Weaknesses/Cause
	Risks
	Consequences

	Budget planning
	Planning of funds for continuous financing of planned activities 

	Incompetence of employees  


Insufficient coordination with other services 


Non-participation of heads in the budget planning process 

	Delays in budget preparation 

Failures in planning of particular programmes  

Incompliance of budget with realistic priorities of the organisation

	Inability to finance planned activities 

Dissatisfaction of citizens (lost reputation)


  


[bookmark: _Toc426107946]4.2 Risk assessment 
 
After risk identification, the risk assessment should be made in order to rank and define priorities and to provide information for decision making about the risks that are the main focus.

The methodology of risk assessment may vary, largely because many risks are difficult to quantify (e.g. reputation risks) while others may be numerically diagnosed (especially financial risks). For the first group it is better to have a subjective point of view. In this sense, risk assessment is more art than science. However, the use of systematic criteria for the assessment of risk level will mitigate the subjectivity of this process, by providing the framework for the assessment to be done in a proper manner. 

General risk ranking is done on the bases of conclusions deriving from the analyses of general control environment, inherent risk and measurements in terms of impact and probability. 
The assessment and suggested activities are adopted on the basis of individual judgements on given circumstances. 

Risks are assessed on the basis of impact and probability/likelihood 











· Impact is an assessment of the effect or result of a particular outcome actually happening. This may be the extent of damage or the cost of a lost opportunity.
  
An example of measuring a risk impact:

	Rating
	Impact
	Description

	5
	Very High
	In cases of risk occurence, it is almost impossible that objectives will be achieved (there is 1-29% chance that objectives will be achieved).

	4
	High
	In cases of risk occurence, the activites are significantly interrupted, and it is slightly possible that objectives will be achieved (there is 30-49% chance that objectives will be achieved).  

	3
	Medium
	In cases of risk occurrence, it is difficult for organization to carry out its activities, and objectives can be achieved only at a certain extent (there is 50-69% chance that objectives will be achieved).  

	2
	Low
	In cases of risk occurence, the activies are carried out with small interruptions/delays, but the objectives will probably be achieved (there is 70-89% chance that objectives will be achieved). 

	1
	Very low
	In cases of risk occurence, the activies are carried out with small interruptions/delays, but the objectives will probably be achieved (there is 90-10% chance that objectives will be achieved). 




Probability is the evaluation of likelihood that a particular event will happen (including a consideration of the frequency with which this outcome may arise). For example, there is relatively slight likelihood that major damage of the building will happen, but this would have a huge impact to business continuity. On the opposite, the occasional computer system failure is fairly likely to happen, but this does not usually have a major impact on the business. 

An example of measuring a risk probability:

	Rating
	Probability
	Description

	
5
	Almost certainly/often
	
Chances of risk occurrence are 90-100%


	
4
	Probably/often
	
Chances of risk occurrence are 70-89%


	3
	Mildly
	
Chances of risk occurrence are 50-69%


	2
	Rarely/almost impossible 
	
Chances of risk occurrence are 30-49%


	1
	Very rarely
	
Chances of risk occurrence are 1 - 29% 







Assessment of the overall risk exposure (Risk Ranking) 

An assessment of the overal risk exposure is needed to identify the priorities, or most important risks which should be managed as a priority. The result of overal risk ranking is found by multiplying the assessments of impacts and likelihood of particular risk occurence. 
 
Risk ranking is mostly shown by the matrix where impact and likelihood are intersected. The matrix is shown below:

	
	
I

M

P

A

C

T

	5
	5
	10
	15
	20
	25

	
	
	4
	4
	8
	12
	16
	20

	
	
	3
	3
	6
	9
	12
	15

	
	
	2
	2
	4
	6
	8
	10

	
	
	1
	1
	2
	3
	4
	5

	
	
	
	1
	2
	3
	4
	5

	
	L I K E L I H O O D

	 


Risk ranking is the base for identifying priorities and it shows the ogranisation’s exposure to risks. 


	Risk index
	Risk rank
	Risk description (examples)

	13-25
	High risk
	- Disruption of all essential programs/services
- Loss of major assets
- Serious damages in the environment
- Significant loss of public trust
- Public outcry for removal of leaders 

	6-12
	Medium risk 
	- Disruption of some essential programs/services
- Loss of assets
- Some damages of the environment
- Partial loss of public trust
- Negative media attention 

	1-5
	Low risk
	- Delays in minor projects/services
- Loss of assets (low value) 
- Temporary negative environmental effects
- Lower level of public trust
- Partially negative media attention 




All identified risks must be assessed in the same manner. 

The risk is assessed twice. 

First assessment is the inherent risk assessment. 

Inherent risk is a risk that the organisation faces without taking into account the existence of any type of the control. The risk must be assessed without consideration of measures which have already been addopted for its control. 

There is a possibility that control activities existing in the organisation are not efficient and do not mitigate the inherent risk. Taking into account the efficiency of control activities, the second level of assessment, the assessment of residual risk is carried out. 

Residual risk is a risk which remains (still exists) after taking into account the efficiency of existing controls. 

In the process of risk assessment, it would be useful to create the Sub-register of Risks:
 
· Risk description
· Inherent risk assessment 
· Review of existing controls
· Residual risk assessment 

	SUB-REGISTER OF RISK 

	Risk description (with cause and  circumstances indicated) 
	Inherent risk assessment 
	Review of existing control activities (measures) related to the risk identified 
	Residual risk assessment 

	
	Impact
	Likelihood
	Overall
	
	Impact
	likelihood
	Overall

	Having no knowledge about budget planning process, a failure in planning budget is possible, which may cause the impossibility to finance the planned activities 
	5
	5
	25
	Written procedure for budget planning with defined responsibilities and deadlines 

Guidelines of the Ministry of Finance 


	4
	2
	8


M
E
D
I 
U
M




On the bases of residual risk and their decision about the acceptability of risk, the Heads will decide whether additional measures are needed to mitigate the exposure to risks, e.g. in this case, additional measure can be the training of employees working on the budget preparation.  

[bookmark: _Toc426107947]4.3 Addressing risks

Addressing risks is considering the possible measures which may affect the acceptability of risk.
The purpose of addressing risks is to turn the risks in favour of the organisation, by limiting threats and providing opportunities. Any activity that the organisation is taking in terms of addressing risks is a part of what is known as “internal control”. 

Heads make decisions on addressing risks. 

Apart from considering the best way to address risks, it is necessary to consider the possibility to exploit any opportunities which may arise and does not pose any threats for the organisation. 

Likelihood and impact will be reduced by selecting an appropriate control for addressing risks. In this respect, there are several ways to addressing risks which are as follows: 

Accept and tolerate risks 

The exposure to risks may be tolerated without taking any measures. The risk is accepted because the costs of taking measures may be more than the possible benefits. 
In such cases, addressing risks may be accepting the existing risk level.
This option, of course, may be supplemented by contingency planning for handling the impacts that will arise if the risk is realised.

Reduce or mitigate the risk 
 
By far the greater number of risks will be addressed in this way. The purpose of treatment is that whilst continuing within the organisation with the activity giving rise to the risk, action (control) is taken to constrain the risk to an acceptable level. Such controls can be further sub-divided according to their particular purpose.


It should be noted that in most cases the risks can not be completely removed and that  each activity contains a possible risk, and controls only provide reasonable assurance that the objectives set will be achieved. 

Measures taken by the organisation in order to reduce or mitigate the risk are actaully control activities (internal controls). 

Control activities
 
In line with the Law on PIFC, control activites are established for the achievement of objectives of the organisation by reducing risks to the acceptable level, implementing written policies and procedures. 

There are different control activities: 

Preventive controls – designed to prevent the occurence of inefficiencies, errors and weaknesses. These can not guaranteee that controlled events will not occur, but they reduce the possibility of occurence of such events. 
Examples of preventive controls include: segregation of duties, existing procedures for authorisation and approval, control of accessing the assets, etc. 

Detective controls – designed to detect and correct errors, inefficiencies or irregularities. They may not give an absolute assurance since they operate upon the occurence of an event or after already made results, but they should reduce the risk of undesirable consequences as they enable additional activites to be taken. Detective controls are most effective when they form a part of a feedback loop in which their results are being monitored and used to improve procedures or preventive controls. 
Examples of such controls include: post payment confirmation, stock verification and bank reconciliations. 

Directive controls – designed to cause or encourage activities and events necessary for achieving the objectives. They direct a particular process in the desired direction, and ensure the achievement of objective which needs to be achieved (law regulations, plans, procedures, resources needed for the achievement of the objective). 
Examples of such controls include: clear definition of policies, setting of objectives and appropriate staff training and adequate staffing.

Corrective controls - designed to correct detected errors. 

Examples include: planning of emergent situations or planning with the aim of recovery from a disaster. 
In practice, the above mentioned types of controls cannot be clearly distinguished and a single control may function to cover two or more functions. For example, supervision covers all four types of control.
Likewise, it is important that established control is proportional to risk and that control costs are not higher than benefits. 

Transfer of the risk

Another way of addressing risks may be to transfer the risk to a third party or to share the risk with the third party. This option is particularly good for mitigating financial risks or risks related to assets. This may be done through traditional insurance or by paying a third party to take over the risk in another way. On the other hand, when the performance of specific services is conferred to another party (outsourcing), it should be noted that even though the risk management is transfered, the subject is still being responsible for the risk. This happens because in the organisational unit there are no required funds, skills and competences to manage the risks, or somone else is more capable of managing such a risk. 
Note that some risks can not be fully transferred (e.g. reputational  risk). 

Terminate risks

Some risks may be treated or reduced to the accepted level only by termination of a particular activity.  It should be noted that the option of termination of activities may be severely limited in the public sector in comparison to the private sector, because the public sector is responsible for the delivery of services to citizens even when costs exceed benefits. 

 Risk register

The Risk register serves to document the results of risk management and monitoring of proposed measures. The purpose of risk register is to provide all key information about the risks of the organisation. 

Risk register is an internal document that contains: 

· Description of risk
· Overview of existing controls 
· Assessment of residual risk level 
· Adressing risks
· Responsible persons
· Deadlines for implementation 

Data on the description of risk and assessment of risk can be seen in the sub register for risk assessment...
Risk register template

	No.
	Description of risk
	Overview of existing controls
	Residual risk level
	Addressing risk
	Responsible person for the risk
	Deadline for implementation

	
	
	
	
Impact
	Likelihood


	Total
	



	
	

	
	
	
	
	
	




	

	
	
	
	




	
	
	




Head of organisation unit completes the risk register for his/her organisation unit and sends the same to the person responsible for the establishment and implementation of risk management process, which checks the completeness of risk register and prepares it for submission to the head of the organisation. Upon approval, risks are entered into the Risk register. 

The Risk Management process should be subject to a periodic review. This will ensure that the risk register is updated, taking into account the constantly changing environment, amended objectives, recognising that new risks arise whilst others either disappear or become less significant in terms of priority. This can be performed by various qualified staff or groups of staff.

An organisation may even have specialist review and assurance teams which have been established for a particular purpose (for example, Accounts Inspection Teams, or Compliance Review Teams). Their work contributes to the assurances available about the risk and control systems in use in the organisation. “Stewardship” assurance mechanisms, whereby line managers give account of their stewardship of their areas of responsibility, are also important, especially in organisations with highly devolved control structures.


The example of risk register is an integral part of these Guidelines (Annex 2). 

[bookmark: _Toc426107948]4.4 Risk monitoring and reporting on risks 

Risk management is a continuous process which needs to be periodically reviewed. 

The process of risk monitoring has to be established in order to consider if risks still exist, if some new risks occurred, if the likelihood and impact of risks have changed and if controls are efficient. Also, the whole risk management process must be regularly reviewed in order to ensure that it is being properly managed and operating effectively. 

All the staff must consider the risks that they face when performing their jobs. 

The work of internal audit provides an important, independent and objective assurance on the adequacy of risk management and adequacy of controls and management. However, it is important to bear in mind that the internal audit is not responsible for risk management. 

Reporting procedures on results of this process should be developed by each organisation. 
  
The report should contain a review of activities undertaken in the risk management process and review of most significant risks. 

The Heads of organisational units are also required to prepare an annual report on activities related to risk management and submit them to the person responsible for coordination of the establishment and implementation of risk management process at the level of organisation. According to submitted reports, the annual report on risks at the level of organisation will be prepared. 

The report must contain the review of significant risks and their impact on the achievement of objectives, activities undertaken for mitigation of risks, as well as information on risks which could not be operated in a planned way. In the preparation of the report may also participate the person responsible for the establishment, implementation and development of FMC. 

The report on risks is a bases for the preparation of annual report of the organisation on the implementation of planned activities in the establishment and development of FMC, according to which the CHU prepares a consolidated annual report on PIFC system and submits it to the Government of MNE for the addoption. 


Conclusion
 
Risk management is a continuous process and an integral part of everyday managament. However, the process needs to be developed in the public sector and this will start with the introduction of risk management in the process of planning and decision making, as well as development of risk management culture. 

In order to ensure a successfull implementation of risk mangament at public sector organisations, following measures should be taken: 

· ensuring the work enviornment which will provide assistance in the risk management process, 
· gaining and improving skills or risk management,
· establishing the effecient communication on risks and activities undertaken for this purpose. 

[bookmark: _GoBack]CHU in cooperation with other public sector organisations will hold training workshops to develop risk management skills. Given that the risk management process is at the beginning, it is important to ensure an effective communication on risks between Heads and employees. 

Guidelines will be updated in line with the level of development of the risk management process. 


Number: 05-
Podgorica, September 2015
DIRECTOR GENERAL

    Ms Ana Krsmanović

[bookmark: _Toc426107949]Annex 1-  Glossary

	Brainstorming/
Joint workshops
	The method of non-critical collection of opinions of different groups; often used for risk identification and assessment at the level of single organisational unit. The approach is based on the fact that persons with different experience and knowledge have a different approach to the particular problem. 

	Objective
	The result which the organisation wants to achieve, or desired future state whose achievement is expected in the specified period of time. One of the divisions may be to the strategic objectives, annual and operational objectives related to operational work plans, programs and business processes. 

	
Objective of the management process

	Reducing the level of uncertainty which might be a threat to the business success.

	COSO





	Committee of   Sponsoring Organisations of the Treadway Commission – National Commission for falsified financial statements, announced in 1992. a document with the title: Internal Control – integrated framework[footnoteRef:1] which defines an internal control as a “process implemented by the board of directors, management and other employees of the enterprise, designed to provide reasonable assurance regarding the achievement of objectives” in respect of four categories: compliance with applicable laws and regulations, reliability of financial and management reporting, effectiveness and efficiency of operations, assets protections.  [1:  COSO publication Internal Control – Integrated framework (Serial no of product 990012), could be found in all AICPA shops on the internet page www.cpa2biz.com. The income from Framework sale is used fo continous assistance of the COSO. ] 

The purpose of this document was to raise awareness of the management on the need on undertaking activities of internal control as an important component of business management. 
Risk management is established and developed on the bases of COSO framework which represents an upgrade of COSO internal control model. 

	Detective controls 

	Designed to detect and correct errors, insufficiencies or irregularities. They cannot provide a complete assurance, since they act upon the occurrence of an event or after the outcome was gained, but they should reduce the risk of undesired consequences since they allow additional activities to be undertaken. Detective controls are most effective when they are a part of a feedback information circuit and when they are used in order to improve procedures or preventive controls. 
Examples of detective controls include: post payment checks, verification of reserves and compliance with bank statements. 

	Directive controls

	Designed to cause and encourage the activities and events necessary for the achievement of objectives. They guide the process in the desired direction. 
Examples include: clear definition of policies, setting of objectives and adequate training of staff and adequate staffing. 

	Efficiency

	Realisation of chosen objectives with minimised use of available resources, or with the maximized rationality. 

It represents the achievement of an economic objective with minimal costs, efforts or losses. In order to become efficient, you have to be organised and systematic. 

“Doing the right things in the right way” 

Efficiency is defined as a correct operation, where the procedure is an important way. 

	Effectiveness
	Use of available resources for maximized realization of chosen objectives. 

To be “effective” means to produce what the system is established for. 
 
“Doing the right things, or chose the right objectives” 

For effectiveness, the result is important.

	Economy
	Reducing the costs of resources which are used for performing an activity to the minimal measure, with ensuring the quality. 

	Inherent risk
	The level of the risk in the absence of control and factors mitigating the risks (the level of risk without established controls). 

	INTOSAI

	International Organisation of Supreme Audit Institutions 

	Terminate risks
	Business decision on non-inclusion or withdrawal from risky situation. 

	Control

	Control is any activity undertaken by the management to manage risks and increase the likelihood of achieving the objectives set, and measures that will reduce or eliminate their risk impact. 

	Control activities

	Control activities are established with the aim of achieving the objectives by reducing risks to the acceptable level, applying written provisions, principles and procedures. 
In the context of risk management, control activities may be divided to directive, preventive, detective and corrective. 

	Corrective controls

	Designed to correct detected errors. 
When performing corrective procedures, it is required to define the cause of the problem, regulate the manner of correcting errors and modify the system. 

Examples are following: modifying records, dismissing employees found to have misused their positions, planning of contingency acting and planning with the purpose of disaster recovery. 
In practice, the given types of controls cannot be clearly segregated, and a single control may function in a way to cover two or more functions. For example, supervision covers all four types of control.  

	Person responsible for coordination of establishment and implementation of risk management process at the level of the organisation. 
	Encourage the risk management culture and assists heads in the effective risk management by strengthening their awareness on the importance of risk management. 

	Person responsible for establishment, implementation and development of FMC 
	Person responsible for establishment, implementation and development of FMC in the organisation, performs activities particularly related to: preparation and monitoring of implemantation of the plan for establishment of financial management and controls; coordination of activities for establishment and development of FMC; assistance to the head of an organisation in the development risk management process; preparation and monitoring of the plan for elimination of internal control insufficiencies; preparation of annual report on FMC; reporting to the head of an organisation on the state of play in the development of FMC and cooperation with CHU of MF; 

	Operational objectives

	Determined on the basis of strategic objectives; have a less narrow scope; being short-term and defining desirable and expected results of lower organisational units, or single business processes. 

	Description of risks

	Description of risks is the completion of risk identification process and the start of risk assessment. Prior to risk assessment, the identified risk should be clearly formulated or described, taking into consideration the main cause of the risk (what is the main problem) as well as potential risk consequences (impact on objectives/activities). 

	PIFC (Public Internal
Financial Control)

	PIFC is a system which comprises organisational structure, methods, work procedures and internal audit, and which is defined and implemented by the head of an organisation, with the aim of successful management and accomplishment  of tasks in a transparent, accurate, economic, efficient and effective way. 
PIFC is: financial management and controls, internal audit and CHU.  

	Contingency planning 
	The plan for the occurrence of an adverse event with a low likelihood and high impact on the business of an organisation (e.g. electricity loss or server error). The purpose of the plan is maintaining the standards of public services and performance of an organisation in line with the work program. 

	Business process

	A set of related activities that funds of budget users are used for and whose ultimate goal is to meet the needs and requirements of tax payers for services of adequate quality in a given time period. 

	Addressing risks

	Addressing risks is a consideration of possible measures which can influence the acceptability of risks. It may include termination of risk, transfer of risk, acceptance of risk and reducing and mitigating risk by introducing control activities. 

	Risk monitoring

	Monitoring is a part of the risk management cycle where, in practice, is checked whether suggested control activities are efficient and whether they prevent, or mitigate a particular risk. 

	Transfer of risk

	The activity whose purpose is the transfer of risk impact to the third party and sharing the risk with a third party. The example of risk transfer is an insurance policy where the owner of the risk transfers the risk impact to the insurance company. 

	Preventive controls


	Designed to prevent inefficiencies, errors or weaknesses to appear. They cannot guarantee that controlled events will not occur, but they mitigate the possibility of their occurrence.
Examples of preventive controls include: segregation of duties, split of procedures for authorisations and approvals, control of accessing the assets, etc.  

	Accepting risks

	Decision with which we accept the risk impact if it occurs in future. 
Accepting the existing risk level where the organisation prepares contingency plans or settlement of impact which will appear if the risk occurs. 

	Risk assessment

	Procedure by which the assessment and determination of impact and likelihood of adverse events which can jeopardise the achievement of goals is performed in a systematic way. 

	Risk register

	Risk register is a document that includes the details and results of the internal risk assessment and the process for monitoring the proposed measures. 
The purpose of risk register is to provide all key information about the risks of the organisation. 

	Residual risk
	Residual risk a risk which remains (and still exists) after considering the efficiency of existing controls.  

	Risk

	Risk is a possibility of occurrence of events which may have an adverse impact to the achievement of objectives, or the treat to the achievement of objectives, programs and delivery of services to citizens; the risk can also be considered in a positive way as lost opportunities. It is characterised by the likelihood or possibility of event occurrence and impact or consequence that will occur. 

	Strategic objectives

	Define desired results and emerge from the business mission, and appear during the strategic planning process; generally they are multiannual and determine the expected results. 

	Strategic planning

	Management process by which the organisation defines its development direction and in line with it makes decisions on allocation of financial, material and human resources. As a result of planning, the strategic plan is adopted – a document which contains vision, strategic plans, manners of achievement of objectives (action plan), measures of result assessment and system of monitoring the accomplishment of results. 

	Reducing or mitigating risks

	Taking actions and making decisions in order to reduce the likelihood of occurence or/and risk impact. It means the establishment of adequate control activities, in order to reduce the likelihood of negative consequences to appear related to the risk, or both. 

	Internal audit
	Internal audit is an independent, objective assurance and advisory activity, which has the aim to add value and improve the performance of an organisation and assists the organisation to achieve its objectives by ensuring a systematic, disciplinary approach to the assessment and improvement of risk management efficiency, controls and management processes. 

	Risk management

	Risk management is a procedure of identification, assessment, monitoring and control of possible circumstances which may adversely influence the achievement of objectives set by an organisation and undertaking required measures in order to reduce the risk to the level of reasonable assurance that the objectives will be achieved. It is an integral part of the planning process and of the management of business processes. 

	Risk identification

	Process of event identification and determination of key risks which may jeopardise the achievement of objectives of the organisation.

	Impact

	Impact is an assessment of the consequence or result of a particular event. 

	Likelihood

	Likelihood is an assessment of possibilities of occurrence of a certain event. 

	Law on PIFC 
	This Law regulates the PIFC system in MNE, which comprises FMC and IA, defines the methodology and standards and other questions important for the establishment, development and implementation of PIFC system. 
Establishment and development of the PIFC system is coordinated by the MF. 
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