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In accordance with Article 7 paragraph 3 of the Law on the Prevention of Money Laundering and Terrorist Financing (Official Gazette of Montenegro No. 44/18 of 06.07.2018) and Article 2 of the Rulebook on developing risk analysis guidelines with a view to preventing money laundering and terrorist financing (Official Gazette of Montenegro No.65/18 of 09.10.2018)

The Administration for the Prevention of Money Laundering and Terrorist Financing establishes 
The Guidelines on developing risk analysis with a view to preventing money laundering and terrorist financing 

LEGAL FRAMEWORK 

· Law on the Prevention of Money Laundering and Terrorist Financing (Official Gazette of Montenegro No. 33/14 of 04.08.2014 and 044/18 of 06.07.2018)

· Rulebook on the manner of reporting cash transactions in the amount of at least €15,000 and suspicious transactions to the Administration for the Prevention of Money Laundering and Terrorist Financing (Official Gazette of Montenegro 49/14 of 20.11.2014 and 036/16 of 09.06.2016)

· Rulebook on manner of work of the compliance officer, the manner of conducting the internal control, data keeping and protection, manner of record keeping and employees professional training (Official Gazette of Montenegro No. 48/14 of 13.11.2014)

· Rulebook on developing risk analysis guidelines with a view to preventing money laundering and terrorist financing (Official Gazette of Montenegro, no. 65/18 of 09.10.2018)

· Rulebook on Indicators for recognizing suspicious customers and transactions (Official Gazette of Montenegro No. 50/14 of 28.11.2014,12/15 of 16.03.2015, 065/18 of 09.10.2018)
This guidelines shall define closer risk factors based on which the level of risk of an individual customer, group of customers, country or geographic area, business relationship, transaction or product is determined and upon which a reporting entity shall design internal act on risk analysis.
The APMLTF shall, in accordance with the Article 94, paragraph 1, item 9 of the Law on the Prevention of Money Laundering and Terrorist Financing, conduct supervision over the implementation of the LPMLTF and accompanying bylaws, within its established competences, in accordance with the law governing inspection, in relation to reporting entities from Article 4, paragraph 2, item 13:
· forfeiting;

· auditing, independent auditor, accounting and providing tax counselling;

· providing services of founding legal persons and other business organizations, as well as business and fiduciary services;

· management of property for third persons;

· issuance and management of payment instruments (e.g. checks, traveller’s checks, credit card, bank promissory notes, payment orders, debit cards), which are not considered payment services in accordance with the law governing payment operations;

· granting loans and mediation in contracting granting loans activities;

· investment, trade and mediation in real estate trade;

· trade of motor vehicles if the payments are made or received in cash in the amount of €10,000 or more, regardless of whether it is one or several linked transactions;

· trade of vessels and aircraft if the payments are made or received in cash in the amount of €10,000 or more regardless of whether it is single or several linked transactions;

· organising and conducting biddings, trading in works of art, precious metals and precious stones and precious metals and precious stones products, as well as other goods, when the payment is made or received in cash in the amount of at least €10,000, in single or several linked transactions.

.
Basic principles of the fight against money laundering and terrorist financing
1. Establishing and verifying customer’s identity
        Before establishing the business relationship or executing the business transaction, reporting entities are obliged to collect necessary data on a customer or to carry out customer’s identification. 
        The customer’s identification is a procedure which includes: 

1) establishing and verification of customer’s identity verification based on authentic, independent and objective sources; and 
2) collecting data on a customer, or if these data are collected, verification of collected data based on authentic, independent and objective sources.
        The reporting entity shall, for a customer who is a natural person, or its legal representative, entrepreneur or natural person performing activities, establish and verify customer’s identity, in accordance with Article 8 paragraph 1  item 1 and Article 10  of the Law on PMLTF by insight into the personal identification documents, in customer’s presence and collect data from Article 79, item 4 of this Law. If the required data cannot be established from the submitted personal documentation the missing data are collected from other relevant public document submitted by a customer.
The customer’s identity can be established on the basis of a qualified electronic certificate of a customer, issued by a certification service provider in accordance with the regulations, and when establishing the identity a reporting entity shall enter the data on the customer from the qualified electronic certificate into data records from Article 78 of this Law.
The data that cannot be obtained from a qualified electronic certificate shall be obtained from the copy of the personal identification document submitted to a reporting entity by a customer in written or electronic form, and if it is not possible to obtain all required data in that manner, the missing data shall be obtained directly from the customer.

The electronic service provider, which issued the qualified electronic certificate to a customer that is a natural person, shall, upon the reporting entity’s request, without delay, provide data on the manner in which they established and verified the identity of the customer who possess the qualified electronic certificate.  
When establishing the identity of a customer that is a natural person, a reporting entity shall obtain a photocopy of personal document (e.g. identification card, passport, driving license or similar documents containing a photo of a person whose identity a reporting entity is establishing or verifying) on which he/she enters date, time and personal name of a person that checked the photocopy and it shall keep the photocopy of a personal document in accordance with this Law.
Establishing and verifying customer’s identity by usage of qualified electronic certificate is not allowed in the following cases: 
1) in the process of opening account at the reporting entities from Article 4, paragraph 2 item1 of the Law, except when the customer is opening temporary depository account for depositing the nominal capital;

2) If there are suspicions that the qualified electronic certificate is misused, or if the reporting entity establishes that the circumstances, which can significantly influence on the certificate’s validity, has changed.  
A reporting entity shall establish and verify the identity of a customer that is a legal person or a business organization, pursuant to Article 8 Paragraph 1 Item 1 and Article 10 of this Law, and obtain the following data: name, address, registered office and ID number of the legal person or business organization on whose behalf a business relationship has been established or transaction executed, by checking the original or certified copy of the document from the Central Business Register (hereinafter: CBR) or checking the original or certified copy from other appropriate public register, as well as checking court, business or other public register of a foreign legal person or business organisation, submitted by the representative on behalf of such legal person or business organisation. In the register extract a reporting entity shall state date, time, and the name of the person that has made the check. A reporting entity shall keep the original or certified copy of the costumer’s document in its files. (5)
A reporting entity shall obtain data from Article 79 It. 2, 6 and 9-13 of this Law by checking the originals or certified copies of identification documents and other business files. If data cannot be determined by checking identification documents and other business files, the missing data shall be obtained directly from public or other documentation.
If, when establishing and verifying the identity of a legal person or business organization, a reporting entity doubts the accuracy of the obtained data or veracity of identification documents and other business files from which the data have been obtained, he/she shall obtain from the representative or authorised person a written statement on the accuracy of those data before establishing a business relationship or executing a transaction
If a customer is a foreign legal person performing activities in Montenegro through its business unit, a reporting entity shall establish and verify the identity of that foreign legal person and its business unit.
A reporting entity shall establish and verify the identity of the representative and all directors of a domestic or foreign legal person or business organization, pursuant to Article 8 Paragraph 1 Item 1 and Para. 2 and Article 10 of this Law, and obtain data from Article 79 Item 2 of this Law by checking the personal identification document of the representative in his/her presence, as well as by checking the personal documents of all directors submitted by the representative.
 If the required data cannot be determined from the personal identification document, the missing data shall be obtained from other official document submitted by the representative or authorised person.

If a reporting entity, when establishing and verifying the identity of the representative of a legal person or business organization from Paragraph 1 of this Article, doubts the veracity of obtained data it shall require his/her written statement on the veracity of those data.

A reporting entity shall, when establishing identity of the representative and all directors of a domestic or foreign legal person or business organization, obtain photocopy of personal identification documents of those persons in accordance with Article 14 Paragraph 5 of this Law.

When establishing and verifying the representing powers of representatives and all directors from para 1 of this Article, a reporting entity shall obtain the documents that certify representing powers and keep it in its documentation.  
        In case when the customer’s identity cannot be established or verified, the reporting entity cannot conclude the business relationship or execute the transaction. The reporting entity shall interrupt all existing business relationships with this customer. 
2. Implementation of the Law and standards 
        The reporting entities, in the process of performing business activities for which they are registered, are obliged to act in accordance with the adopted laws and bylaws that regulate the area of detection and prevention of money laundering and terrorist financing. Also, the reporting entities shall ensure that the required measures are incorporated into reporting entities performances at all levels so that the whole customerćs business is conducted in accordance with the Law.
        The legislation in the area of the prevention of money laundering and terrorist financing in Montenegro is, to the highest possible extent, harmonized with the relevant regulations in the area of the prevention of money laundering and terrorist financing:
-  Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 648/2012 of the European Parliament and of the Council, Regulation (EU) 2015/847 of the European Parliament and of the Council of 20 May 2015 on information accompanying transfers of funds and repealing Regulation (EC) No 1781/2006 and repealing Directive 2005/60/EC of the European Parliament and of the Council and Commission Directive 2006/70/EC.
- New FATF(Financial Action Taskforce )Recommendations 
5. The United Nations Convention against Corruption (UNCAC)
3. Cooperation with the Administration for the Prevention of Money Laundering and Terrorist Financing 

        In accordance with the Law, reporting entities are obliged to ensure the full cooperation with the supervisory bodies. The obligation related to cooperation between the reporting entities and supervisory bodies is very significant  in cases of providing required data, information and documentation, that refer to the customers or transactions for which there are reasons to suspect in money laundering or terrorist financing. Also, the cooperation is necessary in case of giving information related to behaviour or circumstances  that could be connected to money laundering or terrorist financing and that could harm the safety, stability and reputation of the financial system of Montenegro. 
        Due to that the realization of the internal procedures cannot, in any case, directly or indirectly, limit the cooperation between the reporting entities and the APMLTF or in any other manner influence on the cooperation efficiency. 

4. Adoption of  internal act
        The reporting entities shall adopt the unique policy of risk management in combating money laundering and terrorist financing, and thereby adopt the internal procedures, particularly in the area of: customer’s verification, risk analysis, recognizing customers and transactions for which there are reasons to suspect in money laundering and terrorist financing. It is particularly important that all employees are informed about the procedures, to act in accordance with the procedures and to use them in their daily work. 
        The content of internal procedures developed by the reporting entities:

1) manner of establishing customer’s acceptability;

2) risk assessment of groups and customers;

3) the manner of establishing the risk of products and services, with the view to preventing money laundering and terrorist financing; 

4) manner of customer’s identification;
5) customer’s accounts and transactions supervision;

6) prevention of using new technologies for the purpose of money laundering or terrorist financing (refers to banks and other financial institutions);

7) managing risks to which the reporting entities are exposed, in the area of the prevention of money laundering and terrorist financing;

8) training programs for employees.
5. Professional training
        The reporting entity is obliged to provide, on regular basis, professional training and qualification of all employees that directly or indirectly perform activities of prevention or concealing money laundering and terrorist financing. 
RISK ASESSMENT
1. The purpose of risk assessment 
        In accordance with the Law, the risk on money laundering and terrorist financing is the risk that the customer is going to misuse the financial system of Montenegro for money laundering or terrorist financing or that a certain business relationship, transaction or product is going to be directly or indirectly used for money laundering and terrorist financing. 

        The reporting entity shall, in accordance with the Law and in order to prevent exposure to money laundering and terrorist financing, make risk assessment upon which the level of exposure to risk of an individual customer, group of customers, country or geographic area, business relationship, transaction or product will be determined. 

        The risk analysis preparation is a necessary precondition for performing the prescribed customer’s verification measures. The classification of  an individual customer, group of customers, country or geographic area, business relationship, transaction or product in one of the risk categories depends on the type of customer’s verification which the reporting entity is obliged to perform in accordance with the Law (enhanced customer due diligence, simplified customer due diligence and usual customer due diligence).
2. Risk management policy and risk analysis 
        The reporting entity or its management can, if needed for more efficient implementation the provisions of the Law and Guidelines, before the risk analysis preparation, adopt adequate risk management policy for the prevention of money laundering and terrorist financing. The purpose for adopting this policy is primary to  determine, 0n the level of reporting entities, the areas of business activities  that are, due to possibility of misuse for money laundering or terrorist financing, more or less critical, or for the reporting entities to establish and determine the main risks in this areas and measures for their solution. The reporting entities shall, during the process of developing the starting basis for adoption the policy for money laundering or terrorist financing risk management, take into consideration the following criteria that , in the process of designing the policy, defines details on:
1) the purpose and aim of money laundering and terrorist financing risk management  and its connection with the reporting entities’ business aims and strategy,
2) the reporting entities’ areas and business processes that are exposed to money laundering and terrorist financing risks, 
3) money laundering and terrorist financing risks  in all key business areas of the reporting entities,
4) measures for resolving money laundering and terrorist financing risks,
5) the role and responsibility of the reporting entities management in the process of performing and adoption of money laundering and terrorist financing risk management.

3. Risk analysis preparation
        Risk analysis is a procedure in which the reporting entity defines: 
· evaluation of probability that the reporting entities’ business activities can be misused for money laundering and terrorist financing

· criteria, based on which the certain customer, business relationship, product or transaction will be classified into a category of customers that are more or less risky for money laundering or terrorist financing, 

· establishing consequences and measures for efficient managing of these risks. 
The reporting entity shall, in the process of risk analysis preparation, take into consideration the following criteria: 

1. the reporting entity is obliged to develop the risk category upon the risk criteria so that the specific customer, business relationship, product or transaction is placed in one of the risk categories. 
2. the reporting entity can, in the process of determining risk categories, in accordance with its risk management policy, classify, on their own, a certain customer, business relationship, product or transaction as the high- risk for money laundering or terrorist financing and perform enhanced due diligence, 

3. when determining the risk category of a customer, business relationship, product or transaction, that are in accordance with the Law  and Guidelines determined as high risk customers, the reporting entity must not, in any way, classify them  as middle (average) or low – risk categories. 

4.  Preparation of risk evaluation
4.1. The initial determination of risk
        The reporting entity shall, upon risk analysis, prepare the risk evaluation for each individual customer, business relationship, product or transaction. Before establishing a business relationship or executing business transaction it is necessary:

1. to establish customer’s identification through obtained data that are required on customer, business relationship, product or transaction and other data which the reporting entity is obliged to obtain for the preparation of risk evaluation,
2. to evaluate obtained data in the context of risk criteria for money laundering or terrorist financing (determining risk),
3. to determine the evaluation of the risk of the customer, business relationship, product or transaction, which must be based on previously developed risk analysis, with the classification of the customer, business relationship, product or transaction into one of the risk categories,
4. to perform CDD measures (enhanced CDD, simplified CDD and usual CDD)

4.2. Subsequent risk assessment 
        The reporting entity shall, within measures of regular supervision of the business relationship with the customer, again verify the basis for the initial evaluation of the customer or business relationship, given to the customer by the reporting entity, and if necessary, the reporting entity shall define the new risk evaluation (or subsequent risk assessment). The reporting entity shall subsequently assess the initial risk evaluation of a certain customer or business relationship in the following cases: 
1. if the circumstances, upon which the evaluation of a certain customer or business relationship is based, has changed significantly; or if the circumstances, that significantly influence on the classification of a customer or business relationship into risk category,  have changed,
2. If the reporting entity suspects the validity of data, based on which a certain customer or business relationship has been classified into the specific risk category.
5. Criteria for defining customer’s risk category 
        The reporting entity shall, in the process of defining risk evaluation of a customer, business relationship, product or transaction, take into account the following criteria: 
1. type, business profile and structure of customer
2. geographical origin of the customer  

3. the nature of business relationship, product or transaction

4. previous experience of the reporting entity in relation to a customer.

        In the process of defining customer risk category, the reporting entity can, besides the mentioned criteria, observe other criteria for defining the level of risk for a certain customer, product or transaction, as follows:

1. size, structure and business activity of the customer, including the scope, structure and complexity of business activities performed by the customer on the market,
2. status and ownership structure of customer
3. customer’s presence during the process of establishing a business relationship or executing transaction,

4. source of funds that are subject  of the business relationship or transaction in case the customer is, in accordance with criteria prescribed by the Law, defined as politically exposed person 

5. purpose of establishing a business relationship or executing a business transaction,
6. customer’s knowledge on product and its experience or knowledge in this area,

7. other information indicating that customer, product or transaction could be of a higher risk.

6. Customer risk categories 
        In relation to risk categories customers, business relationship, products and transactions can be classified into 4 main risk categories, as follows: 

1. extremely high risk, due to which the business with customer is prohibited, 

2. high risk, 

3. medium (average) risk
4. insignificant risk.

6.1. Prohibition of conducting business activities with a customer  
        Conducting business activities with the following customers is prohibited due to direct and high risk of money laundering or terrorist financing:

1. customers (legal and natural persons and other subjects) that are listed as persons against whom UN Security Council or European Union measures are taken- the relevant measures are: financial sanctions that include freezing funds on the account and /or prohibition of funds usage (economical sources), military embargo which means prohibition of arms trafficking with the subject, etc. 
2. customers with the residence or head offices in entities that are not subject to the international law or not internationally recognized as sovereign states (these entities give the  possibility of fictitious registration of legal persons , allow issuing of fictitious identification documents etc.)
        Prohibition on executing transactions and establishing a business relationship with a customer is applied in the following cases:

1. transactions intended to be sent to persons or subjects against which UN Security Council or European Union imposed measures 
2. transactions that a customer would execute on behalf of a person or subject against which UN Security Council or European Union  imposed measures 

3. business relationships that would be concluded on behalf of a person or subjects that are listed as persons against whom UN Security Council or European Union imposed measures 
6.2. High risk of money laundering or terrorist financing  
6.2.1. Type, business profile and structure of customer 

The high risk of money laundering and terrorist financing customers is as follows:

Natural persons:
        Customer is a politically exposed person or person that is acting or has been acting in the last 18 months on a prominent public position in a state, including his/her immediate family members and close associates, as follows:
1) Montenegrin citizen performing a public function, such as:

1. president of Montenegro, president of the Parliament of Montenegro, president and the members of the Government;

2. member of Parliament;

3. state secretary, general director and secretary in the ministry, head of administration authorities and his deputy;

4. mayor, his deputy and the president and vice-president of the municipality and the president, president of the Assembly of the municipality,  the  Capital and the Old Royal Capital;

5. the president and judges of the Supreme Court of Montenegro and the president and judges of the Constitutional Court of Montenegro;

6. member of the Senate of the State Audit Institution and the Council of Central Bank;

7. ambassador, consul, Chief of Staff of the Military of Montenegro, the general and admiral of the Military of Montenegro;

8. director, deputy and member of the managing or supervisory bodies of legal persons whose majority owner is the State;
2) a foreign citizen nominated or assigned public function by a foreign state or international organization, such as:
1. president of a state, prime minister, ministers and their deputies;

2. members of Parliament;

3. members of the Supreme and the Constitutional courts or of other high-level judicial bodies whose judgments are not subject to further regular or extraordinary legal remedies, save in exceptional cases;

4. members of courts of auditors, or supreme audit institutions and of the councils of central banks;

5. ambassadors, consuls and high-ranking officers in the armed forces;

6. members of the managing or supervisory bodies of legal persons whose majority owner is the state;

7. directors, director deputies and members of board or equivalent functions in international organization.

Close family members of the politically exposed person shall include the spouse or extra-marital partner and the children born in a marital or extra-marital relationship and adoptees, their spouses or extra-marital partners, parents, brothers and sisters.

Close associate of the politically exposed person shall include:

1. any natural person who is known to have joint ownership of legal entities, established business relationship or any other close business relations, with a politically exposed person;

2. any natural person who has ownership of a legal entity or has established business relations for the benefit of the politically exposed person

Legal persons:

a. customer is a foreign legal person that does  not  conduct or is not allowed to conduct trade, production or other business activities in the country  in which it is registered (legal person with head office in the state that is known as off shore financial centre and for which there are a certain limitations when performing direct business registration in that country)

b. customer is fiduciary (trust) or other similar company of the foreign legal person with unknown or disguised owners or management team (company of foreign legal person that provides conducting business activities for third persons i.e. companies established on the basis of legal agreement between founder and manager that governs the founder’s property, on behalf of certain persons that are users or beneficiaries or for other purposes( from private, gained assets  to general assets that are not gained),
c. customer has a complicated status structure or complex ownership chain (complicated ownership structure or complex ownership chain disables or does not allow establishment of the beneficiary owner of legal person),
d. customer is organization that, for conducting its business activities does not need or is not obliged to get license from the competent supervising body; or in accordance with the national legislation customer is not subject to measures of detection and prevention of money laundering and terrorist financing,
e. customer is non-profitable organization (institution, company or other legal person or entity established for publicly useful, charity purposes, religious communities, association, foundation, non-profit association and other persons that do not perform economic activity) and fulfils one of the following conditions:

1. has a registered office in the state known as off shore financial centre
2. has a registered office in the state know as financial or tax haven
3. has a registered office in the non EU member state or did not sign EU pre accession agreement

4. among its members or founders is a natural or legal person which is resident of any of the states mentioned in the previous item.
6.2.2. Geographical position of customer  
        The customers that present high risk from money laundering and terrorist financing are included in customers with the permanent residence or registered office:

1. in the state that is non EU member state or did not sign EU             pre accession agreement,

2. in the state that is, based on assessment of the competent international organizations, known  for production or well organized drug trafficking (Middle and Far  East countries known for heroin production: Turkey, Afghanistan, Pakistan and golden triangle countries (Myanmar, Laos, Thailand), South American Countries  known for cocaine production Peru, Columbia and neighbouring countries, Middle and Far East Countries, Central American Countries,  known for Indian hemp production: Turkey, Lebanon, Afghanistan, Pakistan, Morocco, Tunis, Nigeria and neighbouring countries, Mexico),

3. state that is, based on assessment of the competent international organizations , known as country with high level of organized crime due to: corruption, arm trafficking, human trafficking or human rights violation,

4. state that is, based on assessment of the international organization FATF (Financial Action Task Force) designated as a non-cooperative country or territory (that are countries and territories  that, according to FATF assessment, do not have relevant legislation in the area of prevention and detection of money laundering or terrorist financing, the state supervision over financial institutions does not exist or it is not proper, establishing and acting of the financial institutions is possible without state certificates or registration with the competent authorities, state supports opening anonymous accounts or other anonymous financial instruments, the system of recognizing and reporting suspicious transactions is inappropriate, the establishing beneficial owner is not an obligation prescribed by the law, international cooperation is not efficient or does not exists at all) 
5. country against which UN or EU measures are imposed, including complete or partial break up of economic relations, railways, waterways, post, telephone lines, telegraph lines,  radio and other communicational relations, breakup of diplomatic relations, military embargo, travel embargo  etc. 
6. country which is known as financial or tax haven (for these countries it is particularly important that they enable complete or partial tax free obligation, or tax  rate is significantly  lower than tax rate in other countries. These countries usually do not have concluded agreements for the avoidance of double taxation, or if they do sign the agreements, they do not obey them. The legislation of these countries requires strict observance of bank and business secrecy and also quick, discreet and cheap financial services are provided. Countries known as financial or tax havens are : Dubai – Jebel Ali Free Zone, Gibraltar, Hong Kong, Isle of Man, Lichtenstein, Macau, Mauritius, Monaco, Nauru, Nevis Island, Iceland  –Norfolk Area , Panama, Samoa, San Marino, Isle of Sark, Seychelles, St. Kitts and Nevis, St. Vincent and Grenadine, Switzerland – canton Vaud and Zug, Turks and Caicos Islands, the USA – federal states Delaware and Wyoming, Uruguay, British Virgin Islands and Vanuatu

7. country known as offshore financial centre (these countries define certain limitations in the process of direct activities registration  of business entities in the country, provide high level of bank and business secrecy, liberal control over international trade business is performed, quick, discreet and cheap financial services  and legal person registration are enabled.  It is significant that these countries do no not have adopted relevant legislation in the area of prevention and detection of money laundering and terrorist financing. Countries known as offshore financial centres are: Andorra, Angola, Antigua and Barbuda, Aruba, Bahamas, Barbados, Belize, Bermuda, British Virgin Islands, Brunei Darussalam, Cape Verde, Cayman Islands, Cook Islands, Costa Rica, Delaware (USA), Dominica, Gibraltar, Grenada, Guernsey,  Isle of Man, Jersey, Labuan (Malaysia), Lebanon, Lichtenstein, Macao, Madeira (Portugal), Marshall Islands, Mauritius, Monaco, Montserrat, Nauru, Nevada (USA), The Netherlands Antilles, Niue, Palau, Panama, Philippines , Samoa, Seychelles, St. Kitts and Nevis, St Lucia, St Vincent and Grenadines, Zug (Switzerland), Tonga, Turks and Caicos Islands, Uruguay, Vanuatu and  Wyoming (USA).

        Reporting entities should consider the following international organizations as competent for supervising the efficient measures implementation in the area of prevention of money laundering and terrorist financing and its harmonization with international standards: 
1. European Bank for Reconstruction and Development
2. Committee on the Prevention of Money. Laundering and Terrorist Financing of the European Commission,

3. Financial Action Task Force on Money Laundering (FATF),

4. International Monetary Fund

5. World Bank

6. The Egmont Group -an international network of national Financial Intelligence Units specialized in the combating of money laundering and terrorist financing 
7.  Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism – MONEYVAL

8. International Organization of Securities Commissions (IOSCO)

9. The Committee of European Securities Regulators (CESR),

10. Committee of European Insurance and Occupational Pensions Supervisors(CEIOPS),

11. International Association of Insurance Supervisors (IAIS).

6.2.3. Business relations, products and transactions 
        Business relations that could represent high risk of money laundering and terrorist financing include:

1. business relations that include permanent or high amount funds payments from the customer’s accounts, or  towards credit or financial institution  in non- EU member states, or country which did not sign EU Pre-Accession Agreement, or business relations that include higher payments  to the customer’s account opened at credit or financial institution in non- EU member states, or country which did not sign EU Pre-Accession Agreement,
2. business relations that a foreign credit financial institution or other fiduciary institution performs, on behalf of the customer and as its representative,  with registration office in non- EU member states, or country which did not sign EU Pre-Accession Agreement,
3. business relationships concluded without the simultaneous physical presence of customer, and due to that  the conditions for simplified CDD are not fulfilled, 
        Transactions that could represent high risk of money laundering and terrorist financing include:
1. payment from customer’s  account or payment to customer’s account , which differ from the account that customer provided in the process of identification of the account through which customer regularly carried or has been carrying  business activities (particularly in case of cross board transactions)
2. transactions intended to be sent to persons with the residence or registered office in country known as financial or tax haven,

3.  transactions intended to be sent to persons with the residence or registered office in country known as off shore financial centre, 

4. transactions intended to be sent to non-profit organizations with the registered office in:  country known as off shore financial centre, country known as financial or tax haven or in non- EU member states, or country which did not sign EU Pre-Accession Agreement,

6.2.4. Previous experiences of the reporting entity with a customer 

        Customers that, regardless of the reporting entity’s experience, present a high risk of money laundering and terrorist financing are as follows:
1. persons in relation to whom, within past three years,  the Administration for the Prevention of Money Laundering and Terrorist Financing delivered to the reporting entity an order for temporary suspension of a suspicious transaction,

2. persons  in relation to whom, the Administration for the prevention of Money Laundering and Terrorist Financing delivered to the reporting entity an order for ongoing monitoring of customer’s  financial activities 

3. persons for which, within past three years, the reporting entity submitted data to the Administration for the Prevention of Money Laundering and Terrorist Financing, since, in relation to that person or transaction that this person executed, there are reasons for suspicion in money laundering and terrorist financing.
6.3. Medium (average) risk of money laundering and terrorist financing  

        Reporting entity classifies in the category of middle (average) risk those customers, business relationships, products or transactions that, based on the Guidelines criteria, cannot be classified as high or insignificant risk customers. 

6.4. Insignificant risk of money laundering and terrorist financing  

        Reporting entity shall classify the following customers as customers with insignificant risk of money laundering or terrorist financing:

1. Reporting entities from Article 4, paragraph 2 of the Law 
· companies for managing investment funds and branches of foreign  companies for managing investment funds of other countries, companies for managing investment funds of member states that opened their branches in Montenegro or which are authorized for direct managing investment funds in Montenegro or third persons that are, in accordance with the Law that defines funds business activities, authorized by company for managing investment fund to perform certain business activities, 

· companies for managing pension funds and branches of foreign  companies for managing pension funds and insurance companies;

· companies authorized to deal in financial  instruments and branches of foreign  companies for dealing in financial instruments in Montenegro,

· insurance companies, authorized for dealing with life insurance,  branches of foreign insurance companies, from third countries, authorized for  dealing with life assurance and insurance companies  from the member states, that directly or through branches deal with life insurance in Montenegro, or other same institution fulfilling condition to possess registered office in the member state or third country
2.  state body, local government body or other legal persons executing public competencies, 
3. company whose financial instruments are accepted and traded at stock market or organized public market in one or more member states and in accordance with EU regulations or companies with registered office in the third country whose financial instruments are accepted and traded at stock market or organized public market in the member state or in the third country, under the condition that in the third country the requests for data publication, in accordance with EU regulations, are in force.

CUSTOMER DUE DILIGENCE 

1. Regular customer due diligence 
Customer due diligence is the key preventive element in the system of detecting money laundering and terrorist financing. The purpose of applying customer due diligence measures is to credibly establish and confirm the true identity of the customer. Customer due diligence includes: establishing and analyzing the identity of a customer, establishing the beneficial owner of a customer when the customer is a legal person and the data on the purpose and intended nature of a business relationship or transaction and other data, in accordance with the provisions of the articles 8, 15, 16, 17, 18 and 20 of the Law. 

A reporting entity shall establish and verify customer’s identity on the basis of reliable, independent and objective sources (by checking the appropriate ID document). 

It is forbidden to establish a business relationship or carry out  a transaction in cases when it is not possible to identify the customer, or when the reporting entity has reasonable grounds to suspect the authenticity or credibility of the data, or the documents used by the customer for proving his/her identity, or when the customer is not ready or does not show readiness to cooperate with the reporting entity in establishing the authentic and complete data required by the reporting entity when it applies customer due diligence procedure. In such cases the reporting entity may not establish a business relationship, or it shall terminate the existing relationship or transaction and notify the Administration for the Prevention of Money Laundering and Terrorist Financing on the termination.
The reporting entity may shorten the customer due diligence procedure solely in those cases when there are reasonable grounds to suspect that a customer or transaction are related to money laundering or terrorist financing. 

The Law proceeds from the basic assumption that certain customers, business relationships, products or transactions pose higher and others pose lower risks of money laundering or terrorist financing.  Therefore for certain cases the Law prescribes especially strict customer due diligence procedures, while for certain cases it prescribes simplified customer verification measures. 

2. Customer due diligence obligation 
The reporting entity shall carry out customer due diligence in the following cases:

1. when establishing a business relationship with a customer (a business relationship is any business or contractual relationship established or concluded by a customer at a reporting entity and it is related to carrying out the professional activities of the reporting entity, for example, investment contract, stock broker contract, financial instruments management contract, customer’s access to the rules of investment fund management, etc.),
2. when carrying out any transaction in the amount of €15,000 and more, whether the transaction is carried out in a single operation or in several operations which appear to be linked. 
3. when there is suspicion about the accuracy or veracity of the previously obtained data on the customer or the beneficial owner of the customer, 
4. in all cases when there are reasons to suspect that a transaction or a customer are related to money laundering or terrorist financing, regardless of the amount of the transaction. 
5. In relation to all the natural and legal persons trading in goods, when executing transactions in the amount of €7,500 or more, regardless of whether the transaction has been executed as a single or several linked transactions.

The linked transactions are two or more transactions, where the amount of individual transactions is below the reporting threshold (according to the Article 41 paragraph 1 of the Law), but their total amount is at least €15,000, and they can be considered as linked because of the time period of their execution, beneficiary or orderer of the transaction, the manner of executing the transaction, the reason for which the transactions have been executed or other factors upon which the transactions may be considered as linked.   

2. Enhanced customer due diligence
When a certain customer, business  relationship, product or transaction are considered as highly risky for money laundering or terrorist financing, reporting entities shall apply enhanced customer due diligence measures. As highly risky for money laundering or terrorist financing the Law defines the following: establishing a correspondent relationship with a bank or other similar credit institution that has a registered office outside EU or it is not in the list of countries applying international AML/CFT standards that are on the same level as the EU standards or higher, business relationships established with a politically exposed person or executing transactions with a customer who is a politically exposed person or when the beneficial owner of the customer is a politically exposed person, in the case of unusual transactions, electronic money transfer, application of new technology and in all other cases when, in accordance with Article 7 of this Law, a reporting entity estimates that, due to the nature of the business relationship, the form and manner of executing a transaction, customer’s business profile and other circumstances related to the customer, there is or there could be a high risk of money laundering or terrorist financing.
2.1. Enhanced customer due diligence for politically exposed persons

According to the provisions of the Law politically exposed persons pose high risk customers. Therefore a reporting entity shall apply enhanced due diligence measures in all cases when a customer is a person defined by the criteria of the Law and the Guidelines as a politically exposed person, before establishing a business relationship or executing a transaction.   

Enhanced customer due diligence includes the application of additional measures, such as:

1. collect data on the source of the funds and property that are or will be the subject of the business relationship, or transaction, 
2. obtain a written consent of a senior management before establishing a business relationship with such customer, and in case the business relationship has already been established, obtain a written consent of a senior management for continuing the relationship,
3. determine if the customer is a beneficial owner of a legal person or foreign legal person, or a natural person on whose behalf a business relationship is being established and transaction or some other activity executed,
4. after establishing the business relationship, very carefully monitor the transactions and other business activities carried out by a politically exposed person with the reporting entity.  

A reporting entity obtains information on whether a specific person is a politically exposed person or not on the basis of a signed written statement fulfilled by a customer before establishing a business relationship or executing a transaction (Questionnaire for identifying politically exposed persons). The written statement has to be made in the mother language and in English. 

The written statement has to include the following data:
QUESTIONNAIRE FOR IDENTIFYING A POLITICALLY EXPOSED PERSON

In accordance with the Law on the  Prevention of Money Laundering and Terrorist Financing   (hereinafter: the LPMLTF, Official Gazette of Montenegro, No. 33/14 of 04.08.2014) (reporting entity) must establish whether a customer is a politically exposed person when entering into a business relationship or executing transactions (Article 9 Paragraph 1 Item 2) with the customer. 

A politically exposed person, in the context of this Law, is a Montenegrin citizen performing public function. 
A politically exposed person is also a foreign citizen nominated or assigned public function by a foreign state or international organization.
A politically exposed person also refers to close family members from paragraph 1 of Article 32 of this Law and their close associates. 

Close family members from paragraphs 1 and 2 of Article 32 of this Law are spouse or extra-marital partner and the children born in a marital or extra-marital relationship and adoptees, their spouses or extra-marital partners, parents, brothers and sisters.

Close associates of the person from paragraphs 1 and 2 of the Article 32 of this Law refer to:
1. any natural person who is known to have joint ownership of legal entities, established business relationship or any other close business relations, with a politically exposed person;
2. any natural person who has ownership of a legal entity or has established business relations for the benefit of the politically exposed person.

Pursuant to the requirements of the LPMLTF, we are kindly requesting you to answer the following questions.
1. Are you:

	1.
	President of Montenegro, President of the Parliament of Montenegro, Prime Minister and members of the Government
	YES
	NO

	2.
	Member of Parliament
	YES
	NO

	3.
	State secretary, general director and secretary in the ministry, head of administration authorities and his deputy;

	YES
	NO

	4.
	mayor, his deputy and the president and vice-president of the municipality and the president, president of the Assembly of the municipality,  the  Capital and the Old Royal Capital
	YES
	NO

	5.
	the president and judges of the Supreme Court of Montenegro and the president and judges of the Constitutional Court of Montenegro
	   YES
	NO

	6. 
	member of the Senate of the State Audit Institution and the Council of Central Bank
	YES
	NO

	7.
	ambassador, consul, Chief of Staff of the Military of Montenegro, the general and admiral of the Military of Montenegro
	YES
	NO

	8.
	director, deputy and member of the managing or supervisory bodies of legal persons whose majority owner is the State

	YES
	NO

	
	Are you a foreign citizen nominated or assigned public function by a foreign state or international organization:
	
	

	  1.
	president of a state, prime minister, ministers and their deputies
	YES
	NO

	2.
	members of Parliament
	YES
	NO


2. Are you:

	1.
	             An immediate family member of the persons defined in point 1?

              Spouse of extra-marital partner

               Parent

              Brother or sister

      Child born in a marital or extramarital relationship and adopted children and his or her spouse or extra-marital partner
	YES

YES

YES

YES
	NO

NO

NO

NO

	2.
	              A close associate of the persons defined in point 1

   Do you have joint income from property or an active business               relationship with the persons defined above?

           Do you have any other form of close business contact with the persons defined above?
	YES

YES
	NO

NO


3. Have you:

	In the last 18 months worked in any of the positions set out in point 1?

Are you a close family member or associate of a person who has worked in any of the positions, set out in point 1, in the last 18 months?
	YES

YES
	NO

NO


If you have answered YES to any of the above questions, you are considered a politically exposed foreign person according to the law. We therefore kindly request that you state the origin of funds and property that are or will be the subject of the business relationship or transaction:

_________________________________

_________________________________
_________________________________
I, the undersigned, hereby confirm that the above stated data are correct and true.

 SHAPE  \* MERGEFORMAT 



Name and surname of person completing the questionnaire

 SHAPE  \* MERGEFORMAT 



Customer's address



Customer's data of birth

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



Place and date




Signature of the customer
 SHAPE  \* MERGEFORMAT 



Name and surname of the bank employee

 SHAPE  \* MERGEFORMAT 



Place and date



Signature of the bank employee

I hereby authorize the entering into a business relationship with a politically exposed person.

 SHAPE  \* MERGEFORMAT 



Name and surname of the responsible senior staff member

 SHAPE  \* MERGEFORMAT 



Place and date

                         Signature of the responsible 

                                                                    senior staff member

        In case of suspecting the accuracy of the data obtained in the statement the reporting entity can additionally verify the information by checking the public and other data available to the reporting entity (the reporting entity judges to which extent it will consider the commercial lists, i.e. politically exposed persons data bases, credible and relevant for enhanced customer due diligence). Also, the data can be checked at: competent state authority, consular agencies or embassies of foreign countries in Montenegro.

        A reporting entity shall pay special attention to any risk of money laundering and/or terrorist financing that could result from technical developments (ex. Internet banking) and put in place policies and undertake measures for preventing the use of new technology developments for the purposes of money laundering or terrorist financing. The reporting entities’ policies and procedures for the risk related to a business relationship or transaction with customers that are not physically present, are also applied when doing business with customers through new technologies.  

3. Simplified customer due diligence

        A reporting entity shall apply simplified customer due diligence in the following cases: when there is insignificant risk of money laundering or terrorist financing, when the data on a customer which is a legal person or its beneficial owner are transparent, or publicly available. This means that a reporting entity in a certain case establishes and verifies the identity of a customer, but the procedure is simpler than the enhanced customer due diligence procedure. 

        A reporting entity will not establish a business relationship or execute a transaction before he/she establishes all the facts needed for customer risk assessment. 

        Simplified customer due diligence is not allowed when there is suspicion that a customer or transaction are related to money laundering or terrorist financing, or when the customer is, according to the risk assessment, categorized as a high risk customer.

4. Customer due diligence conducted by third parties
        When establishing a business relationship, a reporting entity can, as a term prescribed by the Law, entrust a third person with customer due diligence procedure, previously verifying has the third person conducting customer due diligence procedure met all the requirements prescribed by the Law and bylaws.

        A reporting entity verifies the fulfilment of the requirements by the third person in one of the following ways:

1. checking public or other available data bases, 
2. checking the documents and business documentation provided to the reporting entity by the third person, or 
3. obtaining a written statement from the third person by which the third person guarantees to the reporting entity that he/she has met the requirements.

        If the third person, instead of the reporting entity, has conducted enhanced customer due diligence the third person is responsible for meeting the requirements from the Law, including reporting transactions obligation and the obligation of keeping data and documentation.

        Even though the third person has carried out enhanced customer due diligence, instead of the reporting entity, the reporting entity is still responsible for the implementation of enhanced customer due diligence. 

IMPLEMENTING THE MEASURES OF DETECTING AND PREVENTING MONEY LAUNDERING AND TERRORIST FINANCING IN BUSINESS UNITS AND COMPANIES IN WHICH A CUSTOMER IS A MAJORITY SHAREHOLDER OR HAS A MAJORITY VOTING RIGHT, AND WHICH HAVE A REGISTERED OFFICE IN A THIRD COUNTRY 
        A reporting entity establishes a system of conducting unique policy of detecting and preventing money laundering and terrorist financing. For such purposes a reporting entity especially pays attention to implement the detecting and preventing money laundering and terrorist financing measures prescribed by the Law in relation to customer due diligence, suspicious transactions reporting, record keeping, internal audit, nominating an agent, keeping data and other important circumstances related to detecting and preventing money laundering or terrorist financing to the same, or similar extent in the business units and companies where the reporting entity is a majority shareholder or has a majority voting right, and which have a registered office in a third country. 

        If the implementation of detecting and preventing money laundering and terrorist financing in business units and companies where the reporting entity is a majority shareholder, or has a majority voting right is entirely contrary to the legislation of the third country where the business unit or company have a registered office, the reporting entity shall notify the Administration for the Prevention of Money Laundering and Terrorist Financing and take the appropriate measures for eliminating the risk of money laundering or terrorist financing, such as:

1. putting in place additional internal procedures for preventing, or diminishing the possibility of abuse for the purpose of money laundering or terrorist financing, 
2. carrying out additional internal control over the reporting entity’s business operations in all the key areas that are most vulnerable to money laundering and terrorist financing, 
3. establishing internal risk assessment mechanisms  for certain customers, business relationships, products and transactions,  
4. implementing strict policy of classifying customers according to the degree of risk related to them and consistent implementation of the measures accepted on the basis of that policy, 
5. additional training of the employees.

The Administration shall:

- ensure that all business units and companies where the reporting entity is a majority shareholder or has a majority voting right, and which have a registered office in a third country and their employees get introduced to the policy of detecting and preventing money laundering and terrorist financing,

- ensure, through the director of the business units and companies where the reporting entity is a majority shareholder or has a majority voting right, the internal procedures of detecting and preventing money laundering and terrorist financing, to be substantially integrated into their business processes,

- conducting ongoing monitoring of the appropriate and effective implementation of detecting and preventing money laundering and terrorist financing measures in the business units and companies where the reporting entity is a majority shareholder or has a majority voting right, and which have a registered office in a third country.

        Business units and companies where a reporting entity is a majority shareholder or has a majority voting right, and which have a registered office in a third country, must, at least once a year, notify their mother company on the accepted measures related to detection and prevention of money laundering , especially in the area of customer due diligence (enhanced, simplified and usual), conducting the procedure of evaluating the risk analysis, detecting and reporting suspicious transactions, safety and keeping data and documents, keeping records on customers, business relationships and transactions.  

MONITORING OF CUSTOMER BUSINESS ACTIVITIES

I. The purpose of customer business activities monitoring 

        Regular monitoring of the customer business activities is the key for efficiency determination of proscribed measures implementation in the area of money laundering and terrorism financing detection and prevention. The purpose of customer business activities monitoring is to determine the legitimacy of the customer business and to verify the compliance of the customer business activities with provided nature and purpose of business relation which the customer concluded with compliance officer, or with customer’s regular scope of work. Monitoring of customer business activities is divided into four different segments of customer’s business with compliance officer as follows:
1. Monitoring and verification of customer’s business compliance with provided nature and purpose of business relationship;
2. Monitoring and verification of the customer’s resources origin compliance with the supposed resources origin which the customer stated when setting up business relationship with compliance officer;
3. Monitoring and verifying compliance of customer’s business activities with the customer’s usual scope of work;
4. Monitoring and updating of collected documents and data about the customer.

II. Measures of customer’s business activities monitoring

1. In order to monitor and verify the compliance of customer’s business activities with the supposed nature and purpose of business relation which the customer concluded with reporting entity, the following measures are used:

a. Data analysis on purchase and/or selling of financial instruments or other transactions for specific time period with the intention to determine whether, in relation to specific financial instruments purchase or selling or any other transaction, there exist possible circumstances for suspicion on money laundering and/or terrorism financing. Decision on suspicion is based on suspicion criteria determined by the list of indicators for recognizing customers and transactions with which there exist reasons for suspicion on money laundering, and/or list of indicators for recognizing customers and transactions with the view on reasons for suspicion on terrorism financing,

b. Drafting new customer risk assessment and/or updating previous customer risk level. 

2. The following measures are used for monitoring and verification of customer business activities compliance with customer’s usual scope of business activities:

a. Monitoring of financial instruments purchase and selling value, and/or other transactions above the specific limit – it is the decision of the reporting entity what would be the specific limit for specific customer above which the business activity of the customer would be monitored. The same is applied for every customer individually bearing in mind in particular the risk based category of customer (for efficient application of this measure the reporting entity may establish adequate information support),

b. Analysis of specific purchase or selling of financial instrument, and/or other transaction with the view of suspicion on money laundering and terrorism financing when the number of selling or purchase of financial instruments exceeds certain amount. Analysis of suspicion of financial instruments purchase or selling and/or other transactions is based on suspicion criteria determined in the list of indicators for recognizing suspicious customers and transactions and/or list of indicators for recognizing customers and transactions with the grounds for suspicion on terrorism financing.

3. For monitoring and updating of collected documents and data about the customer:
a. annual customer due diligence (simplified and enhanced and usual),

b. annual customer due diligence (simplified and enhanced and usual), when there is a doubt on authenticity of previously received data about the customer or about the real owner of the customer (if the customer is an legal entity),

c. verification of customer data or of customer’s legal representative in the court registry or any other public registry,

d. verification of received data within the premise of the customer or it’s legal representative or assignee,

e. verification of list of persons, countries and other entities subject to application of UN Security Council measures or EU. 

III. The scope of customer’s business activities monitoring 

        The scope and intensity of customer’s business activities monitoring depends on risk based approach evaluation of specific customer, and/or categorization of the customer into specific risk category. Adequate scope of monitoring dedicated to business activities of specific customer understands following:

1. In the case when dealing with highly risk customer – determined monitoring measures of customer’s business activities levelled as highly risk the reporting entity applies at least once a year. When dealing with highly risk customer the reporting entity regularly, at least once a year, conducts measures of repeated annual customer due diligence (simplified and enhanced and usual), if certain requirements, determined by the Law, have been met. 

2. In the case of medium (average) risk customer – the reporting entity applies determined measures of monitoring customer’s business activities at least once in three years. In the case of medium (average) risk customer the reporting entity, regularly, at least once a year, applies measures of repeated annual customer due diligence (simplified and enhanced and usual), if certain requirements, determined by the Law, have been met. 

3. In the case of law risk customer the reporting entity regularly, at least once a year, applies measures of repeated annual customer due diligence, if certain requirements, determined by the Law, have been met. 

        Customer’s business activities’ monitoring is not required, if the customer did not carry out business activity (purchase and selling of financial instrument or other type of transaction) after concluding business relation. In this specific case the reporting entity would apply measures of monitoring business activities of the customer, after conducting the first following purchase or selling of financial instrument, and/or performing the following transaction. 

        In accordance with the policy of managing money laundering and terrorism financing risk based approach the reporting entity, in internal document, is in position to decide for more frequent monitoring of business activities of specific customer, than determined in the Guidelines and is also in position to establish additional measures to assist monitoring of customer’s business activities and to determine the legitimacy of customer’s business activities.  

DATA DELIVERY

1. Notification on cash transactions

        In case when specific customer carries out a cash transaction with the reporting entity, in the amount of at least €15 000, the reporting entity is liable to, in accordance with the Law, immediately after the transaction has been carried out, and/or in time frame of three working days after the transaction has been carried out, deliver data on this specific transaction to Administration for the Prevention of Money Laundering and Terrorism Financing, by fulfilling the form provided in the Rulebook on the Manner of Reporting Cash Transactions in the amount of at least €15 000 and Suspicious Transactions to the APMLFT (Official Gazette MN No. 49/14 of 20.11.2014). 

        Cash transaction is every transaction involving reporting entity accepting cash from the customer, and/or delivers cash to the customer in the amount of at least €15 000 to be possessed and managed by the customer. 

2. Notification on suspicious transactions

2.1. What is a suspicious transaction?

        A suspicious transaction is each transaction for which it is estimated, upon indicators for recognizing suspicious transactions and clients defined by this Law, bylaws adopted in accordance with this Law and reporting entities’ internal acts, that a transaction or person executing it are related to a suspicion of money laundering or terrorist financing. Indicators are basic guidelines to employees/compliance officers for recognizing suspicious circumstances in relation to specific customer, transaction carried out by the customer and/or business relation having concluded, therefore all employees with the reporting entity need to be familiar with Indicators in order to be able to use them in their work. When deciding whether the transaction is suspicious the compliance officer is obliged to provide any professional assistance to other employees. 

        Employees with reporting entity determining that there are reasonable grounds for suspicion on money laundering and/or terrorism financing need to notify the compliance officer for money laundering prevention or his/her deputy about this founding. The reporting entity needs to organize the procedure of suspicious transaction reporting between all organizational units and compliance officer, in accordance with the following instructions:  
1. precisely determine the manner of data delivering (telephone, fax, secure electronic manner etc.),
2. determine the type of data being delivered (data about customer, reason for suspicion on money laundering etc.),
3. determine the manner of cooperation between organizational units with compliance officers,
4. determine the manner of treating customer when the APMLFT is temporarily blocking  transactions,
5. determine precise role of compliance officer when reporting suspicious transaction,
6. prohibit data discovery about the situation that data, information or documents is or would be reported to the APMLFT,
7. determine measures related to continuation of business relation with customer (temporary ceasing of business relation, ceasing of business relation, performing measures of deep customer analysis and detailed monitoring of future business activities of the customer etc.).

        A reporting entity is obliged to deliver data to the Administration, without delay, in case there is a suspicion of money laundering or terrorist financing in relation to a transaction (regardless of the amount and type) or customer. A reporting entity is obliged to deliver such data to the Administration before the execution of the transaction and state the timeframe when the transaction is supposed to be executed. The data may be communicated via telephone, but the reporting entity is obliged to deliver them to the Administration in written form, the latest on the following working day. A reporting entity shall deliver to the Administration, without delay, a report containing data from Article 79 of this Law after the execution of the transaction, in case when there is a suspicion of money laundering or terrorist financing in relation to a transaction (regardless of the amount and type) or customer. When there is a suspicion of money laundering or terrorist financing related to a transaction and when the delay of such transaction is not possible, or it would undermine the efforts of monitoring the customer engaged into activities suspected to be related to money laundering or terrorist financing, reporting entities shall immediately notify the Administration. This obligation applies to an announced transaction as well. 
PROFESSIONAL IMPROVEMENT

        The compliance officers department responsible for human resources, in cooperation with compliance officer needs to create the program of professional preparation and improvement in the field of prevention and detection of money laundering and terrorism financing, for each calendar year, the latest till the end of the first quarter of business year. The program needs to contain:

1. Content and scope of educational program,
2. The goal of educational program,
3. The manner or accomplishing educational program (teaching, workshops, practices etc.),
4. Group of employees the program is dedicated at,
5. Duration of educational program. 

These Guidelines enter into force on the day of signing and will be applied from 1 January 2019.
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