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1.

EXECUTIVE SUMMARY

This report provides a summary of the anti-money laundering and combating financing

of terrorism (AML/CFT) measures in place in Montenegro as at the date of the onsite visit (6-17
March 2023). It analyses the level of compliance with the FATF 40 Recommendations and the
level of effectiveness of Montenegro’s AML/CFT system and provides recommendations on how
the system could be strengthened.

Key Findings

a)

b)

d)

The competent authorities demonstrated a reasonable understanding on how ML
occurs in Montenegro. The understanding of the Montenegrin authorities goes beyond
the analysis and findings of the NRAs. The risk understanding of some important ML
threats and vulnerabilities needs to be enhanced. The AML/CFT strategic action plans
address the identified ML/TF risks to a large extent, however a number of actions are
still pending. Most of the key authorities could articulate a clear view on TF threats and
vulnerabilities and demonstrated a good level of cooperation. Domestic coordination
and cooperation has been demonstrated amongst the competent authorities.

LEAs have access to a wide range of financial intelligence and other relevant
information, and actively communicate and coordinate with each other and the FIU
during investigations. The FIU accesses a broad range of information which is routinely
used for operational and tactical analysis but to a lesser extent for strategic analysis.
Financial intelligence is mainly used to develop evidence on and trace proceeds of
crime but is not sufficiently used to identify and investigate ML. Reporting is low across
all sectors particularly within high-risk DNFBPs. STRs are however fairly useful and
constitute the main trigger for FIU disseminations. Lack of feedback from LEAs to the
FIU hinders a coordinated response by the authorities to the main ML/TF risks.

The number of ML investigations and prosecutions is relatively low compared to the
volume of convictions for high-risk predicates. The prosecutors often prefer pursuing
the confiscation of proceeds of crime rather than investigating and prosecuting
associated ML. Money laundering investigations are to a limited extent consistent with
the risk profile of Montenegro. The number of ML convictions is also low. The type of
ML prosecutions and convictions is consistent with the country risks only to a limited
extent, with third-party ML, stand-alone ML and ML from foreign predicates being
insufficiently pursued. Criminal sanctions for ML are not applied in an effective,
proportionate, and dissuasive manner.

The competent authorities of Montenegro have made it a policy objective to deprive
criminals of their profits. Financial investigations for tracing and confiscating proceeds
of criminal activity are used, however not consistently and systematically. Montenegro
has to some extent confiscated proceeds generated from several serious crimes, such
as organised crime, drug trafficking and corruption. However, the overall value of
confiscated assets derived from the commission of high-risk predicate offences
(including drug trafficking perpetrated by Montenegrin OCGs and high-level
corruption) is still low. More efforts are necessary to trace, seize and confiscate foreign
proceeds and proceeds moved abroad. The controls on cross-border cash movements
have yielded some results however more efforts are needed. Confiscation of falsely/not
declared cross-border movements of cash is not available as a sanction in Montenegro.
Direct access to information on cross-border cash movements by the FIU recently




g)

h)

started being used for tactical analysis to detect ML/TF suspicions and is yielding
positive results.

The authorities demonstrated a good understanding of TF risks going beyond the
conclusions of the NRA. The understanding of the TF risk exposure of certain sectors
such as banks, MVTSs, and the NPO sector is limited. Montenegrin authorities adopt an
intelligence-based approach to detect terrorism and TF suspicions, which ensures a
sufficient and effective level of detection and immediate coordinated response. The
NSA and SPU are following financial transactions, cross-border movements of cash, but
actions are not undertaken to trace other assets that can be used for TF purposes (e.g.
VAs). There have been no convictions, nor prosecutions for TF, which is in line with the
country’s risk profile to a certain extent.

Montenegro’s legal framework enables the automatic implementation of TF/PF-related
TFS under the relevant UNSCRs. Major technical deficiencies (i.e. the narrow scope of
the freezing obligation and the high evidentiary threshold for designations under the
1373 mechanism) impact the effectiveness of the system. The risk of abuse of NPOs for
TF purposes is not sufficiently understood and addressed, no risk-based measures to
NPOs have been introduced and there is no oversight of the sector. Larger FIs
demonstrated a generally good awareness of the TF/PF-related TFS obligations,
however, concerns remain in relation to other sectors. Relevant coordination and
cooperation mechanisms are not yet in place for TFS, nor processes to freeze and
unfreeze assets and provide access to the frozen funds.

The most material sector by far in Montenegro is the banking sector which
demonstrated a good understanding of ML risks and good level of implementation of
AML/CFT obligations. The understanding of ML risks was adequate across most other
non-bank Fls, with the effectiveness of mitigating measures being adequate and the
strongest in important FIs such as MVTSs. The understanding of TF risks is limited
across sectors. Certain deficiencies with the identification of BOs persisted across all
sectors. Accountants and auditors (which play a central role in the provision of
company services) showed a good level of understanding of ML risks and
implementation of preventive measures particularly regarding legal persons. Other
DNFBPs did not demonstrate an adequate understanding of risk and implementation
of preventive measures.

There is a solid licensing regime for banks, a good understanding of ML risks, but a
limited understanding of TF risks. The CBM has established an adequate risk
assessment framework and risk-based supervision for several years, which requires
further development. Major enhancements, particularly regarding the imposition of
pecuniary fines via the misdemeanour procedure, are necessary to make the
enforcement regime effective and dissuasive in driving compliance. There are no entry
requirements for VASPs, real estate agents, accountancy, or legal firms, CSPs, and
DPMSs, and the AT has identified major issues with the authorisation regime for
providers of games of chance. The effectiveness of supervision and enforcement on the
remaining important and moderately important sectors varied extensively from no
AML/CFT supervisory framework for VASPs, and no or very limited supervisory
actions in relation to lawyers, notaries and CSPs, to sufficient measures in the case of
MFIs, MVTSs and the Investment Sector.

An adequate level of understanding of the ML risks posed by legal persons was
demonstrated by LEAs, FIU and the CBM, but was limited for other authorities. Multiple
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analyses on ML threats associated with legal entities were carried out. The analysis of
vulnerabilities linked to misuse of powers of attorney, shell companies and multi-tiered
structures, exposure to misuse for corruption and OCGs, and the adequacy of the
control framework have not been properly assessed. TF threats and vulnerabilities
were not assessed, and a limited understanding was also demonstrated in this regard.
The country has put in place several measures aimed at preventing the misuse of legal
persons including the requirements of registration and holding a bank account. There
are concerns surrounding the availability of accurate, adequate, and up-to-date basic
and BO information.

j) Montenegro provides a wide range of legal assistance in an efficient manner using
bilateral and multilateral agreements and international networks. The authorities seek
MLA when investigating cases with cross border elements, however, MLAs sought are
on the decline and not fully aligned with the risk profile of the country. Police and the
FIU actively request and provide other forms of international cooperation with foreign
partners, in an appropriate and prompt manner. The FIU however is not as proactive
when it comes to the spontaneous sharing of intelligence with its counterparts. The
CBM reaches out to international counterparts throughout licensing processes and
participates in supervisory colleges, while other supervisors are less proactive. The
main financial supervisors have also demonstrated capacity to assist their foreign
counterparts although such occasions were limited.

Risks and General Situation

2. Montenegro is located in the Balkan region and is bordered by the Adriatic Sea to the
south-west, Croatia to the west, Bosnia and Herzegovina to the north-west, Serbia to the north-
east, Kosovo” to the east and Albania to the south-east. Montenegro, although not a EU member
State, uses the EURO as the defacto domestic official currency since 2002. The banking sector is
the most significant across the financial industry, holding 93% of the total assets in the financial
system in 2021.

3. The geographical location of Montenegro impacts the risks related to the smuggling of
drugs, migrants, tobacco, and arms as well as human trafficking. Transnational OCGs are
exploiting the system to undertake these crimes and are also pursuing loan sharking activities
(usury). Montenegro is internationally recognised as forming part of the “Balkan route” for the
transiting of drugs across Europe. The authorities consider the following as main ML threats: (i)
high level - “drug trafficking at international level”, “loan sharking” and “evasion of taxes and

contributions”, (ii) medium level - “corruption”, “serious murders related to organized crime” and
“drug trafficking at national level” and (iii) low level - “property crimes”.

4. ML threats were analysed in the NRA to different extents, with some lacking in depth such
as: (i) use of cash and informal economy, (ii) abuse of legal persons, (iii) high-level corruption and
(iv) Citizenship by Investment Scheme. Sectorial vulnerabilities within sectors other than the
banking and insurance sector have not been extensively analysed.

* All reference to Kosovo, whether to the territory, institutions or population, in this report shall be understood in full
compliance with United Nations Security Council Resolution 1244 and without prejudice to the status of Kosovo.
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Overall Level of Compliance and Effectiveness

5. Montenegro has taken several measures to enhance its legal and regulatory framework
since the last evaluation, most notable being the adoption of a new AML/CFT law in July 2021,
significant enhancements to the FIU capabilities and the implementation of an adequate risk-
based supervisory framework for banks and some other FIs by the CBM. The country conducted
two NRAs in 2015 and 2020 and a number of other specific risk assessments, with further actions
being needed to enhance the understanding of some important threats and vulnerabilities.

6. Montenegro has an effective AML/CFT system particularly when it comes to the
understanding of ML/TF risks and international cooperation. On other aspects more efforts are
needed to reach a substantial level of compliance and most notably with regards to the
investigation, prosecution and conviction of ML in line with the risk profile of Montenegro, the
effective implementation of TF related TFS obligations and the application and oversight of risk-
based mitigating measures for the NPO sector.

7. In terms of technical compliance, various actions have been taken to enhance the legal
framework, nonetheless a number of major deficiencies remain with respect to: (i) targeted
TF/PF financial sanctions (R.6/7); (ii) regulation and supervision of FIs and DNFBPs (R.10, R.13,
R.16-R.19, R.22, R.23, R.26 and R. 28); (iii) measures applied to VAs and VASPs (R.15); (iv)
transparency of legal persons (R.24); (v) cash couriers (R.32); (vi) statistics (R.33); and (vii)
sanctions for failing to comply with AML/CFT requirements (R.35).

Assessment of risk, coordination, and policy setting (Chapter 2;10.1, R.1, 2, 33 & 34)

8. Montenegro’s competent authorities demonstrated a good understanding of the main ML
risks in Montenegro, being broader and more structured than the NRA conclusions. ML threats
were analysed to different extents, with some lacking in depth including those related to the: (i)
use of cash and informal economy, (ii) abuse of legal persons, (iii) high-level corruption and (iv)
Citizenship by Investment Scheme. Sectorial vulnerabilities within sectors other than the banking
and insurance sector have not been extensively analysed. Most of the key CFT authorities could
articulate a clear view on TF threats and vulnerabilities, including potential TF related typologies
that might occur in Montenegro, and this despite the limited TF analysis in the NRA.

9. AML/CFT actions are envisaged under numerous strategic documents, without
appropriate consolidation and prioritisation to ensure effective implementation. A number of
actions are still pending notwithstanding their importance, which questions the country’s
commitment to address them. The exemptions and simplified CDD measures set in the LPMLTF
are neither supported nor consistent with the results of the NRAs. Domestic cooperation amongst
the competent authorities has been demonstrated to a certain extent.

Financial intelligence, ML investigations, prosecutions, and confiscation (Chapter 3;10.6, 7,8; R.1, 3,
4,29-32)

Use of Financial Intelligence

10. The competent authorities access a wide variety of sources of financial intelligence and
other relevant information when conducting criminal and financial investigations. Financial
intelligence is mainly used to develop evidence and trace proceeds of predicate offences, but is
not sufficiently used to identify and investigate ML. The FIU regularly disseminates information
to the LEAs and other competent authorities (which is largely aligned with the country’s risks)
however, its use in ML investigations is limited. This results from the over focus on evidencing
the underlying predicate crime when investigating and prosecuting ML and the general lack of
prioritisation of the ML offence by LEAs. A positive practice of forming investigative teams with
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the involvement of the FIU to investigate ML has recently been established, however there is still
insufficient feedback provided by the LEAs to the FIU. The level of reporting is low across all
sectors, and in particular high-risk sectors such as lawyers, notaries, providers of company
services and casinos. STRs constitute the main trigger of FIU disseminations and are fairly usable
in this respect.

Investigation and prosecution of ML

11. The prosecutorial and police authorities of Montenegro have sufficient powers to identify
and investigate ML. This however took place in a limited number of cases, mostly in respect to ML
related to domestic predicate offences. This is caused by (i) the absence of a clear policy, criteria
and an appropriate coordination mechanism applicable to different branches of prosecution and
police to identify an investigate ML; (ii) the limited scope of financial investigations which are
concentrated on establishing assets subject to confiscation and do not aim at the identification
and investigation of ML; (iii) insufficient consideration of high-risk predicates to pursue ML; and
(iv) the limited use of incoming international cooperation to detect cases. There is a preference
to pursue the confiscation of crime proceeds rather than investigating and prosecuting associated
ML.

12. In the absence of judicial practice and guidance, the prosecutors and judges have an
uneven understanding of what constitutes proceeds of criminal activity for stand-alone ML cases.
This leads to setting a high evidentiary standard for proving ML. The ML investigations and
prosecutions are consistent with the risk profile of the country to a limited extent. Prosecutions
have been declining over recent years while convictions are few and not aligned to risk. The
prosecution and conviction of third-party ML, stand-alone ML, ML from foreign predicates, and
ML perpetrated through legal persons is not sufficiently pursued. Criminal sanctions for ML are
not applied in an effective, proportionate, and dissuasive manner, and court delays are hampering
the effectiveness of the judicial system to combat ML.

Confiscation

13. The competent authorities of Montenegro have powers to trace, seize and confiscate
criminal proceeds, instrumentalities and property of equivalent value, which are pursued as
policy objectives. Financial investigations are being conducted to some extent and led to
confiscation of considerable amount of proceeds. The AT notes however that such investigations
were not being applied in a sufficiently consistent and effective manner, due to: (i) lack of
awareness and expertise of prosecutors and police (other than the SPO and SPU), (ii) insufficient
implementation of the existent policy for financial investigations resulting also from ineffective
monitoring thereof; and (iii) and the shortages of human resources at the SPO and the SPU.

14. Montenegro has confiscated proceeds of domestic predicate offences to some extent.
Foreign proceeds of crime and proceeds held by third-parties have been confiscated to a limited
extent, while property of equivalent value and proceeds moved to other countries have not been
confiscated. The extent to which instrumentalities are confiscated is unknown although
authorities provided some limited information to evidence their ability to do so. Proceeds
generated from a number of serious crimes, such as organised crime, drug trafficking and
corruption have been confiscated to some extent. The overall value of confiscated assets derived
from the commission of high-risk predicate offences (including drug trafficking involving major
OCGs and high-level corruption) is still inconsistent with the risk-profile of the country.

15. The authorities demonstrated some experience in managing seized and confiscated
assets. Undue delays in criminal proceedings are putting extra pressure on the management of
seized assets.



16. The controls on cross-border cash movements have yielded some results. Nonetheless,
considering the country’s risks associated with cash usage and cross-border crimes, more efforts
are needed. Montenegro does not allow for the permanent confiscation of falsely/not declared
cross-border movements of currency and bearer negotiable instruments, and misdemeanour
sanctions imposed are not considered dissuasive, effective and neither proportionate. The FIU
has recently started making effective use of information on cross-border cash movements for
tactical analysis purpose to detect and pursue analysis into ML/TF suspicions.

Terrorist and proliferation financing (Chapter 4;10.9, 10, 11; R. 1, 4, 5-8, 30, 31 & 39.)

17. Montenegro’s legal framework to counter TF is broadly in line with the international
standards. Most of the key CTF authorities demonstrated a generally good understanding of TF-
related risks, going beyond the conclusions of the NRA. There is however scope to enhance the
understanding of TF vulnerabilities within important sectors such as banks, MVTSs and NPOs,
and TF risks linked to cross-border cash movements and use of VAs. During the period under
review, there have been no TF investigations or prosecutions which given the gaps in risk
understanding is in line with the country’s risk profile only to some extent.

18. The authorities apply an intelligence-based approach to detect terrorism and TF which
proves effective. The NSA and SPU are following financial transactions, cross-border movement
of cash, but actions are not undertaken to trace other assets that can be used for TF purposes. The
AT noted that the high evidentiary threshold applied to initiate TF investigations, the SPU’s
inability to launch fully-fledged financial investigations upon the receipt of intelligence without
the SPO’s approval, coupled with the need for more expertise in TF related financial investigations
(especially into new methods of terrorism financing) and limited human resources (and ability to
retain and recruit staff), limits the country’s capability to investigate and prosecute TF.

19. Coordination and cooperation between key authorities is good at an operational level to
respond to specific cases, but less effective when it comes to synchronising high-level operational
goals to combat TF.

20. Montenegro’s legal framework enables the implementation without delay of TF-related
and PF-related TFS under the relevant UNSCRs. Technical gaps in relation to the scope of the asset
freezing obligation (see R.6 / R.7) impact the implementation of TFS obligations. No TF-related
or PF-related asset freezing measures were taken during the referenced period, and Montenegro
has not proposed any UNSCR 1267 designations on its own initiative, nor has received or made a
formal request for designation pursuant to UNSCR 1373.

21. The implementation of TFS obligations varies amongst sectors. Larger Fls demonstrated
a good level of understanding of their TFS obligations. The same cannot be confirmed for other
smaller FIs and DNFBPs. DNFBPs are not explicitly required to freeze funds/assets associated
with designated persons and demonstrated a low level of awareness in relation to client checks
against UN TFS lists, freezing or reporting obligations. The FIU’s tool directly linked to the UN
Consolidated list and private sector’s (larger Fls) reliance on various TFS screening databases,
largely mitigate the shortcomings related to the communication of UNSCR designations. The CBM
has been actively monitoring the implementation of TFS obligations, while the CBM and CMA have
been issuing guidance and conducting outreach in respect to TFS obligations. The quality of
monitoring performed by the CBM needs improvement. Other sectors (FIs outside CBM'’s
supervision and DNFBPs) are not being monitored for compliance with TFS requirements.

22. Montenegro is exposed to TF risks emanating from NPOs activities and has taken first
steps to understand TF risks associated with NPO sector. Whilst the authorities were able to
articulate some NPO-related vulnerabilities, the other key elements, such as the identification of
the subset of organizations falling within the FATF definition of NPO, and of the features and types
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of NPOs which are likely to be at a risk of TF abuse, are yet to be identified following the
conclusion of the on-going NPO risk assessment.

23. There is no operational PF-related TFS cooperation and coordination mechanism at the
country level.

Preventive measures (Chapter 5; 10.4; R.9-23)

24. Banks have a good understanding of ML risks and effective risk assessment procedures.
Among most other Fls, the understanding of general ML risks is adequate, however the
understanding of business or sectoral specific risks is at times lacking. Organisers of games of
chance’s and real estate agents’ understanding of ML risks to which they are exposed is negligible.
Understanding of TF risk is generally lower across all sectors. Banks and other FIs have a solid
understanding of their AML/CFT obligations, however (to the exception of accountants, auditors
and other sporadic cases) this awareness is not replicated in the DNFBP sector. Banks and MVTSs
generally have effective risk mitigating systems and controls. Investment sector firms’ risk
mitigating measures, including onboarding and transaction monitoring processes are less
developed. Risk mitigating measures put in place by DNFBPs are generally (to the exclusion of
accountants and auditors) insufficient to mitigate the specific risks to which they are exposed.

25. The quality of CDD measures applied by Banks and MVTSs is good, sufficient in the case
of other non-bank FIs and accountants/auditors, and inadequate in the case of other DNFBPs. A
limited number of banks (including the most material bank) verify the BOs of domestic legal
entities through multiple sources other than the CRBE. Most other FIs and DNFBPs (excluding
some accountants and lawyers met on-site) rely exclusively on the CRBE. The majority of REs
interpret the concept of beneficial ownership as exclusively limited to the ownership of shares
and voting rights. Some banks and FIs (other than MVTSs, insurance and financial leasing
companies) rely exclusively on PEP declarations to identify PEPs. Amongst the FIs, MFIs and
insurance companies did not demonstrate an adequate understanding and application of PEP-
related EDD obligations. Within the DNFBP sector the awareness and application of PEP EDD
measures is limited and applied only by accountants and some notaries. Most DNFBPs do not
undertake appropriate actions to identify PEPs. Some Fls (other than banks, MVTSs and insurance
companies) and DNFBPs (other than accountants, auditors and firms) demonstrated a lack of
awareness of EDD obligations in respect of clients from high-risk jurisdictions.

Supervision (Chapter 6; 10.3; R.14, R.26-28, 34, 35)

26. The CBM and CMA have a solid licensing process for banks, other Fls and investment
services entities, which would benefit from more systematic cooperation with local and foreign
authorities. The overreliance on supplied information and documentation, and lack of
cooperation with local and foreign authorities in the case of ISA and accreditation of
professionals, hampers all other licensing and authorisation processes. There are no entry
requirements and on-going checks in respect to VASPs sector, real estate agents, CSPs, DPMSs and
accountancy or legal firms, while it is doubtful whether the Administration for Games of Chance
is able to impede criminals from owning casinos.

27. The CBM and ISA have the most developed understanding of ML risks. The CMA and Mol
demonstrated an adequate understanding of generic ML risks. The remaining supervisors
showed limited understanding. The understanding of TF risks among all supervisors requires
further development. The CBM, and since recently (end 2022) the CMA and the Authority for
Inspection Affairs (Games of Chance), have AML/CFT risk frameworks in place. Other supervisors
either rely on very generic available information to understand specific sectorial /entity risks or
possess no risk information. Risk-based supervision for banks has been applied by the CBM since
2021, and for MFIs since 2022. The ISA and the Mol showed ability to vary the intensity of
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examinations according to risk (although not having a developed risk-based supervisory
framework). Supervision of other FIs and DNFBPs is not risk based. There is no or very limited
supervision of high-risk sectors such as lawyers, notaries and CSPs. The CBM conducts good
quality examinations, while in the case of other supervisors this needs improvement.

28. The CBM uses remedial measures in a systemic and consistent manner and is positively
impacting AML/CFT compliance. Pecuniary fines have been mainly imposed by the CBM, the Mo],
and to a more limited extent the Administration for Inspection Affairs. These are however not
effective and dissuasive, while the process for their imposition is hampered by excessively
bureaucratic procedures and stringent prescriptive periods. The other financial supervisors
mainly rely on written warnings and remedial actions, while the CMA has also withdrawn
authorisations on the back of AML/CFT concerns. Other DNFBP supervisory authorities are not
taking any supervisory or enforcement measures to drive compliance including in sectors such
as gaming, lawyers and notaries which are exposed to high ML/TF risks. There is limited data or
information available to monitor the impact of supervisory efforts.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

29. Information on the creation and types of legal persons and arrangements is publicly
accessible. Most competent authorities have an adequate understanding of the ML risks posed by
legal persons and have assessed elements of the respective ML threats, through multiple
exercises. These risk assessments could benefit from further comprehensiveness in relation to
vulnerabilities and risk-control measures. The Montenegrin authorities have put in place an array
of mitigating measures to prevent legal persons from being misused, which vary in their level of
effectivity. The registers and the registration mechanisms in place, apart from the one
administered by the Central Clearing Depository, have a number of shortcomings which impede
the effectiveness of the system in place, and the availability of adequate, accurate and up-to date
basic and beneficial ownership information. Particularly, overreliance on self-declarations,
limited verification, lack of ongoing monitoring of changes and absence of sanctions for failures.

30. Despite the BO register being largely unpopulated, the authorities demonstrated ability
to obtain BO information from: (i) the REs and (ii) legal persons themselves, which are bound to
hold accurate and updated BO information. Some concerns were noted on the accuracy of BO data
maintained by REs (other than some banks including the major one) and accountants. There are
overall concerns on the availability of adequate, accurate and current basic and BO information
on foreign legal arrangements operating in Montenegro.

31. Montenegrin authorities were unable to demonstrate that effective, proportionate and
dissuasive sanctions have been applied against persons not complying with the requirements
related to basic and beneficial ownership information.

International cooperation (Chapter 8; 10.2; R.36-40)

32. Montenegro has a sound legal framework which combines an extensive network of
multilateral and bilateral treaties, and mutual regional arrangements. The Mo] is the central
authority for the receipt and transmission of MLA and extradition requests. The authorities have
provided statistics and examples which demonstrate their ability to effectively execute MLA and
extradition requests in a constructive and timely manner. Nevertheless, the handling of requests
would benefit from more granular and formalised prioritisation mechanisms and effective case
management tools, considering the limitations in human resources required to tend to multiple
tasks including international cooperation.

33. Montenegro seeks information through international judicial cooperation to a generally
satisfactory level in respect of cross-border cases of organised crime and drug trafficking,
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however such cooperation is lacking in respect of corruption, tax evasion and ML reflecting the
lower investigation and prosecution of these crimes domestically. A decline in outgoing requests
is also noted. The competent authorities appear to actively use other forms of international
cooperation for domestic ML/TF analysis and investigation purposes and effectively and
promptly assist foreign counterparts. The FIU is well integrated in the international community
and is considered a reliable partner, as manifested by the feedback given by the global
community. However, the FIU is less proactive in sharing relevant intelligence on a spontaneous
basis. The CBM reaches out to international counterparts throughout licensing processes and
participates in supervisory colleges, while other supervisors are less proactive. The main
financial supervisors have also demonstrated capacity to assist their foreign counterparts
although such occasions were limited.

34. The authorities are effective in exchanging basic and BO information, however the
deficiencies identified under 10.5 have a bearing on this capacity.

Priority Actions

National AML/CFT policies and risk understanding.
a) Montenegro should improve the national understanding of risk by:

e Analysing in further detail the ML risks associated with use of cash and the informal
economy, high-level corruption, and the misuse of legal persons;

e Analysing more comprehensively the TF risks and in particular the TF risk exposure of
banks, MVTSs and NPOs and the potential misuse of cross-border cash movements and new
technologies such as VAs and emerging risks; and

e Assessing sectorial vulnerabilities of lawyers, notaries, organisers of games of chance,
providers of company services, investment firms, real estate agents and VAs/VASPs; and

b) Montenegro should consolidate and prioritise the national AML/CFT actions set out under the
various action plans and take swift action to complete the pending actions.

Tackling ML and Confiscation

c) Montenegrin LEAs and the SPO should (i) enhance the use of financial intelligence and FIU
disseminations, and (ii) develop guidelines for identifying and investigating ML applicable to all
prosecutors and police officers, which promotes and ensures better use of predicate crime
investigations, financial investigations, and incoming international cooperation to detect and
investigate ML associated with the high-risk proceeds generating crimes.

d) The authorities should take action to enhance the volume and quality of STRs by: (i) providing
adequate feedback to REs on the outcomes and the quality of STRs; (ii) providing targeted guidance
and training to REs (focusing on the more material ones) on reporting of STRs; (iii) addressing
obstacles to STR reporting noticed in some banks, lawyers and notaries; and (iv) ensuring the
practical access and use by all REs to the new electronic system for filing STRs prioritizing the more
material ones.

e) Montenegro should define a clear policy for prioritising the identification, investigation and
prosecution of ML associated with the high-risk proceeds generating crimes and different types of
ML in line with its risk profile.

f) Montenegro should monitor and ensure the effective implementation of the policy on confiscation
of criminal proceeds, instrumentalities, and property of equivalent value.
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g) The cross-border cash movement controls should be strengthened by: (i) introducing more
detailed criteria for the RCA and Border Police to detect cross-border movements of currency and
BNIs suspected to relate to ML/TF, and cases of false or non-declarations, (ii) making effective use
of data on declarations through strategic types of analysis to detect ML/TF trends and typologies,
(iii) conducting respective trainings and (iv) enhancing the sanctioning regime including by
enabling the confiscation of falsely /not declared cash or BNIs.

TF, TFS and NPOs
Montenegro should:

h) Continue to enhance the human and material resources of the SPU and SPO, and necessary
expertise to effectively investigate and prosecute TF. In particular this should also be accompanied
by (i) more operational independence for the SPU to initiate TF financial investigations, and (ii)
provision of training to develop their TF financial analytical capacities and abilities.

i) Develop procedures and guidelines for intelligence and investigatory authorities to detect and
investigate TF, including clear guidance on the circumstances and sources of information to trigger
TF investigations, and a re-assessment of the appropriate evidentiary threshold to initiate TF
investigations.

j) Address the technical deficiencies identified under R.6 and R.7 with respect to the new TFS
implementation mechanism, notably by extending the obligation to freeze to all natural and legal
persons.

k) Ensure that PF-TFS is embedded in cross-government PF coordination and cooperation, policies
and exchanges. Additional steps should also be taken in order to enhance the TF and PF related TFS
awareness amongst competent authorities and the private sector.

Supervision and preventive measures

1) Montenegro should introduce market entry requirements for CSPs, DPMSs, legal and accountancy
firms, real estate agents and VASPs, and enhance the authorisation regime for operators of games
of chance by scrutinising BOs of operators systematically and continuously, and applying effective
source of fund controls.

m) DNFPB supervisors should improve the understanding of sectorial and entity specific ML/TF
risks, devise risk-based supervisory models, and carry out risk-based inspections.

n) Supervisory authorities should improve the awareness of ML/TF risks among and across Fls and
DNFBPs (other than banks and MVTSs) focusing on those DNFBPs exposed to higher ML/TF risks
(i.e. notaries, company formation agents and casinos). Steps should also be taken to improve the
understanding of TF risks across the banking and MVTS sectors.

0) Supervisory authorities should take further action (through sectoral guidance and supervisory
actions) to improve the application of AML/CFT obligations, particularly (i) the monitoring of
customer activity and scrutiny of transactions, and (iii) the application of EDD on PEPs and high-
risk countries. Specific focus should be made on banks (for the scrutiny of transactions), MFIs and
high-risk DNFBPs (other than large accountancy firms).

Transparency of legal persons
p) Montenegro should implement systemic mechanisms to:

o verify all relevant information provided at the stage of registration of a legal person, in
particular the verification of identity of all company founders and BOs;
e prevent legal persons from being owned or controlled by criminals or their associates;
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e ensure, on an ongoing basis, the adequacy, accuracy of, and timely detection and verification
of changes to, basic and BO information;

e apply effective, proportionate and dissuasive sanctions for failure to retain and provide
adequate, accurate and timely basic and BO information, and

e compile and maintain statistics on application of sanctions.

International cooperation

gq) The various authorities should retain comprehensive statistics and data on all forms of
international cooperation, to better manage and continue improving the effectiveness of
international cooperation.

r) The Mo], Courts and the prosecutors should put in place more granular and formalised
prioritization mechanisms and increase the capacity of the LURIS and PRIS systems to serve as
effective case management tools, especially in respect of passive judicial cooperation in criminal
matters.
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Effectiveness & Technical Compliance Ratings

Effectiveness Ratings!

10.1 - Risk, policy 10.2 - 10.3 - Supervision
and coordination International
cooperation

Substantial Substantial Moderate
10.7 - ML 10.8 - Confiscation 10.9 - TF
investigation & investigation &
prosecution prosecution

Moderate Moderate Moderate

Technical Compliance Ratings?

R.1 - assessing risk
& applying risk-
based approach

LC

R.7- targeted
financial sanctions
- proliferation

PC

R.13 -
Correspondent
banking

PC

R.19 - Higher-risk
countries

PC

R.25 -
Transparency &
BO of legal
arrangements

PC
R.31 - Powers of

law enforcement
and investigative
authorities

LC
R.37 - Mutual legal
assistance

LC

R.2 - national
cooperation and
coordination

LC
R.8 -non-profit
organisations

NC
R.14 - Money or
value transfer
services

LC
R.20 - Reporting of
suspicious
transactions

LC

R.26 - Regulation
and supervision of
financial
institutions

PC

R.32 -
couriers

Cash

PC
R.38 - Mutual legal
assistance:
freezing
confiscation

LC

and

R.3 - money
laundering offence
LC
R9 - financial

institution secrecy
laws

LC
R.15 - New
technologies

PC

R.21 - Tipping-off
and confidentiality

LC

R.27 - Powers of
supervision

LC
R.33 - Statistics

PC
R.39 - Extradition

LC

10.4 - Preventive
measures

Moderate

10.10 =
preventive
measures &
financial sanctions

TF

Moderate

R.4 - confiscation &
provisional
measures

LC

R.10 - Customer
due diligence

PC

R.16 -
transfers

Wire

PC

DNFBPs:
due

R.22 -

Customer

diligence
PC

R.28 - Regulation
and supervision of
DNFBPs

PC

R.34 - Guidance
and feedback

LC

R.40 - Other forms
of international
cooperation

LC

105 -
persons
arrangements

Legal
and

Moderate

10.11 - PF financial
sanctions

Moderate

R.5 - terrorist
financing offence

LC

R11 -
keeping

Record

LC

R.17 - Reliance on
third parties

PC

R.23 - DNFBPs:
Other measures

PC

R.29 - Financial
intelligence units

C
R.35 - Sanctions

PC

10.6 - Financial
intelligence

Moderate

R.6 - targeted

financial sanctions

- terrorism &

terrorist financing
PC

R.12 - Politically
exposed persons

LC

R.18 - Internal
controls and
foreign branches
and subsidiaries

PC
R.24 =
Transparency &
BO oflegal persons
PC
R.30 =

Responsibilities of
law enforcement
and investigative
authorities
C
R.36 -
International
instruments

LC

1 Effectiveness ratings can be either a High - HE, Substantial - SE, Moderate - ME, or Low - LE, level of effectiveness.
2 Technical compliance ratings can be either a C - compliant, LC - largely compliant, PC - partially compliant or NC -

noncompliant.
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MUTUAL EVALUATION REPORT
Preface

1. This report outlines the AML/CFT measures in place as at the date of the on-site visit. It
analyses the level of compliance with the FATF 40 Recommendations and the level of
effectiveness of the AML/CFT system and recommends how the system could be strengthened.

2. This evaluation was based on the 2012 FATF Recommendations and was prepared using
the 2013 Methodology. It was based on information provided by the Montenegrin authorities and
obtained by the AT during its on-site visit to the country from 6 to 17 March 2023.

3. The evaluation was carried out by an assessment team consisting of:
Assessors:

e Mr Nikoloz CHINKORASHVILI, Deputy Head of the International Relations and Legal
Department, General Prosecutor’s Office, Georgia (legal evaluator)

e Ms]illian FLEMING, Head of AML Legal, Policy, Risk and Financial Sanctions, Central Bank
of Ireland (financial evaluator)

e Ms Ani GOYUNYAN, Head of the Compliance Service, Central Bank of Armenia (law
enforcement evaluator)

e Mr Edin JAHIC, Head of the Department for fighting Organized Crime and Corruption,
Ministry of Security, Bosnia and Herzegovina (law enforcement evaluator)

e Mr Ladislav MAJERNIK, Prosecutor, Head of Section on International Public Law and
European Matters, General Prosecutor’s Office, Slovakia (legal evaluator)

e Mr Nicola MUCCIOLI, FIU Director, San Marino (legal evaluator)

Moneyval Secretariat:

e Mr Alexander MANGION - Administrator
e Ms Lorena UNGUREANU - Project Officer
e Ms Ani MELKONYAN (*until 5 July 2023) - Administrator

4. The report was reviewed by Mr Lajos KORONA (Hungary), Ms Amalia HANDJIMICHAEL
(Cyprus) and the FATF Secretariat.

5. Montenegro previously underwent a MONEYVAL mutual evaluation in 2015 which was
conducted according to the 2004 Methodology. The 2015 evaluation report is available at
Montenegro - Committee of Experts on the Evaluation of Anti-Money Laundering Measures and
the Financing of Terrorism (coe.int).

6. That Mutual Evaluation concluded that Montenegro was compliant with three
Recommendations, largely compliant with five, partially compliant with 24, and non-compliant
with four. 13 Recommendations were not re-assessed having been N/A, LC or C under the Third
Round of Evaluation. Montenegro was rated compliant or largely compliant with 4 of the 16 Core
and Key Recommendations.

7. Montenegro exited the enhanced follow-up procedure in 2020, taking into consideration
that the exit follow-up report concluded that sufficient steps had been taken to remedy
deficiencies under core and key recommendations rated NC or PC. Consequently, the country was
removed from the follow-up process.
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1. ML/TF RISKS AND CONTEXT

1. Montenegro is a country located in the Balkan region and its territory covers the area of
13,812 km?. It is bordered by the Adriatic Sea to the south-west, Croatia to the west, Bosnia and
Herzegovina to the north-west, Serbia to the north-east, Kosovo* to the east and Albania to the
south-east. Montenegro although not a EU member State uses the EURO as the defacto domestic
official currency since 2002. There were approximately 619,000 citizens living in Montenegro in
20213. There are 24 self-governing municipalities which play an important role in the political
system in Montenegro.

2. Montenegro was proclaimed as an independent and sovereign state in 2006 by the
Parliament of the Republic of Montenegro. The Head of State and of Government is the President;
the Government is chosen by the majority members of the Parliament of Montenegro, and
consists of the Prime Minister, one or more Deputy Prime Ministers, and Ministers. Montenegro
is a member of the Council of Europe since 2007, and of the United Nations and the OSCE since
2006. Montenegro officially applied to join the European Union in December 2008, with
membership negotiations having started in June 2012.

1.1. ML/TF Risks and Scoping of Higher Risk Issues

1.1.1. Overview of ML/TF Risks

ML risks

3. The authorities identified that the ML risks in Montenegro are mostly linked to
international drug trafficking, evasion of taxes and contributions, and loan sharking. The
convictions achieved by Montenegro during the assessment period and analysis of open-source
data indicates that organised crime, corruption, human trafficking* and smuggling of migrantss,
smuggling of tobacco, and arms traffickingé are also significant ML risks.

4. With regards to organised crime, there are 10 high-risk organised criminal groups
identified” which are transnational and devoted to drug trafficking8, human® and arms?0
trafficking, migrant smuggling!, and tobacco smuggling!2. The OCGs are exploiting the real estate
market, hospitality and service industries, and the games of chance sector by infiltrating into
ownership structures?3, and using virtual assets and the darknet!*. On an individual basis, the OCG
members are also pursuing loan sharking activities, which were identified by the NRA as a high

* All reference to Kosovo, whether to the territory, institutions or population, in this text shall be understood in full
compliance with United Nations Security Council Resolution 1244 and without prejudice to the status of Kosovo.
3https://www.monstat.org/eng/page.php?id=1302&pageid=48
4https://www.state.gov/reports/2022-trafficking-in-persons-report/montenegro/

5 GRETA - Third Round Evaluation Report of Montenegro - 2021.

6 MEQ, “1.2 Number of convictions for predicate offences”

7 SOCCTA 2021, pages 10 - 16

8 NRA 2020, page 24.

Shttps://frontex.europa.eu/we-know/migratory-routes/western-balkan-route/

10 NRA 2020, page 25.

11GRETA - Third Round Evaluation Report of Montenegro - 2021.

12 EC Montenegro 2022 Report, page 52.

13NRA 2020, EC Montenegro 2022 Report, page 47.

14NRA 2020, page 25
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level of ML threat!s. The NRA 2020 states that the largest part of prosecutions for predicate
offences and ML involved natural persons who were members of OCGs!é. The European
Commission raised some concerns with respect to the handling of organised crime cases by the
courts, related to the sentencing policy in organised and serious crime cases?’.

5. Drug trafficking represents a significant threat, as Montenegro forms part of the “Balkan
route”, which remains one of the key trafficking routes for opiates from Afghanistan destined to
Western and Central Europe. Also, it is important to note that Montenegro borders Albania, which
is the main producer of marijuana according to the findings of the Police Administration, and that
a large amount of narcotic drugs comes from that country!8. Montenegrin drug trafficking groups
are also considered to be major players in the procurement and transportation of large quantities
of cocaine destined for European markets, having direct connections with criminal groups in
South America!®. While there is local drug trafficking and consumption, most of the narcotic
seizures (80%) occur at the Montenegrin borders2. The NRA assesses drug trafficking at the
international level as a high risk for ML, whereas drug trafficking at the national level is assessed
as medium?1,

6. The concerns posed by corruption are twofold: (i) it is a contextual factor affecting the
effective functioning of the structural elements of the AML/CFT regime; and (ii) it is an important
general ML threat to the country. Transparency International ranked Montenegro 65/180 with a
score of 45/100 in the 2022 Corruption Perceptions Index?2. The reasoning for the low score
surrounds the lack of improvements in institutional and legal frameworks against corruption, the
practice of withholding information from the public and concerns with judicial independence23.
GRECO highlights that despite several reforms to fight corruption in Montenegro, it remains a
serious problem in the public, private as well as business sectors. The NRA acknowledges that
corruption is part of local OCGs’ strategy to perpetrate their criminal operations or to gather
information, targeting public bodies (security services, the prosecution and the judiciary, and
other local and state authorities who are responsible for inspection controls), as well as the
private sector (bank employees, lawyers, bailiffs, and business entities)?25.

7. The NRA 2020 identified domestic tax evasion among the high threats, involving the
establishment and use of fictitious companies and fictious transactions carried out through
companies. Likewise, OCGs are exploiting companies to conceal their illicit gains26. In
Montenegro, according to the authorities, company services are provided by accountants and to
a lesser extent by lawyers. The notaries are also involved in company formation through
certification of incorporation documents. There are also other person/entities performing
company formation and administration services which are however not regulated. The NRA

15NRA 2020, page 28

16 NRA 2020, page 57.

17 EC Montenegro 2022 Report https://ec.europa.eu/commission/presscorner/detail/en/country 22 6103
18 NRA 2020, page 29

19 NRA 2020, page 25

20 NRA 2020, page 24

21NRA 2020, pages 8 and 10

22 https://www.transparency.org/en/cpi/2022

23 Transparency International, CP1 2022

24 GRECO - 5th Evaluation Round Report 2022 - p.6
25 NRA 2020, pages 21 and 31

26 NRA 2020, pages25, 48
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highlights a lack of understanding of AML/CFT obligations, and limited reporting, potentially
undermining the quality of the performed controls?? in these sectors.

8. The banking and real estate sectors (construction and sales), the organisers of games of
chance, in particular casinos (predominantly characterised by cash transactions, as well as
increasing number of e-casinos), lawyers, providers of services for establishing legal entities and
business or fiduciary services?8 are considered to be the most vulnerable. The real estate sector
(transactions, investment, sale and brokerage) is considered to be a significant sector in terms of
ML risk. This is mostly due to the size of the sector and a large number of STRs received that
involve immovable property deals. Typologies indicate that investment into real estate is the
most frequent method for ML in Montenegro. The use of cash and channelling of funds through
legal entities to purchase real estate is a common phenomenon?°. Certain findings also indicate
that OCG members also already possess certain amounts of cryptocurrencies, which is also used
to purchase real estate and undermine the traceability of the assets, although to a much lesser
extent compared to the use of cash30. In addition, there are also concerns related to the incomplete
land register that potentially affects financial investigations and asset confiscations3l. In
Montenegro, this issue is particularly important as the economy relies on FDI to a large extent
and a significant portion of those investments are in the purchase of real estate through
transactions from countries such as the Russian Federation and Tiirkiye32.

9. Between 2019 and December 2022, the Government adopted a Citizenship by Investment
Scheme, as part of its ongoing efforts to attract foreign direct investment and increase economic
activity in the country. According to Government data, 815 foreign citizens, mostly from Russia
and China, obtained Montenegrin passports by purchasing real estate or by donating money to
underdeveloped areas.

TF Risks

10. The geopolitical situation in Montenegro is of particular relevance when considering the
risks of terrorism and terrorism financing that the country faces. Montenegro is facing a long-
term increasing trend of propaganda activities of radical religious preachers, groups and
individuals from the region associated with Salafi and Wahhabis movements. The radicalisation
of members of the Roma population was also identified as a threat. Several so-called “parajamats”
of these groups within which religious indoctrination is carried out have been identified. There
are, however, no indications that these structures provide facilities for the recruitment and
training for the planning and execution of terrorist activity33.

11. The TF risk in Montenegro has been assessed as low in the 2020 NRA. The potential TF
threats in Montenegro are associated with: (i) ideologically and religiously motivated terrorism
and emerging trends propagating radicalism of all forms3#; (ii) participation of some Montenegrin

27 NRA 2020, page 265

28 NRA 2020, page 241

29 NRA 2020, pages 21 and 52

302021 VA/VASP Risk Assessment, pages 25-26

31EC Montenegro 2022 Report, page 47.
https://ec.europa.eu/commission/presscorner/detail/en/country 22 6103

32 SOCTA 2021, page 72

332021 SOCTA, p. 77.

34 NRA 2020, p,275; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77
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citizens in armed conflicts abroad, including in Syria, and their return to the country3s; (iii)
terrorist infiltration linked to a massive influx of migrants and refugees36; (iv) use of modern
technological achievements and social networks to propagate ideas and raise funds, including
through the use of virtual assets37.

12. The TF risk exposure of the banking sector and MVTSs has not been assessed. While the
considerable volume of TF STRs submitted by MVTSs may suggest a potential misuse of the sector
for TF purposes, the FIU indicated that these suspicions were not confirmed. There has been no
proper TF risk assessment in relation to the NPO sector, which may be at risk of being misused to
raise funds, in particular by radical movements and which is also not effectively monitored3s.
There is also scope to enhance the understanding of TF risks linked to cross-border cash
movements and use of VAs.

1.1.2. Country'’s Risk Assessment & Scoping of Higher Risk Issues

Country’s Risk Assessment

13. To date, two national risk assessments for ML and TF have been conducted, with the latter
being more extensive. Montenegro published its first NRA in 2015, followed by a second one in
2020. Both assessments were carried out by an inter-institutional team - consisted of eight
working groups, including representatives from 25 institutions - using the World Bank
methodology and on a wide range of sources of information. One of these eight working groups
dealt exclusively with the assessment of TF risks. The NRA findings were discussed with some
representatives of the private sector prior to adoption.

14. The 2020 NRA assesses the country’s ML threats based mainly on investigatory and FIU
intelligence. The ML vulnerabilities are also assessed including through consideration of general
and sectorial vulnerabilities.

15. In relation to the threats emanating from OCG, Montenegro (over and above the NRAs)
conducted two separate Serious and Organized Crime risk assessments (SOCTA) in 2017 and,
more extensively the 2021. The SOCTAs provide for a more in-depth analysis on the risks
associated with OCGs activities, their structures, modus operandi, and typologies they use to
launder the proceeds of crime. The 2021 SOCTA acknowledges: (i) that OCGs main activity is
related to smuggling of narcotics, primarily cocaine, at the international level, (ii) misusing legal
entities for laundering proceeds through investments in construction business, real estate
acquisition or ownership of organisations of games of chance, both in Montenegro and abroad.

16. In addition, in 2021 a separate analysis was conducted by the CBM and the FIU in respect
of VAs/VASPs, using an own methodology. It concluded on a high level of ML risk exposure in
relation to VAs and VASPs. This risk assessment examined the exposure of the banking and
investment sectors to VAs and other related issues. It emerged that VASPs and VAs are not
regulated in Montenegro, however, there were indications of VASPs and VA activity occurring.

17. The Montenegrin authorities have assessed elements of ML/TF risks associated with legal
persons through: (i) the 2020 NRA, (ii) the 2021 Serious and Organised Crime Threat Assessment

35 NRA 2020, p.275, 277; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77
36 Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24

37 NRA 2020, p.293

38 NRA 2020
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(SOCTA) and (iii) a separate specific risk assessment conducted in 2019. Nevertheless, there is no
comprehensive and detailed assessment with regards to ML/TF risks and vulnerabilities of legal
entities, and the adequacy of the control framework.

Scoping of Higher Risk Issues

18. The AT identified the following areas which required an increased focus through analysis
of information provided by the Montenegrin authorities (including the NRA) and by consulting
various open sources:

19. Corruption: And the extent to which corruption hampers the ability of the competent
authorities and the REs to carry out their AML/CFT roles effectively. The AT considered: (i)
whether the risks associated with corruption as a domestic and international source of proceeds
of crime and the link with the OCGs has been properly assessed; (ii) whether preventive and
mitigating measures are adequate and effective; and (iii) whether the LEAs have adequate
capacities to detect and prioritise ML cases related to corruption.

20. Organised crime: The AT analysed the extent to which: (i) ML and TF risks related to
OCGs are properly understood; (ii) the supervisory entities implement the fit and proper
measures when licensing REs; and (iii) whether preventive measures are implemented
appropriately to detect illicit funds linked to OCGs.

21. Drug Trafficking: The AT assessed the authorities’ understanding of ML risks emanating
from drug trafficking, the adequacy of controls and measures to mitigate drug-related ML, and
the effectiveness of the preventive measures put in place by REs.

22. Banks: focus was given to the level of ML/TF risk understanding by the banking sector,
and the adequacy of implementation of preventive measures, particularly on the adequacy of:
CDD measures in respect of legal entities (including beneficial ownership identification
measures) and the adequacy of implementation of CDD measures to prevent the misuse of the
sector from the high-level ML crimes impacting the country; EDD measures in respect of PEPs,
family members and associates; on-going monitoring of transactions; and the effectiveness of
risk-based supervisory and enforcement efforts in respect of the sector.

23. Real estate sector: The AT assessed the effectiveness of the market entry requirements
for real estate agents; measures to identify non-registered entities; capacities and the knowledge
of supervisory authorities; effectiveness of measures taken to improve the capacities and
knowledge of the real estate agents, notaries and lawyers involved in this sector; understanding
of ML risks by the sectors and their knowledge of the AML/CFT obligations; implementation of
preventive measures; and the LEAs’ and judiciary response in terms of investigations,
prosecutions, convictions and confiscation of assets.

24. Games of chance: focus was placed on assessing the implementation of the fit and proper
measures at the licensing stage and especially in relation to the ownership structures; measures
to identify non-registered entities; capacities and the knowledge of supervisory authorities to
perform their functions; effectiveness of measures taken to improve the capacities and
knowledge of the games of change sector; understanding of ML risks by the sector and knowledge
of their AML/CFT obligations; implementation of preventive measures; and the LEAS’,
prosecutors’ and judiciary response.
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25. Transparency of legal persons: the AT analysed the effectiveness of mechanisms in place
to ensure the transparency of legal persons and availability of adequate, accurate and current
basic and BO information; the effectiveness of the Business and BO Registers (CRBE and CRBO);
the regulation of the sector and the effectiveness of implementation of preventive measures by
REs that assist in setting up and provide company services (including banks, accountants,
lawyers); the ability of the LEAs to detect the abuse of legal persons and investigate, prosecute
and convict the legal persons and natural persons behind such structures as well as the
subsequent seizure, confiscation and management of the proceeds of crime held by legal persons.

26. Shadow economy and use of cash: the AT analysed the understanding of ML/TF risks
posed by the significant use of cash in Montenegro, the extent to which this increases the threats
and vulnerabilities; measures taken to regulate and reduce the use of cash; effective
implementation of preventive measures; control of cross-border cash movements and the
measures taken by the LEAs, prosecutors and the judiciary to effectively detect, trace, seize and
confiscate the illicit proceeds in cash.

27. Citizenship by Investment Scheme: the AT assessed the understanding of ML and TF risk
associated with the program by the authorities; the robustness of the ML control framework of
the program; measures taken to conduct appropriate background checks on the applicants,
potential risks originating from the provenance of invested funds and the end use of the funds;
the implementation of preventive measures by the private sector in these instances; the cases
detected by the LEAs relating to ML/TF or predicate offences conducted by such persons and the
authorities’ response.

28. MLA and international cooperation: in light of the international element of high-level
ML threat crimes in Montenegro and the risk of Montenegro being misused to launder proceeds
of foreign crimes, the AT analysed the manner and effectiveness of the MLA process and other
forms of international cooperation by the LEAs, FIU and supervisors to support the needs of
foreign counterparts and pursue proceedings into cross-border ML domestically; and the
exchange of information with foreign counterparts on basic and BO information on legal persons.

29. TF risk and understanding: focus was given to the level of TF risk understanding
demonstrated by the authorities and REs; the implementation of respective strategies; the
capability and measures taken by the authorities to gather and analyse intelligence through
international cooperation, to conduct parallel financial investigations, and to detect cases and
initiate investigations, prosecutions and achieve convictions for TF. Of particular interest were
banks, MVTS and NPOs and their effective application of measures (such as the monitoring of
transactions) to detect and deter the use of wire transfers and cash as well as the abuse of NPOs
for TF purposes.

1.2. Materiality

30. The economy of Montenegro is mostly service-based, tourism being the biggest
contributor. Revenues from tourism amounted to 757.8 million EUR in 2021. The GDP of
Montenegro in 2020 was 4,186 million EUR and in 2021 it increased to 4,955 million EUR. In
2021, the largest share in the structure of the GDP is held by the trade, transportation and
accommodation and food services sectors (together 24.2%), as well as sectors of state
administration, defence, education and health (15.62%), followed by industrial production sector
(9.910.4%), agriculture (6.7%), real estate business (5.7%) and construction (5.1%).
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31. Foreign direct investments (FDI) are an important source of revenue for the Montenegrin
economy. Gross investments accounted for 26.7% of the total value of the domestic economy in
2021, while net foreign direct investments accounted for circa 12.0% of GDP3°. The traditional
sectors most exposed to FDIs are manufacturing (via intracompany loans), banking and the real
estate sector. Most of the FDI originates from the Russian Federation, Italy, Switzerland, Serbia
and Malta*0.

32. Montenegro is not a financial centre. Banks account for the main share in the market (93%
of the total assets in the financial system in 2021) and most of the financial intermediation takes
place through them. Amongst the 11 banks in total, the largest share is attributed to four banks,
of which one possesses assets of around 26% of the market, the other three hold between 12%
and 14% and the rest hold below 10%.

33. Materiality of all other financial institutions together equates to a total of 2.6% of GDP
only, this includes investment firms, life insurance companies, MFIs and MVTSs.

34. The DNFBP sector is comprised of service providers in the real estate sector (engaged in
investment and construction of real estate; purchase and sale; intermediation and management
of property on behalf third parties) contributing to around 13% of GDP, and organisers of games
of chance which based on rough estimates are considered to contribute around 19% of GDP. Also
represented is the DPMS sector, CSP and fiduciary service providers, accountants, lawyers, and
notaries sectors (see section 1.4.3 for more detailed information). There is no legislative and
institutional framework to regulate CSPs (which are not accountants or lawyers), DPMSs,
accountancy and legal firms. Moreover, only providers of company formation and fiduciary
services are subject to AML/CFT obligations. Provision of trustee services is also not subject to
AML/CFT obligations and supervision.

35. VASPs are not subject to market entry requirements in Montenegro and some VASPs are
designated as REs. There were indications of VASPs and VA activity occurring (see section 1.4.3).

1.3. Structural elements

36. In Montenegro, the presence of the key structural elements required for an effective
AML/CFT system may potentially be undermined in view of issues with political and institutional
stability, governmental accountability, rule of law, and a professional and independent legal
profession and judiciary. The European Commission concluded that, with regard to the
Montenegrin judicial system, “effective independence, integrity, accountability and
professionalism need to be further strengthened”+!.

37. Since 2020, political instability has had a direct impact on the functioning of the anti-
corruption system. According to the analysis conducted in the Fifth Round Evaluation Report on
Montenegro by GRECO%2 in 2022, there are considerable recommendations to be fulfilled by the
country regarding the central Government (top executive functions) and the police to strengthen
their prevention efforts in line with GRECO standards. As per the report, there is a need for a

39 MEQ
40 Central Bank of Montenegro Annual report 2021, Table 5, pages 138-139.

41 Page 5 of the Montenegro 2022 Report by European Commission https://neighbourhood-
enlargement.ec.europa.eu/system/files/2022-10/Montenegro%Z20Report%202022.pdf.

42 GRECO 5th Round Evaluation Report (2022) - https://www.coe.int/en/web/greco/-/montenegro-publication-of-
Sth-round-evaluation-report
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strong political will to adopt a more proactive approach from all governmental institutions. Long-
pending high level judicial and other Governmental appointments are not in place which is
impacting the overall AML/CFT regime, and the introduction of policies and reforms to
strengthen the framework.

1.4. Background and Other Contextual Factors

38. In recent years, Montenegro has experienced large inflows of migrants and refugees
travelling to the European Union characterised by a continuous increase in the number of
migrants transiting starting in 2017.

39. The geographical location on the “Balkan route” exposes Montenegro to cross-border
risks in relation to “drug trafficking”, “human trafficking”, “smuggling in migrants” and
“smuggling in goods”, with a relevant involvement of domestic and foreign OCGs laundering
proceeds of crimes in Montenegro and abroad.

40. Montenegro is indicated by the domestic authorities as a “cash-based economy”. A recent
study on the extent of the informal economy in Montenegro*, estimates this to be around 24.5%
of total economic activity. Moreover, the physical transportation of cash across the border
increased during the recent years: through the use of large denominations and payments of
persons for money transfer.

1.4.1. AML/CFT strategy

41. Since 2015, Montenegro has produced a number of policy documents dealing with ML/TF
issues, which were adopted by the Government, including: (i) two Strategies “for the prevention
and suppression of terrorism, money laundering and the financing of terrorism” (2015-2018 and
2022-2025) and their respective biennial Action Plans and (ii) the Action Plans attached to both
NRAs.

42. Following the 2015 NRA, the competent authorities adopted the 2015 Action Plan for
AML/CFT which contained actions across a broad spectrum. This document remains nonetheless
broad and contains only general indications on the actions to be undertaken without mentioning
priorities, deadlines and allocation of resources.

43. Subsequent to the 2020 NRA, Montenegro adopted the second Action Plan to address the
findings at both national and sectorial levels. Priorities within this Action Plan include measures
relating to the FIU, promoting parallel financial investigations, ML/TF training across the
competent authorities, improvements in AML/CFT supervision and enforcement, and
amendments to legislation.

1.4.2. Legal & institutional framework

44. Since the adoption of the 4t Round MER (2015), the AML/CFT legal framework in
Montenegro over the assessment period has been governed by the Law on the Prevention of
Money Laundering and Financing of Terrorism which has undergone multiple amendments, most
recently in 2021. The LPMLTF requires the application of preventive measures, including STR

43 Global Initiative Against Transnational Organized Crime - Illegal financial flows in Bosnia and Herzegovina,
Montenegro and Serbia, January 2022.
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and CTR reporting by REs, AML/CFT supervision by relevant authorities and establishes the
sanctioning framework. The LPMLTF also provides for the establishment and functioning of the
FIU.

45, Other relevant legislation includes the Criminal Code, the Criminal Procedure Code, the
Law on International Restrictive measures, as well as sectorial laws (regulating the financial and
designated non-financial businesses and professions).

46. The AML/CFT institutional framework in Montenegro involves the following authorities:
Courts
47. Higher Courts - There are two High Courts, in Bijelo Polje and Podgorica, covering a

number of municipalities each. The High Courts have jurisdiction to: (i) hear and determine at
first instances criminal proceedings punishable by law by imprisonment in excess of 10 years as
principal punishment, and a number of other crimes including organised crime, high-level
corruption, money laundering, terrorism and war crimes; (ii) decide at second instance on
appeals against decisions rendered by the basic courts; (iii) determine the circumstances
regarding the request for extradition of accused and convicted persons and the procedure of
recognition and enforcement of foreign judgements in criminal matters; and (iv) perform duties
of international criminal legal assistance in criminal matters for hearing a person, conducting
special evidentiary actions, as well as other forms of international criminal legal assistance. Since
2015 the Higher Court in Podgorica established a special department for trials in criminal
proceedings for organized crime, high-level corruption, ML, terrorism and war crimes.

48. Basic Courts - There are 15 Basic Courts in different municipalities of Montenegro. These
courts have the jurisdiction to hear and determine at first instance predicate offences punishable
by law by a fine or imprisonment of up to 10 years.

49. Misdemeanour and High Misdemeanour Courts - There are three misdemeanour
courts in Podgorica, Budva and Bijelo Polje. Misdemeanour courts have jurisdiction to hear and
determine misdemeanour proceedings including for infringement of AML/CFT obligations and
violations of cross-border cash movement declarations amongst others. There is one High
Misdemeanour Court in Podgorica which hears and decides on appeals lodged against decisions
of misdemeanour courts, and on conflicts of jurisdiction between misdemeanour courts.

Ministries

50. The Ministry of Foreign Affairs (MFA) has competence over the control and
coordination on the execution of the foreign policy and international activities of Montenegro.
The MFA is also competent for drafting the LIRM. Its powers in relation to the implementation of
international restrictive measures are defined in the LIRM.

51. Ministry of Justice - The main competencies are legislative functions and drafting laws
and secondary legislative acts. The Ministry of Justice is also responsible for handling mutual legal
assistance, both regarding the relevant legislative framework, as well as the coordination of the
requests between foreign authorities and domestic courts.

52. Ministry for Finance - Among other functions the ministry is tasked with the
accreditation of accountants, auditors and accountancy/audit firms as well as tax advisors. The
Ministry of Finance has delegated responsibility for the professional accreditation of accountants
to the Institute of Certified Accountants of Montenegro.
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53. Ministry of Public Administration - is in charge of the public administration affairs
related to NGOs.

Criminal justice and operational agencies:

54. The Financial Intelligence Unit (FIU) is the central institution in the AML/CFT
framework in Montenegro. In 2019, the FIU transitioned from an administrative to a law
enforcement type (becoming an independent unit within the Police Directorate) and relinquished
its AML/CFT supervisory responsibilities. The FIU is the central authority for the receipt and
analysis of STRs and other intelligence. The FIU also holds a leading role in the development of
AML/CFT policy in Montenegro, through the coordination of the NRA process.

55. State Prosecution Office - an independent state authority that performs the affairs of
investigation and prosecution of the perpetrators of criminal offences and other punishable acts
that are prosecuted ex officio. The State Prosecution Office is composed as follows: Supreme State
Prosecution Office, Special State Prosecution Office, High State Prosecution Offices and Basic State
Prosecution Offices. The Special State Prosecution Office has jurisdiction for the investigation and
prosecution of offences relating to organised crime, high-level corruption, ML, Terrorism, TF, and
war crimes.

56. Police Administration - The Police Administration is composed of a number of
directorates (sectors). These mainly include the (i) General Police Sector, (ii) Crime Combatting
Sector, (iii) Border Police Sector, (iv) Special Police Forces Sector, and (v) the Financial
Intelligence Sector (i.e. the FIU). The Special Police Unit - SPU (within the Special Police Forces
Sector) is specifically tasked with investigating crimes falling under the competence of the SPO,
which include ML/TF, and associated predicate offences. Other relevant divisions / units within
these sectors include the: (i) division for suppression of general crime; (ii) the division for
suppression of serious crime and (iii) the division for combating corruption, economic crime and
financial investigations, which are responsible for assisting the prosecutor’s office in the
investigation of various crimes according to their competencies. The latter division is responsible
to assist in the conduct of financial investigations and asset tracing. The Division for International
Police Operational Cooperation Interpol-Europol-Sirene covers the international relations of the
Montenegrin Police. The Police Administration has also four regional centres, and 17 Security
Police Departments and Police Stations within the different municipalities.

57. Revenue and Customs Administration - controls the movements of money, bearer
securities, precious metals and precious stones, in the value or amount of EUR 10,000 or more
across the state border.

58. The National Security Agency (NSA) is a special body of the State entrusted to collect
intelligence on threats and risks in order to safeguards the national security, independence, as
guaranteed by the Montenegrin Constitution.

59. Central Registry of Business Entities - as part of the Revenue Administration, is
responsible for the registration of business entities and other forms of legal entities.

Financial and non-financial supervisors

60. Central Bank of Montenegro - is the authority responsible for the licensing and
supervision (including for AML/CFT purposes) of banks and other financial institutions namely
payment and electronic money institutions, financial leasing and factoring companies, entities
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providing purchase of receivables and micro-lending services, credit-Guarantee Funds and
bureau de change dealers which operate exclusively on behalf of banks.

61. Capital Market Authority - is tasked with the licensing and supervision, including
AML/CFT supervision of investment firms, investment funds managers and voluntary pension
fund managers.

62. Ministry of Interior (Directorate for Supervision) - The Ministry of the Interior is
responsible for the AML/CFT supervision of accountants, real estate agents, CSPs, DPMSs, and
other entities including construction companies and car dealers.

63. The Administration for Games of Chance (Casinos) - Oversees the process of grants of
concession for the provision of games of chance, including online-service providers.

64. Administration for Inspection Affairs (Casinos) - Is tasked with the supervision
including for AML/CFT purposes of providers of games of chance.

65. Other supervisors include the Insurance Supervision Agency which licenses and
supervises insurance entities and the Agency for Electronic Communications and Postal Services
covering the AML/CFT supervision of the Post of Montenegro which is the only postal service
entity providing financial postal services. The Notary Chamber and the Bar Association are
responsible for monitoring AML/CFT compliance by notaries and lawyers respectively.

1.4.3. Financial sector, DNFBPs and VASPs

66. The type of reporting entities operating in Montenegro are to a large extent traditional
businesses which do not tend to provide complex or sophisticated products and services, and
where the use of new technologies to provide such services is limited.

67. Table 1.1. shows the number and materiality of market participants from 2018 to 2022.

Table 1.1: Size and number of REs in Montenegro (2018-2022)

Entity 2018 | 2019 | 2020 | 2021 | 2022 | Materiality (End 2022)
Banks 15 13 12 11 11 €6,404,260,000 -
110.48% of GDP (Asset
Size)
Microcredit Financial 7 8 8 8 8 €74,764,000 - 1.29% of
institutions GDP (Asset Size)
Payment Service 4 4 5 3 3 €135,631,469 (Total
Providers Remittances)
Financial Postal Services 1 1 1 1 1
@ Financial Leasing 2 2 2 1 1 €32,238,000 (Total Value
= | Companies of Leases)
Companies for purchase 0 1 1 3 3 €19,459,886 (Total Value
of receivables of Receivables purchased)
Factoring companies 1 1 2 2 2 €22,308,818 (Credits
Acquired)
Investment Firms 8 10 11 11 11 € 6,445,666* (generated
revenue in 2021)
Fund Management 8 6 6 6 6 €30,900,000 (held in
Companies investment funds)

44 Includes also revenue generated by banks from the provision of investment services.
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Insurance companies 4 4 4 4 4 €21,374,009 - gross
written premium (0.37%
of GDP)

Insurance intermediaries | 16 17 19 19 19 -

Organisers of Games of 35 40 38 36 35 19.5% of GDP (based on

Chance cumulative volume of
deposits and winnings)

Real estate agents 1423 | 1423 | 1589 | 1694 | 1785 | €16,932,542 (0.29% of
GDP) - turnover

Notaries 56-59 €9,504,426 (0,16% of

7 GDP) - turnover

E Accountants/Auditors 525 525 618 692 714 €33,688,147 (0.58% of
rE GDP) - turnover

) Lawyers 902 924 942 965 987

Consultancy and 1937 | 1937 | n/a n/a n/a

Management of

Businesses

(Also providing CSP

services)

Dealers in precious 122 -210 €46,146,385 (0.8% of

metals and stones GDP) - turnover

VASPs N/A | N/JA |N/JA | N/JA | N/A | €5,053,280 VA related
transactions through
banks between (2018-
2021)

Financial Sector
68. The financial sector in Montenegro is Bank centric, with an asset value to GDP ratio of

110.48% exceeding by far the ratio to GDP non-bank financial institutions. The number of banks
in Montenegro went down from 15 to the 11 over the review period. This was a result of
bankruptcy proceedings initiated against two banks, and several mergers. The capital of the
banks largely comes from foreign sources. Foreign capital participation in banks is 84% (8 out of
the 11 banks are foreign owned), domestic capital refers to 14%, while the share of state capital
is 2%. Of the total number of banks operating in Montenegro, four have parent banks in EU
countries. Banks play a very significant role in financial intermediation in Montenegro.
Specifically, all Montenegrin legal persons are required to open bank accounts to be able to trade;
all MFIs grant loans and accept re-payments via Montenegrin bank accounts; Bureau de change
dealers may only operate on behalf of banks and fall under the responsibility of banks for the
conduct of operations; the bulk of money remittances are processed by banks (€7.6BN outward
transactions processed by banks as opposed to €22M by other MVTSs in 2022); and the
authorities indicate that the majority of real estate transactions occur via bank loans / bank
payments.

69. The Banking Sector is dominated by three main banks which account for 68% of the total
number of clients, 82% of all client deposits in the banking sector, and processed half of all
outward transactions. The largest bank out of these three handles 29% of all clients, 40% of client
deposits and processes 27% of all outward. Banks service both individuals and business in
Montenegro and provide an array of services, including deposits, current accounts, loans,
electronic banking and transfers, trade finance, asset management and currency exchange. 86%
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of customer relationships are with Montenegrin residents, while the majority of customers are
natural persons (92%) and 7.9% legal persons. Less than 10 foreign legal arrangements/ trusts
have opened bank accounts with Montenegrin banks with insignificant amount of assets held.
Business relationships with Montenegrin banks may not be opened on a remote basis with
identification and verification of identity taking place in the physical presence of the customer or
arepresentative.

70. The NRA acknowledges that this sector is exposed to significant risks of abuse for ML
purposes, owed to the continuing expansion of the sector, the increased number of products (in
particular e-products and services), and the fact that according to LEA data the largest volume of
proceeds of crime are introduced via the banking system.

71. The most prominent non-banking financial sectors are the MFIs accounting to a ratio of
loans to GDP of 1.29%, and payment services providers which remitted a total of €135,631,469
in 2022. Target groups of MFIs are natural persons who generate (or plan to do so) revenues from
independent activity, entrepreneurs, micro and small enterprises (MSE), employees and retired
persons. MFIs approve loans mainly to natural persons and in small amounts with minimum level
of security. At the end of 2022 there were 8 MFIs operating in Montenegro. There are three
payment service providers, one of which dominates the market with 82% of customers. All
payment services providers act as agents for international payment institutions. The Post of
Montenegro also provides money remittance services both as an agent of an international
payment institution and also through a regional financial postal network.

72. The investment sector in Montenegro is also relatively small however appears to be
expanding. The value of net assets of closed-end investment at the end of 2022 amounted to over
€22 million, (an increase of 20% over the previous year), while those of open funds amounted to
€8.9 million (and increase of 23% over the previous year). Investment firms of which there are
11, together with banks, which also provide investment services, in 2021 registered a total
revenue of €6,445,666, which is 49% higher than the amount for the previous year.

73. There is limited market penetration of life insurance products in Montenegro. The sector
is composed of four insurance companies and 19 insurance intermediaries which operate
exclusively for and are closely tied to these insurance companies. The gross value of life insurance
premiain 2022 amounted to €21,374,009 (i.e. 19.7% of total gross written premium) and showed
no notable increases from the previous year. Bureau de change dealers may only operate on
behalf of banks and fall under the responsibility of the Bank for the conduct of operations.

Non-Financial Sector

74. The main non-financial sectors in Montenegro are the gaming and real estate sector.
Considering the turnover made by accountants and auditors (which are the main providers of
company formation and administration services), the number of consultancy and management of
businesses providers (approximately 1937) and the number of legal persons set up in
Montenegro (i.e. 66,260 of which 54,666 being LLCs), the company formation and administration
sector also appears to be significant.

75. At the end of 2022 there were 35 organisers of games of chance. Two companies operate
three casinos in Montenegro, while another 33 operators provide gaming services in betting
shops (20 operators with 126 facilities) and online-gaming (13 operators). The total volume of
gambling transactions in 2022 amounted to €1.1 billion (19.5% of GDP). Although this figure is
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calculated by taking into account both gaming deposits and winning withdrawals and hence
includes an element of double counting, it is clearly indicative of a significant volume of funds
flowing through the gaming sector. The highest volume of gaming activity occurs through slot
machines (€570 million), following by online-gaming (€368 million), land-based casinos (€208
million and betting shops (€194 million).

76. Notaries, lawyers, and real estate agents are involved in real estate business in different
ways. The most prominent role is undertaken by notaries since all property deals need to be
executed through a notarial deed. Lawyers are involved to a lesser extent in the formulation and
vetting of property contracts which is however not a mandatory requirement for the acquisition
of property. The authorities indicated that the role of real estate agents in Montenegro is to broker
property sales/leases and is not common for them to be involved in the handling or transfer of
funds for property acquisitions. Real estate agents’ turnover in 2022 amounted to almost €17M
(0.29% of GDP), which is relatively low compared to the turnover made by construction
companies (i.e. €720M - 12.4% of GDP) which are also subject to AML/CFT obligations.

77. Company services such as company formation are, provided by accountants and to a
lesser extent lawyers. There are other legal entities other than accountants and lawyers that
provide company services. Accountants, lawyers and other persons/entities provide company
services, such as company formation, directorship, registered offices services, as well as advisory
and accounting services. There is no requirement for entities/persons to register or be authorised
to provide company services. As a result, the Mol does not have any visibility on the number of
entities that are not accountants/lawyers providing company services, as well as those
accountants and lawyers that are providing such services. The notaries are also involved in the
company formation through certification of incorporation documents.

VASPs

78. VASPs are not subject to any market entry requirements in Montenegro and some VASPs
are designated as AML/CFT REs. There were indications of VASPs#5> and VA activity occurring.
Over a five-year period (2018-2021) the estimated volume of crypto trading transactions
processed by Montenegrin Banks amounted to €5M carried out through 6,251 transactions?s,
while one investment company carried out four investment transactions totalling €529.58
originating from VAs. There are also indications of 0CGs making use of VAs.

Weighting
79. The materiality of each sector is ranked from most important to less important as follows:
80. The most important sector by far in terms of materiality and risk is the banking sector

owed to the high ML risk exposure of the sector, and the fact that the total volume of assets held
within the sector at the end of 2022 amounted to EUR 6.4 billion (110.5% of GDP), surpassing by
far the contribution to GDP of other sectors - see para 68-70 and Table 1.1.

81. Casinos, Company Service Providers, Lawyers, and Notaries are important sectors in the
context of ML/TF risks. Except for notaries, all these professions and businesses pose a high to
medium/high ML/TF risk according to the 2020 NRA. This due to their involvement and
provision of risky services (i.e namely the incorporation and operation of companies and real

45 While not an extensive indication of VASP operations, one Bitcoin ATM was located in Montenegro, which the authorities indicated that they shut down.
46 ML/TF Risk Analysis of VA/VASPs 2021 - Pgs 24 & 26
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estate transactions). The NRA recognizes various ML typologies associated with the use of
companies and acquisition of real estate identified from LEA data. At the end of 2022 the volume
of gambling transactions amounted to EUR 1.1 billion (19.5% of GDP)+7.

82. The level of AML/CFT controls and supervision applied in these important sectors is
generally poor (exception in the case of accountants). Lawyers, accountants, and other
persons/entities provide company services, such as company formation, directorship, registered
offices services, as well as advisory and accounting services. The provision of company services
other than company formation and fiduciary services (undefined and unclear what it covers), are
not subject to AML/CFT obligations and supervision (see. R.22). The authorities indicated that
company services are mostly provided by accountants and lawyers, however they are unable to
identify the population of lawyers, accountants and other non-professionals providing company
services. It is hence unclear to what extent non-professionals are providing company services.
Nonetheless REs met on-site indicated that non-professionals were indeed providing such
services, while the NRA 2020 also indicates (based on FIU data) that a number of foreign owned
companies were providing consultancy and advisory services to companies and businesses*s.
This lack of regulation and uncertainty about the population of CSPs undermines the supervision
of this important sector and implementation of AML/CFT obligations.

83. Of moderate importance are (i) Investment Firms (ii) MFIs, (iii) MVTSs (including
payment institutions licensed by the CBM, and the Post of Montenegro), (v) Real Estate Agents
and (iv) VASPs. MVTSs, MFIs and the Investment Sector are categorized to pose a
medium/medium low level of risk according to the 2020 NRA. The materiality of all other FIs
(other than banks) is significantly lower when compared to banks (i.e. asset value equivalent to
2.6% of GDP*9), out of which MFIs account for 1.6%.

84. There are no licensing or registration requirements for VASPs and VAs, while some VASPs
are not subject to AML/CFT obligations in Montenegro (see R.15). While there were indications
of VASPs and VA activity occurring in Montenegro, this appears to be modest compared to the
activity occurring within more important sectors. While not an extensive indication of VASP
operations, one Bitcoin ATM was located in Montenegro, which the authorities indicated that they
shut down. Over a four-year period, the roughly estimated volume of crypto trading transactions
processed by Montenegrin Banks amounted to €5M and carried out through 6,251 transactions.
One investment firm allowed clients to deposit VAs, convert them to FIAT (through a foreign
crypto exchange) and invest the equivalent in FIAT, with very minimal activity occurring (four
investment transactions totalling €529.58 originating from VAs)50. The authorities, however,
acknowledge that this data is not entirely reliable, and believe that there exists a higher risk of
use of bank payment systems for VA/VASP trade. There were also few cases where use of VAs
was detected in connection with criminal investigations (i.e. two investigations and one FIU
analysis over four years), while the NSA’s intelligence suggests that some OCGs are making use of
VAs to launder proceeds of crimes!. The VA/VASP risk 2021 analysis concludes that ML risk for
VAs/VASPs is considered to be “high”. The study indicates that ML vulnerabilities (e.g. weakness

47 This figure is calculated by taking into account both gaming deposits and winning withdrawals and hence includes an
element of double counting.

48 NRA 2020 - Pgs 256-257

49 NRA 2020 - Pg 13

50 ML/TF Risk Analysis of VA/VASPs 2021 - Pgs 24,26 & 27

51 ML/TF Risk Analysis of VA/VASPs 2021 - Pages 25 & 26
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in the licensing/registration, supervision and in the application of AML/CFT requirements)
acerbates the risk that VAs and VASPs might be misused by OCGs.

85. Regarding the real estate sector, the NRA categorises all persons that invest, trade or
mediate in real estate as posing a medium/high risk for ML/TF purposes, but does not analyse
the specific risk exposure of real estate mediators (i.e. agents) by taking in consideration the
extent of their involvement in property transactions, their role in property transfers and risks
associated with type of clients they service. The authorities indicated that the role of real estate
agents in Montenegro is to broker property sales/leases and is not common for them to be
involved in the handling or transfer of funds for property acquisitions. Real estate agents’
turnover in 2022 amounted to almost €17M (0.29% of GDP), which is relatively low compared to
the turnover made by construction companies (i.e. €720M - 12.4% of GDP).

86. Less important sectors are: (i) DPMSs, (ii) the insurance sector (composed of four
insurance companies and 19 insurance intermediaries) with life insurance premia in 2021
amounting to EUR 21M pointing to a relatively reduced market penetration of life insurance
products; and (ii) other FIs (namely one leasing company, two factoring companies, and three
companies for purchase of receivables).

1.4.4. Preventive measures

87. AML/CFT measures in Montenegro are set out under the LPMLTF, with the latest version
dating to June 2021. It is accompanied by rulebooks and guidance on a number of topics which
are explained under R. 34.

88. The LPMLTF covers the preventive measures envisaged under FATF Recommendations 9
to 23, including the carrying out of ML /TF risk assessments, formulation of internal controls and
procedures, application of SDD, CDD and EDD obligations, the submission of STRs, record-keeping
obligations and confidentiality and prevention of tipping-off provisions. The LPMLTF also
requires the reporting of cash transactions equivalent to or exceeding €15,000 by all REs, and
also imposes an obligation on notaries to provide to the FIU copies of all property sale contracts
(exceeding €15,000 in value) on a weekly basis.

89. All FIs identified under the FATF Recommendations are designated as reporting entities
under the LPMLTF, subject to the following exclusions. Investment Funds and Voluntary Pension
Funds are not designated as REs and hence not subject to AML/CFT obligations. No voluntary
pension funds were operating at the end of 2022. Providers of (i) trust services; (ii) company
services except the founding of legal persons and fiduciary services are not subject to the
AML/CFT obligations under the LPMLTF.

90. The LPMLTF also provides for some exemptions from the application of CDD. The most
notable one is in relation to lawyers and notaries who are not defined as reporting entities under
the LPMLTF and thus not subject to the entire spectrum of AML/CFT obligations pertaining to all
other REs. Lawyers and notaries are however subject to specific AML/CFT provisions under the
LPMLTF which have some deficiencies, and which are analysed in detail under R.22 and R.23.
Moreover, in relation to lawyers and notaries, which have been identified in the 2020 NRA as
bearing a high and medium risk of ML respectively, this approach does not appear to be justified.

91. REs providing electronic money services are exempt from applying CDD measures subject
to certain criteria and transaction limitations (however there were no electronic money
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institutions operating in Montenegro in 2022). Moreover, insurance service providers and Fls
licensed by the CBM may apply SDD in certain specific cases considered to present a
negligible/lower risk of ML/TF. This approach is however not backed up by any findings of NRAs.

92. The exemptions and SDD scenarios mentioned above are not supported by the
conclusions of either one of the NRAs, and neither do these NRAs provide any assessment which
would substantiate lower ML/TF risks in relation to the above products/sectors and hence justify
the application of these exemptions.

1.4.5. Legal persons and arrangements

93. The most prominent types of legal persons that may be established in Montenegro are
regulated under the (i) Law on Companies and (ii) the Law on NGOs. As of December 2022, there
were 66,260 legal persons registered in Montenegro (see Table 1.2). In Montenegro commercial
activities may be carried through the following types of legal persons (general partnerships (GP),
limited partnerships (LP), limited liability companies (LLCs), and joint stock companies (JSC). The
most used form is the LLC (amounting to 54,666) and in particular the single member LLC.

94. NGOs are established in the form of associations or foundations. Their registration is
voluntarily, however, they acquire the status of a legal entity on the day of entry into in the
Register of the Ministry of Public Administration. NGOs are allowed to perform a limited
economic activity (up to EUR 4 000 a year incrementable by 20% yearly). These NGOs are
required to register with the CRBE (at the end of 2022, 356 associations and 19 foundations).

95. Taking into consideration the fact that Montenegro is not a financial nor a company
formation centre the total number of legal persons appears to be significant and disproportionate
to the country’s economic profile and characteristics. There are various reasons contributing to
this significant number of legal persons (see 105). Approximately 16,000 LLCs have not submitted
their financial statements which is indicative of a potential substantial number of inactive
companies that are still registered.

Table 1.2 Types of legal persons registered in Montenegro

Type of Legal Person Number as of 31 December 2022
General Partnership 365
Joint Stock Company 277
Limited Liability Company 54666
Limited Partnership 44
Cooperatives 108
Associations in CRBE52 356
Foundations in CRBE>3 19
Alliances 1
Foreign branches 570
Institutions 1337
Other Forms of Business Activity 28
(specific agencies and local municipality

organisations)

TOTAL in CRBE 57771

52 Only those NPOs carrying out an economic activity are required to register with the CRBE. The rest are required to
register within the NPO register, see 10.10.
53 Same as for association
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Type of legal entities not performing economic
activity
Chambers And Business Associations 10
Political Parties 54
Religious Communities and Religious Groups 22
Trade Unions 1927
Non-Government Associations 6107
Foundations 249
International Organisations 120
Total 8489
96. During the past years, there has been a significant increase in the number of registered

companies (i.e. from approximately 37000 partnerships and companies in 2017 to 56,000 by the
end of 2022). This increase is mainly in relation to new LLCs.

97. Legal persons do not tend to present structure complexity. According to the statistics
provided by the CRBE, the majority of LLCs are owned solely by natural persons (51,992 out of
54,666 as of December 2022). Around half of these companies are exclusively owned by domestic
natural persons.

98. The Tax Administration administers the CRBE which holds basic information on legal
persons and the CRBO (holding BO information). The CRBO was established in August 2021 and
to date holds BO information on a very small number of companies (i.e. 32 out of 17,000
companies that are required to register BO information). The NPO register is administered by the
Ministry of Public Administration, on holds information on registered associations and
foundations.

99. Montenegrin legal persons are exposed to risk of abuse for ML/TF purposes as recognised
by a number of risk assessments conducted by the country (see 105). The most serious risks of
misuse of Montenegrin legal entities is in relation to tax fraud, corruption, and linked ML, through
fictitious transactions, and the misuse of offshore companies. The NRA identified the
establishment of fictitious companies and the use of false invoices and cash withdrawals later
reinvested as a modus operandi that a number of legal persons undertake to lower their tax
obligations54. The 2021 SOCTA makes also reference to the misuse of legal persons (i) by OCG
members who at times own such companies through foreign legal persons set up in offshore
jurisdictions or through family members or close persons (i.e. strawmen)>s5, (ii) establishment of
legal persons for the purposes of obtaining a transit visa to reach the countries of final
destination®6, (iii) misuse of e-commerce services by Montenegrin legal entities, which were
registered at the same address, without civic number and with the same activity code (activity of
computer programming services). These companies were operative for a short period of time and
were subsequently deregistered from the CRBES?, (iv) and companies engaged in import/export
services and transport of goods are also used to smuggle drugs=s .

100. Legal persons and namely LLCs have featured regularly in criminal proceedings and are
the most often type of legal person used when committing criminal offences, including ML. The

54 NRA page 56

552021 SOCTA, page 71.

56 Serious and organized crime threat assessment, 2021, page 58.
572021 SOCTA, page 74.

582021 SOCTA, page 20.
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risks associated with the misuse of LLCs is also confirmed by the FIU through the intelligence
held, who identified the LLCs as the most vulnerable, based on the simple requirements to set
them up and the low amount of capital required. Over the review period criminal proceedings
were initiated against a substantial number of LLCs. There were 166 legal entities investigated
and 23 legal entities were indicted for ML in 2017-2022, out which the court confirmed the
indictments against 12 legal entities.

101. Legal arrangements cannot be formed in Montenegro. However, the LPMLTF provides for
a definition of “trust” as well as CDD and other measures to be taken by REs when establishing a
business relationship or carrying out occasional transactions with a client who is a foreign trusts.
Statistics provided indicate that there is a limited presence of foreign trusts in Montenegro’s
financial sector (i.e. less than 10 foreign legal arrangements/ trusts have opened bank accounts
with Montenegrin banks with insignificant amount of assets held), while they have rarely
featured in STRs or incoming FIU intelligence.

1.4.6. Supervisory arrangements

102. Tables 1.3 and 1.4 list the authorities and self-regulatory bodies that are responsible for
the licensing/authorisation/registration and AML/CFT supervision of REs in Montenegro.
Recommendations 26 - 28 provide a detailed overview and analysis of the market entry
procedures, AML/CFT supervisory powers and methodologies adopted by the respective entities.

Table 1.3 Supervisory arrangements for Fls

Type of RE AML/CFT Supervisor Licensing Body
(Market Entry)
Banks Central Bank of Montenegro Central Bank of Montenegro

Microcredit Financial
institutions

Central Bank of Montenegro Central Bank of Montenegro

Payment Service Providers Central Bank of Montenegro Central Bank of Montenegro

Financial Postal Services Agency for Electronic Government Concession

Communications and Postal Services

Financial Leasing Companies

Central Bank of Montenegro

Central Bank of Montenegro

Companies for purchase of
receivables

Central Bank of Montenegro

Central Bank of Montenegro

Factoring companies

Central Bank of Montenegro

Central Bank of Montenegro

Investment Firms

Capital Market Authority

Capital Market Authority

Fund Management
Companies

Capital Market Authority

Capital Market Authority

Insurance companies

Insurance Supervision Agency

Insurance Supervision Agency

Insurance intermediaries

Insurance Supervision Agency

Insurance Supervision Agency

VASPs

Central Bank of Montenegro

N/A

59 See R.10 analysis
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Table 1.4 Supervisory arrangements for DNFBPs®

Type of DNFBP AML/CFT Supervisor Licensing Body
(Market Entry)
Organisers of Games of Chance Administration for Inspection | The Administration for Games
Affairs (Casinos) of Chance (Casinos)
Real estate agents Ministry of Interior N/A
Notaries Notaries Chamber Ministry for Justice
Accountants/Auditors Ministry of Interior Ministry for Finance
Lawyers Bar Association Ministry for Justice
Consultancy and Management of | Ministry of Interior N/A
Businesses
(Also providing CSP services)
Dealers in precious metals and Ministry of Interior N/A
stones

1.4.7. International co-operation

103. The area of MLA in criminal matters is governed by the Law on Mutual Legal Assistance
in Criminal Matters. The Ministry for Justice is the central authority responsible for handling
incoming and outgoing MLA requests related to any criminal offence, including ML/TF. The Mo]
can act on some requests directly itself (e.g. provision of official certificates or records it has
access to). Requests are forwarded to the competent court or prosecutor's office, depending on
the type of legal assistance sought. The requested data or information, once obtained, is referred
to the Mo] which forwards it to the requesting state (see 102). Montenegrin judicial authorities
may also provide or seek MLA directly with foreign counterparts (see 102).

104. The Montenegrin FIU is a member of the Egmont Group and connected to the Egmont
Secure Web system. The FIU has a dedicated International Cooperation Department, which is
responsible for the incoming/outgoing exchange of information and is currently composed of five
employees. The Montenegrin FIU was suspended from the Egmont Group and disconnected from
the ESW (between May 2019 and November 2020) following the restructuring of the FIU and the
shift from an administrative to a police type FIU. During this period international cooperation
was limited (see 102), however the AT noted that the FIU was active in finding alternatives to
enable international cooperation.

105. The Department for International Operational Police Cooperation, the Asset Recovery
Office Police Unit, and the Revenue and Customs Authority makes use of international networks
such as Interpol, Europol, CARIN, World Customs Organisation, SELEC and OLAF for international
cooperation purposes, as well as a number of bilateral agreements with counterparts from
Albania, Bosnia and Herzegovina, Croatia, Hungary, Italy, Kosovo”, North Macedonia, Romania,
Russia, Serbia, Slovenia, Ukraine, and United Kingdom.

106. The financial supervisors are integrated in the international community, through
membership in international supervisory communities or via signature of multilateral or bilateral

60 DNFBPs (supervised by the Mol) were until 2019 supervised by the FIU (APMLTF). Responsibility shifted to the Mol
upon the transformation of the FIU into a police-type FIU.

* All reference to Kosovo, whether to the territory, institutions or population, in this report shall be understood in full
compliance with United Nations Security Council Resolution 1244 and without prejudice to the status of Kosovo.
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agreements to facilitate international supervisory cooperation. The CBM also takes part
international colleges set up to facilitate the consolidated supervision of financial groups.

107. The effective provision and use of international cooperation is fundamental for
Montenegro considered that the main ML/TF threats in Montenegro have a strong international
dimension (i.e. international drug trafficking, migrant smuggling, tax evasion and criminal
activities of OCGs).
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

2.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 1

a)

b)

d)

Montenegro’s competent authorities demonstrated a reasonably good understanding
of the main ML risks in Montenegro, wider and more structured than the NRA
conclusions. It is worth noting that the most developed risk understanding was
demonstrated by the Judicial Authority, the SPO, SPU and FIU, and on the supervisory
side the CBM and the ISA. The other supervisors’ understanding is more limited. Most
of the key CFT authorities (mainly the NSA, the Police and the FIU) were able to
articulate a clear view on TF threats and vulnerabilities, including potential TF related
typologies that might occur in Montenegro, this notwithstanding a limited TF analysis
under the NRA.

Montenegro has carried out two National Risk Assessments, using the World Bank
methodology, in 2015 and 2020. The 2020 NRA is more nuanced and includes a more
comprehensive analysis. Authorities demonstrated a candid approach in detecting
vulnerabilities. Nonetheless, the scope of the NRA should have been broader, and the
analysis conducted more in-depth in relation to the following ML
threats/vulnerabilities: (i) use of cash and informal economy, (ii) abuse of legal
persons, (iii) high-level corruption and (iv) Citizenship by Investment Scheme. ML /TF
Risks associated with OCGs (which is an overarching threat) were analysed through
the 2017 and 2020 SOCTA. Other sectorial vulnerabilities within sectors other than
the banking and insurance sector have not been extensively analysed.

Following the 2020 NRA exercise, an Action Plan and other numerous strategic
documents have been adopted. The major risks identified are largely addressed
through these documents and have partially resulted in mitigating measures applied
by the authorities. Nonetheless, a number of actions are still pending notwithstanding
their importance (e.g. improving capabilities and resources for prosecuting and
convicting financial crime, and increasing the effectiveness of customs control
mechanisms). Moreover, the numerous strategic documents adopted generate
fragmentations and inhibit holistic coordinating actions.

The exemptions and simplified CDD measures set in the AML/CFT Law and Guidance
are neither supported nor consistent with the results of the NRAs.

The Strategies “for the prevention and suppression of terrorism, money laundering
and the financing of terrorism”, the NRAs and the accompanying action plans have
been used, to a large extent, to determine objectives and activities of some competent
authorities.

The mechanism in place at policy level (BOC/NIOT, PCB and [IWG) demonstrated a
certain level of effectiveness on national coordination for ML/TF issues. This was not
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g)

the case in relation to the PF. At an operational level, on ML, the SPO, the SPU and the
FIU showed a certain level of operational coordination and cooperation. Cooperation
is also established among some AML/CFT supervisors, and with the FIU. On TF, such
cooperation exists among the NSA, Police and the FIU. This is not the case for PF,
where coordination of actions to counter the financing of proliferation of WMD is not
adequate.

REs were involved in the NRA process through partaking in questionnaires,
interviews and other forms of data collection. Sector-wise, FIs were much more
involved than DNFBPs. The 2020 NRA has been published on the Government of
Montenegro’s website, and dedicated awareness raising initiatives have been
undertaken by the FIU and CBM for their reporting entities.

Recommended Actions

Immediate Outcome 1

a)

b)

d)

Montenegro should appropriately consolidate and prioritise actions contained in
various documents setting AML/CFT national policies, ideally in a consolidated
AML/CFT Strategy document that would ensure a holistic and harmonised approach
across all areas of AML/CFT. The Montenegrin authorities should also take swift
action in relation to a number of activities which are still pending, completing the
implementation of the 2020 NRA Action Plan and ensure that all competent
authorities set objectives and activities which are coherent with the AML/CFT
policies, and the risks identified.

Montenegro should analyse in further depth the ML risks associated with (i) the
extent of use of cash for ML purposes as well as the sectors most exposed to it and this
in light of the significant informal economy, (ii) high-level corruption to address the
misalignment between the “medium” risk rating assigned in the 2020 NRA, and the
higher risk of corruption perceived by the authorities in light of recent events, (iii) the
misuse of legal persons as set out under RA(a) for 105, as well as the TF risks as set
out under RA(a) for I09. Montenegro should continue monitoring the risks associated
with OCGs and emerging threats. In relation to sectorial vulnerabilities (other than for
banks and the insurance sector), Montenegro should (i) carry out more
comprehensive assessments prioritising the more material FIs and DNFBPs (namely
lawyers, notaries, organisers of games of chance, providers of company services, and
investment firms), and (ii) assessing the risks associated with real estate agents and
VAs/VASPs.

Montenegro should put in place an effective mechanism through which a risk
assessment can be updated and adjusted whenever the circumstances, or important
developments in ML/TF areas are observed or when intelligence/LEA activities may
warrant for.

Montenegro should continue implementing the necessary measures to limit the
impact of integrity issues on the judiciary and prosecution authorities’ AML/CFT
efforts.
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e) A country-wide effort should be undertaken to bolster the retention of granular
statistics which would permit the effective analysis and monitoring of ML/TF risks.

f) Montenegro should ensure that its domestic cooperation and coordination
mechanisms (the PCB and [IWG) aimed at mitigating risks are effective in monitoring
the implementation of NRAs and related Actions Plans. To this aim, Montenegrin
authorities should guarantee the maintenance of inter-institutional coordination,
stability in the organizational structure of the relevant competent authorities and
adequate budgetary resources.

g) Montenegro should review the exemptions and the permissible SDD measures,
particularly those regarding lawyers and notaries, to ensure that they are supported
by the country’s risk assessment findings and amend as appropriate.

h) Montenegro should take measures to mitigate the ML/TF risks associated with the
use of cash, such as considering the introduction and implementation of a cash
limitation policy.

108. Therelevant Immediate Outcome (I0) considered and assessed in this chapter is 10.1. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, 2, 33
and 34, and elements of R.15.

2.2. Immediate Outcome 1 (Risk, Policy and Coordination)
2.2.1. Country’s understanding of its ML/TF risks

Overview

109. Montenegrin authorities have a reasonably good understanding of ML risks, whereas the
TF risk understanding has been developed to a lesser extent. The most developed risk
understanding was demonstrated by the Judicial authority, SPO, SPU and FIU. Based on their
hands-on investigative experience, the authorities were able to articulate ML typologies for
different types of predicate offences as described further below.

110.  On the supervisory side, the CBM and the ISA demonstrated a good understanding of ML
risks and the most developed among supervisors. The Mol (supervising the majority of DNFBPs)
and CMA displayed an adequate level of understanding of general ML risks (however less
developed regarding sectorial specific risks), while the other supervisors demonstrated a limited
understanding (see 10.3).

111. Therisk understanding in Montenegro stems from a range of sources other than the NRA
findings¢!. This has been evidenced through in-depth discussions held on-site and information
provided. This risk understanding was mostly reflected through in-depth knowledge and
awareness on the key threats, including high level corruption and criminal activities associated
with OCGs. In addition, the authorities demonstrated a broader awareness on potential misuse of

61 Such as the domestic Serious and Organised Crime Threat Assessment reports (e.g. SOCTA 2017 and SOCTA 2021),
operational information.
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legal persons for ML purposes as well as risks of illicit flows entering the financial and real estate
sectors. In some areas, such as corruption and organised crime, the authorities’ understanding is
sound given the SOCTAs exercises and the operational and investigative efforts. Details of
authorities’ risk understanding are analysed further below.

The NRA process

112. Montenegro undertook significant efforts in conducting two NRAs, published respectively
in 2015 (available on the FIU’s website) and 2020 (available on the FIU and Government of
Montenegro website). Overall, the second (2020) NRA is reasonably structured, more nuanced
and includes a more comprehensive analysis compared to the first NRA. The 2020 NRA results
from the work carried out by the inter-institutional team led by the FIU. The inter-institutional
team consisted of eight working groups, including representatives from 25 institutions. One of
these eight working groups dealt exclusively with the assessment of TF risks. Private sector
representatives were also involved in the process through partaking in questionnaires,
interviews, and other forms of data collection.

113. Both NRAs were conducted using the World Bank’s Risk Assessment Tool, based on a wide
range of sources of information62. While the AT notes an increased quality of the analysis in the
2020 NRA, some shortcomings are still noted in relation to: (i) a lack of in-depth analysis in
relation to high-level corruption, the misuse of legal persons and the use of cash, and (ii) a limited
analysis of sectorial vulnerabilities (other than banks and insurance service providers).

114. Notwithstanding these shortcomings, it is worth mentioning that both NRAs
acknowledge, given its geographical location on the “Balkan route”, the country’s exposure to
cross-border risks in relation to “drug trafficking”, “human trafficking”, “smuggling in migrants”
and “smuggling in goods”, with a relevant involvement of domestic and foreign OCGs laundering
proceeds of crimes in Montenegro and abroad. These conclusions appear reasonable to the AT,

despite not being based on an extensive analysis.

ML risk

115. The ML risk understanding is reasonably good among most key stakeholders, going
beyond the NRA findings and conclusions. The 2020 NRA concluded that the ML risk is “medium”.
Whereas the AT does not dispute the appropriateness of risk rating assigned, concerns remain
with regards to the reasonableness and implications attached to the analyses of some key threats
(high-level corruption) and vulnerabilities (use of cash, informal economy, analysis of sectorial
vulnerabilities other than for banks and insurances).

62 For the 2020 NRA, data was collected for the period 2014-2019. The collected data included: the annual reports of
the Supreme Public Prosecutors’ Office, SOCTA reports produced by the Ministry of Interior - Police Directorate,
statistical data provided by the Supreme Court of Montenegro (e.g. confiscations of property) and by the Ministry of
Justice (e.g. MLA requests for ML cases), FIU typologies and relevant information contained in different domestic
Strategies. Moreover, NRAs also quote information contained in European institutions and agency reports (i.e.
European Commission and Europol Reports) and foreign civil-society organization report (i.e. Global Initiative against
Transnational Organized Crime).
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116. The authorities demonstrated a good understanding of the environment (e.g. notably
Montenegro's geographical position on the so-called “Balkan route”) in which predicate offences
are committed and the proceeds of crime are generated.

117. The authorities were able to articulate, based on the investigations carried out, how ML
occurs for different types of predicate offences where the real estate sector resulted, by far, the
“end user” of illegal funds. In relation to ML relating to tax evasion, the authorities highlighted
how this mainly occurs through the abuse of domestic and foreign legal entities which usually
provide fictious commercial transactions and services, and fake loans with the aim to justify
operations at the domestic banks. In some instances, the cash generated by such illegal activities
have been invested in real estate. Real estate sector is the sector where high-level corruption
proceeds are invested, usually using family relatives and close associates as nominees. Funds
generated by usury (“loan sharking”) are often invested in real estate where properties are
fictitiously owned by unemployed persons, acting as fronts. While local OCGs invest funds
(generated by domestic and transnational illegal activities) mainly in the following sectors:
banking sector, real estate sector and entertainment sector (e.g. gambling, restaurants, hotels).

118. Montenegro has identified in its 2020 NRA the following main ML threats: (i) high level -
“drug trafficking at international level” (where Montenegro is considered a transit country), “loan
sharking” (i.e. “usury”) and “evasion of taxes and contributions”, (ii) medium level - “corruption”,
“serious murders related to organized crime” and “drug trafficking at national level” and (iii) low
level - “property crimes”. Despite the shortcomings mentioned in the previous paragraph, the AT
deems that the identification and analysis of the threats, as presented in the NRA is reasonable in
the context of Montenegro.

119. With regards to OCGs, media reports and events that occurred during the referenced
periods3 highlight their significant involvement in criminal activity perpetrated in Montenegro,
despite a decrease noted in the number of active high-risk OCGs operating in Montenegro®+. The
findings and conclusions of the 2020 NRA as well as the 2017 and 2021 SOCTA illustrate that
OCGs are an overarching threat connected to the main identified ML threats. Most notably, the
2020 NRA analysis acknowledges that OCGs, when laundering proceeds of international drug
trafficking, use “sophisticated methods of electronic payment, offshore destinations, fictitious
companies, false identity and the physical transfer of cash across the border”65. With regards to
“loan sharking”, identified as a high threat, it involves the use of significant amounts of cash and
is also mainly perpetrated by OCG members, in some cases facilitated by lawyers and notaries
who assist in drafting relevant contractséé or by their unwillingness to report suspicions.

120. Therisks associated with OCGs activities, their structures, modus operandi, and typologies
used to launder the proceeds of crime were analysed in-depth within the 2017, and more
extensively, the 2021 SOCTAs. The 2021 SOCTA acknowledges, in relation to OCG: (i) their main
activity to be related to smuggling of narcotics, primarily cocaine, at the international level, (ii)

63 Bad Blood: A War Between Montenegrin Cocaine Clans Engulfs the Balkans - OCCRP
64 Page 18,2021 SOCTA
65 Page 25 of the 2020 NRA. The same modus operandi was also mentioned in the 2015 NRA (Section 3.4 of the 2015
NRA).
66 Page 20 of the 2020 NRA
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misusing legal entities for laundering proceeds through investments in construction business,
real estate acquisition or ownership of organisations of games of chance, both in Montenegro and
abroad. While the 2020 NRA was not updated following the 2021 SOCTA conclusions, the AT
deems that these have contributed to enhancing authorities’ understanding.

121. During the on-site discussions, LEAs indicated that OCGs invest their illicit proceeds in
several ways: (i) depositing cash or transferring funds on current accounts, (ii) acquiring
property (e.g., apartments, hotels and resorts) and luxury vehicles, and (iii) misusing legal
persons. These illegal activities are conducted using strawmen and/or domestic or foreign legal
persons. Cash is also used for the financing of associates, including families whose relatives are
in prison. The authorities could describe and analyse specific details of these OCGs activities.

122. Regarding high-level corruption, the 2020 NRA acknowledges its prevalence in
Montenegro, with illegal proceeds acquired through these criminal offences being extremely high
and running in millions of eurosé?. While there is uncertainty about the “medium” rating assigned
in the 2020 NRA to this threat, the AT positively notes that the discussions held with the
competent authorities, notably in relation to the existing cases, confirmed that “high-level
corruption” is considered to constitute a significant ML threat in Montenegro. The NRA analysis
and conclusion on corruption related ML threats, also in the light of some eventsé8 that took place
right before and after the on-site, call for a more in-depth examination of this matter, and a
possible reconsideration of this threat.

123. The NRA highlights that the use of cash is still considered to be significant in Montenegro
although to a lesser extent (compared to the previous period analysed under the 2015 NRA)¢°.
Montenegro is considered by the domestic authorities as a “cash-based economy” where the
informal economy is estimated to constitute around 24.5% of the total economic activity (see
section 1.4). Moreover, the physical transportation of cash across the border increased during the
recent years: through the use of large denominations and payments of persons for money
transfer’0. During the discussions held on-site, the authorities demonstrated awareness of the ML
risks associated with the use of cash, notably mentioning to the use of “money mules” to move
cash across borders. Despite the lack of a comprehensive analysis in the NRAs, competent
authorities are fully aware of this phenomenon and have proposed legislative amendments such
as through limiting the use of cash in the country.

124.  Although not mentioned in the 2020 NRA among the identified threats, “tobacco
smuggling” has been analysed in more detail in the 2021 SOCTA, according to which smuggling of
tobacco and drugs are the main crimes from which OCGs obtain important illicit funds.

125. Turning to the main ML vulnerabilities, the NRA listed the following: (i) inadequate
normative framework in certain areas, (ii) actions needed to increase the number of identified,
prosecuted and convicted ML cases, and capacities to confiscate proceeds of crime, including by

67 Page 31 of the 2020 NRA

68https://balkaninsight.com/2022/12/09 /montenegro-special-state-prosecutor-arrested-for-abuse-of-office /
https://balkaninsight.com/2023/07 /24 /montenegro-arrests-former-police-chief-for-abuse-of-office/

69 Page 48 of the 2020 NRA

70 jbidem
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conducting financial investigations, (iii) lack of human resources and expertise in AML/CFT
matters, (iv) an underdeveloped IT infrastructure (i.e. absence of case management systems and
of electronic maintenance of statistics), and (v) incomplete statistics’! which limit the quality of
analyses undertaken. Beyond the NRA, the authorities demonstrated awareness in relation to
other vulnerabilities such as budgetary issues (resources available for additional staff with
expertise, and for technical equipment) as well as limited AML/CFT regulation and supervisory
framework for some sectors (especially for DNFBPs). Moreover, concerns in relation to the
independence and integrity of the judicial system have been highlighted?2 as well as the impact
of the current fragile political and institutional architecture?? has on AML/CFT efforts. During the
on-site discussions, the vulnerability linked to tipping off and leaked documents and the need for
IT solutions to mitigate these issues was highlighted both by the authorities and the private
sector. The vulnerabilities as listed in the NRA and presented by the authorities appear realistic
and the AT, during the on-site visit, observed that they are still present in the country.

126. The sectorial ML risk distribution is the following: (i) high-risk - lawyers, the real estate
sector (i) medium-high risk - organisers of games of chance, particularly casinos, (ii) medium risk
- the banking sector, the capital markets, notaries, accountants (iii) low risk - the insurance
sector. Thus, overall, the DNFBP sector has been considered to be exposed to a higher ML risk
when compared to Fls.

127. The AT considers the sectorial risk distribution to be reasonable, although the analysis of
some sectors remains limited. Whilst the 2020 NRA does undertake an analysis of the ML/TF
vulnerability of products and services provided within banking and life insurance sectors, for
other sectors such as the Capital Markets, Real Estate, Organiser of Games of Chance, providers
of company services, and Lawyers (these being the most vulnerable according to the 2020 NRA)
the conclusion on the level of vulnerability does not properly take into account the type and
extent of provision of various products and services as well as other crucial factors.

128. The real estate sector has been assessed as high risk under the 2020 NRA. The NRA
highlights how based on FIU intelligence and practical experiences it appears that the acquisition
or construction of real estate is the most frequent manner of “placement” of illicit funds where
domestic and foreign OCGs are often involved. This has been confirmed onsite by all competent
authorities. The NRA 2020 considers persons involved in the construction, trade or mediation of
real estate to be exposed to the same level of risk (i.e. high risk of ML/TF). While this appears to
be clearly the case for persons involved in construction and trade of real estate, the rationale for
considering real estate agents to be exposed to the same heightened risk is unclear to the AT. This
since the NRA does not seek to analyse and understand the specific exposure of real estate
mediators (i.e. agents) to ML/TF risks in view of the extent of their involvement in property
transactions, their role in property transfers (e.g. whether they handle funds or merely fulfil a

71 Page 16 of 2020 NRA and Para 3.3. “System vulnerability on national level” of the 2015 NRA.

72 European Commission Report on Montenegro concluded that, with regard to the judicial system, “effective
independence, integrity, accountability and professionalism need to be further strengthened”, page 5, link: Page 5 of the
Montenegro 2022 Report by European Commission [SWD(2022) 335 final] https://neighbourhood-
enlargement.ec.europa.eu/system/files/2022-10/Montenegro%20Report%202022.pdf

73 EC report 2022 https://neighbourhood-enlargement.ec.europa.eu/montenegro-report-2022 en - page 4
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mediation role) and risks associated with type of clients they service, among other elements. The
NRA 2020 merely highlights that while construction companies are cash-oriented, the real estate
agents tend to operate more through current accounts’4 This is however insufficient to reach a
proper conclusion on the level of risk exposure for real estate agents, and the risk level attributed
to real estate agents does not appear justified considering the huge discrepancy in turnover made
by estate agents compared to construction companies (see section 1.4.3.).

129. Turning to lawyers, notaries and accountants, their risk exposure comes (to different
extents) from their involvement in real estate transactions and in providing services for legal
persons. However, the analysis does not consider the extent to which each of these respective
professionals provide services connected with real estate and company formation services which
would have a significant bearing on the ultimate risk exposure. By way of example during the on-
site discussions it transpired that notaries are more heavily involved in property deals in
comparison to lawyers since every property deal must be published by a notary. It was also
explained that accountants are more involved in the provision of company formation services
compared to lawyers. This does not correspond to the ultimate risk scoring for lawyers (being
high) in comparison to the medium risk assigned to notaries and accountants?s.

130. With regards to the gambling sector the factors underlining the medium-high risk were
mainly to: (i) the size of the sector, (ii) the use of cash, (iii) relevant presence of foreign visitors
(around 80%)7¢, and (iv) the issuance of bearer winning tickets. There is scope to enhance the
weighting attributed to the ownership structures of the operators, volume of funds handled, risks
associated with the types of games and volume of attached gaming and the level of AML/CFT
controls to derive a more solid conclusion. With the collection of more granular data through the
risk evaluation questionnaires launched for the gaming sector in 2023 (see 103) the authorities
will be in possession of detailed information to address this gap.

131. The 2020 NRA indicates that OCGs may be using VAs to launder proceeds of their criminal
activities?”. VAs and VASPs were subject to a separate ML/TF risk assessment carried out jointly
by the CBM and the FIU, based on a domestically developed methodology. The specific risk
assessment sought to examine the exposure of the domestic banking and investment sectors to
VAs (see section 1.4.3). The identified VA activity appeared to be modest compared to the activity
occurring within more important sectors. The authorities, however, acknowledged that this
analysis and obtained activity data is not entirely reliable, and believe that there exists a higher
risk of use of bank payment systems for VA/VASP trade.

132. The overall conclusion was that the sector was exposed to a high ML risk in relation to
VAs/VASPs. The conclusion was based on a prudent and candid analysis of various sources,
including a study on banking codes that international card issuers use with the aim to track VA-
related banking operations and intelligence confirming the appetite of OCGs in relation to VAs,
which, once converted into fiat currencies, would be invested in real estate (although limited in

74 Page 247 of 2020 NRA

75 Page 16 of 2020 NRA

76 Page 258 of 2020 NRA

77 Page 25 of the 2020 NRA
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number of cases and amounts involved). The analysis acknowledged the absence of a dedicated
regulatory framework, the lack of accurate data on the size of the VASPs and VA activities in
Montenegro and their potential misuse. The discussions held on-site suggest that the risk
understanding in this area is developing. Thus, the AT concluded that all the domestic competent
authorities (the SPO, SPU, Police, NSA, the FIU and CBM) are aware of the potential ML/TF risk
which might be associated with VASPs and VAs having regard to the risks and context of the
country. However, their risk understanding needs to be further consolidated, for this reason a
more in-depth risk analysis on the use of VAs and VASPs in Montenegro is needed.

133.  Despite the absence of a dedicated regulatory framework, the AT deems this risk analysis
to be a first positive step in understanding the ML/TF risks linked to VAs and VASPs and their
potential misuse, whereas in relation to misuse by OCGs, in particular through purchasing real
estate as reflected in the 2020 NRA and in the VAs/VASP risk analysis, there is scope to further
develop the understanding.

134. Elements of ML/TF risks associated with legal persons and typologies of misuse appear
in a number of streams, including the 2020 NRA, however Montenegro has not yet conducted a
comprehensive and integrated risk assessment in relation to legal persons (see 10.5 for further
details). The understanding of ML/ TF risks associated with legal persons was the most developed
among the LEAs and the FIU (which have dealt with criminal cases involving legal persons), and
the CBM, which is the main AML/CFT supervisor. These authorities demonstrated an adequate
understanding of the current risk of abuse of legal persons in relation to both ML and TF. There
however seems to be a lack of appreciation of vulnerabilities of Montenegrin legal persons and
an understanding of the effectiveness of the control framework to prevent misuse of legal persons
for ML/TF (including the roles played by CSPs, accountants, lawyers and notaries providing
services related to the formation, management of and accountancy services for the domestic legal
persons) and ensure the provision of adequate and up to date basic and BO information.

135. No ML/TF risk assessment was conducted on the Citizenship by Investment scheme. Over
the period that this scheme was in operation (from 1 January 2019 to 31 December 2022) around
€80 million have been generated. This turnover when compared to the turnover generated
through other products and sectors (e.g. real estate sector and gaming) is modest and should be
taken in consideration when reflecting on the weighting of this lack of analysis. Based on
information provided onsite, it resulted that, although the Mol (in liaison with other national
authorities from which useful intelligence/information is sourced - see section 8.2.3) was, to a
certain extent, involved in the verification process, most of the due diligence process on
applicants’ profiles and origin of funds was carried out by foreign Due Diligence Agencies. The AT
questions the appropriateness of the mechanism adopted and highlights possible conflicts of
interests among the parties involved (i.e. applicants, DDAs and “intermediate agents” who
introduce the applicants to the programs). The weak domestic controls, coupled with the
potential conflict of interest among the parties involved in this scheme are indicative that the
scheme was potentially vulnerable to being exploited for ML/TF purposes.

136. On new emerging ML/TF risks, the Montenegrin authorities (i.e. the FIU and the CBM)
elaborated on the increase in the number and volume of deposits held by non-residents, following
the Russian Federation’s military aggression against Ukraine. These funds are mainly deposited
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in banks and/or invested in the real estate sector with a spill over effect in the price of
construction and real estate. The SPO also mentioned that footprints of VAs have been identified
in the course of investigations. Authorities indicated, that to mitigate these emerging risks, at
least, provisions limiting the use of cash and regulation for VAs are needed respectively. Police
Forces also indicated that cyber-crime is considered a potential threat related to ML risk.

TF risk understanding

137. Montenegro’s TF risk exposure was assessed as low and considered primarily in the
context of the terrorism threat. The AT has some concerns on the reasonableness of this
conclusion.

138. The 2020 NRA analysis is quite generic in relation to both TF vulnerabilities and threats.
The potential TF threats were identified to be: (i) ideologically and religiously motivated
terrorism and emerging trends propagating radicalism of all forms78; (ii) participation of some
Montenegrin citizens in armed conflicts abroad, including in Syria, and their return to the
country?9; (iii) terrorist infiltration linked to a massive influx of migrants and refugeess?; (iv) use
of modern technologies and social networks to propagate ideas and raise funds, including
through the use of virtual assets8!.

139. The quality of the TF risk analysis in both NRAs needs improvement notably by covering
more thoroughly the TF risk exposure through cross border cash movements, movements of
funds through banks and MVTSs, as well as threats of TF associated with misuse of NPO activities
and the emerging trend of using virtual assets.

140. In relation to OCGs, the Montenegro authorities have indicated a lack of connection
between OCGs and religious extremism. This is based on the experience of the authorities and
their intelligence gathering efforts as well as the absence of any connection revealed by
supervisory findings, STRs and other financial intelligence, the activities of LEAs and prosecutors
or through international cooperation. OCGs operating in Montenegro are profit-driven rather
than ideologically motivated, and the authorities are of the view that OCGs would regard
extremism as destabilizing their profit base (see 10.9).

141. Inrelation to the NPO sector, the 2020 NRA has identified it as more vulnerable to TF risks
due to the lack of an effective system for the control of NPOs’ financing, notably in respect of
monetary donations, especially from abroadsz. The analysis reflected in the NRA concluded on a
low the level of TF risk in the NPO sector without adequate substantiations3.

142. The assessment of the TF sectorial vulnerabilities remains limited, with no analysis of the
vulnerability of products, services, client risk and outgoing transactions to understand the
sectorial TF risk exposure, and this despite banks, MVTSs and NPOs being acknowledged to be
vulnerable to the financing of radical religious groups. Moreover, the AT notes the absence of

78 NRA 2020, p,275; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77

79 NRA 2020, p.275, 277; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77
80 Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24

81 NRA 2020, p.293

82 page 291 of the 2020 NRA

83 page 292 of the 2020 NRA
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adequate monitoring of NPOs (see 10.9 and 10.10). Thus, AT considers that the conclusion on TF
vulnerabilities in the risk assessment is impacted by an underweighting of some important
elements.

143.  Overall, despite the aforementioned gaps in analysing the TF vulnerabilities, most of the
authorities demonstrated a generally good understanding of TF risks, going beyond the NRA
conclusions, which derives mainly from the intelligence-based analysis and investigations
conducted. The authorities acknowledge that Montenegro, like other countries in the region, has
been facing a long-term increasing trend of radical propaganda activities, with a number of so-
called “parajamats” of these groups carrying out religious indoctrination. There are, however, no
indications that these structures provide facilities for the recruitment and training for the
planning and execution of terrorist activity84. The authorities also showed awareness about the
potential threat posed by members of radical groups from the region which might support or be
linked to terrorism (see 10.9).

144. The NSA dedicates considerable resources to intelligence gathering and monitoring of
individuals and organisations potentially linked to terrorism, including their financial flows (see
cases under [0.9).

2.2.2. National policies to address identified ML/TF risks

145. Since 2015, Montenegro has produced a number of AML/CFT policy documents, which
were adopted by the Government, including: (i) the Action Plans attached to both NRAs (hereafter
the 2015 Action Plan and the 2020 Action Plan) and (ii) two Strategies “for the prevention and
suppression of terrorism, money laundering and the financing of terrorism” (2015-2018 and
2022-2025, hereafter the “AML/CFT Strategies”) and their respective biennial Action Plans.

146. At the national AML/CFT policy level, the coordinating bodies (PCB and IIWG) for
monitoring the implementation of the Actions Plans of the NRAs and on AML/CFT measures have
been established and operate with adequate degree of effectiveness: the legislative and
regulatory measures proposed by these bodies were implemented (e.g. amendments to the
AML/CFT law and the conduct of a VASP/VA risk analysis). The implementation of both AML/CFT
Strategies and their respective Action Plans is monitored by the Bureau for Operational
Coordination (BOC), supported by an operational working team (i.e. NIOT) that is entrusted to
monitor the concrete actions undertaken (see R.2 for further details).

147. At operational level, on the law enforcement front, as planned, some of the measures set
out in the 2020 NRA Action Plan to strengthen the FIU have been adopted (e.g., re-organization
of the FIU within the Police Directorate, re-connection to the Egmont Group, direct access to
Europol and Interpol databases). However, several other activities on national ML vulnerabilities,
among which, improving capabilities and resources for prosecuting financial crime and for court
proceedings®s and increasing the effectiveness of customs control mechanisms8¢ have not been
undertaken yet. Turning to supervision, some amendments to the sectorial legislation in relation

842021 SOCTA, p. 77.
85 Respectively, “operational goal 4” “operational goal 5” of the Action Plan of 2020 NRA.
86 “operational goal 6” of the Action Plan of 2020 NRA
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to capital markets have been adopted, the CBM has enhanced its AML/CFT supervisory
framework, and financial supervisors (the CBM, the ISA, the CMA and EKIP) have been carrying
out supervisory and training activities to varying degrees with the CBM being the most active.
However other legislative, regulatory and operational activities to strengthen the supervision of
FIs are still pending, such as drafting by laws under the LPMLTF, ensuring an operational BO
register, promoting FIs’ IT developments, organizing training, adequate screening of employees,
and improving AML/CFT compliance systems. Moreover, none of the activities set in the Action
Plan of 2020 NRA in relation to DNFBPs were adopted by the end of the onsite visit.

148. While the 2015 Action Plan included 34 actions based on identified ML/TF risks, the AT
is of the view that its content remains broad and general with regards to the actions to be
undertaken, without any mentioning of priorities, deadlines and allocation of resources. On the
other hand, the 2020 Action Plan contained information on strategic and operational goals with
indication in terms of initial status and expected results. Each operational goal is detailed with a
list of activities aimed at implementing it. For each activity, result indicators are established,
deadlines are set, and responsible competent authorities are appointed, as well as the source of
funds used (budget or donors). While priorities are not clearly set in the Action Plan, this can be
inferred from the urgency attached to the deadlines, despite the latter not having been met in
several instances. To a large extent, the actions contained in the 2020 NRA Action Plan, are
comprehensive and appropriate to mitigate the vulnerabilities detected and to reduce the
identified ML/TF risks.

149. Based on information provided, 48% of the measures contained in the 2020 Action Plan
had been implemented or in the process of being implemented at the time of the on-site visit.
While in relation to CFT few activities envisaged by the Action Plan of 2020 NRA have been
undertaken so far, other measures contained in the AML/CFT Strategies, have been undertaken
by domestic authorities. Nonetheless, it is worth mentioning that during the referenced period,
Montenegro has demonstrated a good level of proactivity in implementing several measures
aimed at addressing identified ML/TF risks, notably in relation to higher risk sectors and areas.
For instance, in relation to the real estate sector, (i) public notaries have been required to notify
the FIU, on a weekly basis, about property sale contracts where the financial transactions exceed
EUR 15,000; (ii) construction companies and traders in real estate (whose materiality constitute
around 12% of the GDP) have been included as REs under the LPMLTF. Moreover, in relation to
the misuse of cash and the high level of informal economy, initiatives have been undertaken at a
legislative and operational level to monitor cash payments exceeding EUR 10.000 (through CTR
submissions) and a new IT solution has been set up by the RCA for storing cross border
declarations, with the FIU being given direct access thereto.

150. The two AML/CFT Strategies contain more counter terrorism elements rather than CFT
elements. Some of the measures contained in the 2022-2025 Strategy emanate from the 2020
NRA conclusions. This is a positive approach in term of coordination on AML/CFT policy
documents. It's worth mentioning that, in relation to 2022-2025 AML/CFT Strategy, the activities
requested by the Ministry of Interior, the Ministry of Defence, the Police Directorate and the
National Security Agency (NSA) have been largely implemented while others are in the process
of being implemented. Worth noting that the measures contained in this document complement
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the measures contained the Action Plan of 2020 NRA and thus, indirectly, support the
implementation of the latter.

151. In relation to VA and VASPs, the 2022-2025 AML/CFT Strategy and the VA/VASP risk
analysis of 2021 include actions and recommendations entailing the licensing and supervision of
VASPs, legal amendments to ensure compliance with R.15 and upskilling of various competent
authorities amongst others. Other than the AML/CFT regulation of VASPs and these prospective
plans, Montenegro took no risk-based measures to prevent and mitigate ML/TF risks within this
area. Overall, Montenegro has adopted valuable AML/CFT policy setting documents. The strategic
and operational goals set in the 2020 Action Plan are largely in line with the NRA findings and the
related activities are formulated in an appropriate manner with measurable indicators. However,
certain actions set in the Action Plan of 2020 NRA have not yet been implemented or have not
been implemented in due time. On the positive side, the authorities have adopted ad-hoc
measures with a specific focus on higher identified ML/TF risks and other measures originating
from the AML/CFT Strategies. For this reason, the authorities have yet to consolidate and
prioritize mitigating measures to ensure a holistic and harmonized approach and adopt swift
actions with the aim to bring together a consolidated AML/CFT strategy.

2.2.3. Exemptions, enhanced and simplified measures

152. The Montenegrin AML/CFT framework caters for some exemptions and simplified
measures as follows.

153.  As for lawyers and notaries, they are not defined as reporting entities (REs) but are
subject to specific AML/CFT provisions which demonstrated a number of deficiencies (see R.22
and R.23). This “lighter framework” does not appear to be justified given that the 2020 NRA
identified lawyers as bearing a high ML risk and notaries as bearing a medium ML risk. The AT
holds the view that more serious concerns impact the application of preventive measures by
these sectors (see 104) beyond these technical deficiencies.

154. Furthermore, trust service providers, and providers of company services other than
company formation and fiduciary services (which is undefined) are not covered for AML/CFT
purposes. This does not appear to be justified having regard to the higher ML/TF risks emanating
from the misuse of legal persons. The AT noted that the impact of these exemptions is limited in
the case of accountants (see 104), and also considering the limited use of foreign trusts in
Montenegro (see section 1.4.3.).

155. Moreover, as stated under c.10.18, the Guidelines issued by the ISA (point 87) and the
CBM (section 4.1.2) applicable to insurance service providers and FIs licensed by the CBM permit
the application of SDD in certain specific cases considered to present a negligible/lower risk of
ML/TF. Although this approach is reasonable it is however not backed up by any findings of NRAs.

156. REs providing electronic money services are, exempt from applying CDD measures, if, on
the basis of the entity risk assessment, it is established that there is lower ML/TF risk and a
number of conditions are met (see c.1.6 under R.1). These exemptions do not apply when a
transaction or customer are linked to ML/TF suspicions, when electronic money is bought in cash
or where the payment instrument allows for cash withdrawals of more than €100. The
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exemptions pertaining to electronic money issuers are purely technical considered that there
were no such institutions active in Montenegro.

157. The exemptions and SDD scenarios mentioned above are not supported by the
conclusions of either one of the NRAs, and neither do these NRAs provide any assessment which
would substantiate lower ML/TF risks in relation to the above products/sectors and hence justify
the application of these exemptions.

2.2.4. Objectives and activities of competent authorities

158. The AML/CFT Strategies “for the prevention and suppression of terrorism, money
laundering and the financing of terrorism”, the NRAs and the attached Action Plans have been
used, to a large extent, to determine objectives and activities of some competent authorities.

159. Atapolicylevel, based on the findings of NRAs and activities indicated in the actions plans
attached to NRAs and to the AML/CFT Strategies, certain initiatives have been undertaken in line
with the identified ML/TF risk. For example, amendments to the AML/CFT Law have been
proposed with the aim to limiting the relevant use of cash, to include construction companies and
traders in real estate among REs and to establish a BO register for legal persons. These measures
are coherent with and focused on higher identified ML/TF risks in the NRAs.

160. At an operational level, few competent authorities provided information on how the
identified ML/TF risks have been incorporated in their objectives and activities. For instance, in
relation to cross-border movement of cash, the FIU and the Customs have signed an MOU based
on which the FIU has online access to the passenger movement data, cash declarations and seized
cash since January 2023. In relation to the real estate sector, the FIU collects from notaries, on a
weekly basis, information on property contracts exceeding €15,000. This constitutes the basis for
additional source of information for intelligence in relation to riskier sectors and areas in the
country.

161. The CBM provides information on the AML/CFT activities carried out in the course of the
years through annual reports8’. These include: participation in the drafting of AML/CFT
legislation, issuance of guidance and ML/TF indicators, supervisory activities carried out and
results emerged, as well as other-related initiatives from the private sector (e.g. new IT tools
adopted) and from the CBM (e.g. projects connected with new technologies). The information
provided in the CBM reports suggests that AML/CFT activities have been increasing over the
years which demonstrate the level of commitment by the CBM on this matter (e.g. development
of a structured risk-based approach) are risk based and follow the outcome of NRAs.

162. Moreover, the CBM and the FIU have identified as emerging risks the increase in number
and in volume of current accounts held by Ukrainian and Russian citizens, complemented by a
growth in the use of cash and consequence rise in the price of real estate where these persons
have invested. AT was informed that the Montenegrin competent authorities are monitoring this
potential emerging risk through various means, in particular by receiving information on the level
of deposits within the banks (for each bank full info on amount, period of time, on non-residents

87 Central Bank of Montenegro Annual Report for 2021, page 63 and 64.
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specially) that contains information on the percentage of the nationality of clients that are making
deposit, by each bank. Based on the information provided by Montenegro, this is used for thematic
off-site supervision of the banks regarding the increasing level of clients from these jurisdictions.

163. In relation to real estate sector (identified as exposed to a higher ML/TF risk), the Mol
has, since the adoption of the 2020 NRA, slightly increased the number of inspections and
imposed some administrative actions due to the violations identified. Although as set out under
103, these supervisory activities are not sufficient.

164. As far as the gaming sector is concerned, which has a higher ML/TF risk exposure, the
Administration for Games of Chance (regulating this sector) has in 2017 established an IT system
(ISONIS) where all the online operators are registered, and required to report each transaction
executed by customers including the following data: number/amount of payments,
number/amount of payouts, ID details and identification of the gaming station used to play.
However, the FIU and other competent authorities do not have direct access to this IT system
which might be beneficial for its functions.

165. In relation to NPOs, the CBM (according to its risk based supervisory activities) always
selects NPO-clients when verifying the compliance of AML/CFT requirements of FIs. This
emphasizes the importance given by the CBM on monitoring business relationships held by NPOs
which might be at TF risk abuse. The lack of a comprehensive risk assessment of NPOs by
Montenegro is an obstacle for setting risk-based AML/CFT measures for banks regarding NPOs,
which opt to classify NPOs as high risk or decide not to service them. Worth indicating that the
CBM has issued guidance for banks which requires the latter to classify NPOs as high-risk by
default. The issuance of this guidance demonstrates the attention posed by Montenegrin
Authorities to TF-related issues. However, on a less positive side, based on the information
provided onsite, the CBM’s measures are indiscriminately applicable in respect to all NPOs
irrespective of their scope. This leads to excessive due diligence and has the effect of discouraging
clients from the NPO sector conducting legitimate activities through financial regulated channels
and results in an unintended consequence of the AML/CFT measures.

166. The RCA in its annual reports88 provides insight of the activities carried out, including
actions against fraud, cross borders smuggling, “grey economy” and other irregularities. These
activities have been taken cooperating with international and foreign counterparts (among
which, OLAF and Interpol) and in cooperation with domestic authorities (i.e. State Prosecution
Office and Police). These lead to investigations and criminal reports. Such activities show that the
RCA’s activities address some of the main identified ML threats of the NRAs (i.e. fraud, goods
smugglings, informal economy, misuse of cash).

2.2.5. National coordination and cooperation

167. Competent authorities (SPO, SPU, the FIU and some supervisors, under respective
competences) demonstrated setting and operating various co-ordination and co-operation
mechanisms aimed at ensuring the implementation and monitoring of various strategies,

88 Work Report of Customs Administration for 2020, page 12.
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including those on the prevention of ML/TF and terrorism, at monitoring the enhancement of the
compliance of Montenegro with the international AML/CFT standards, and also aimed to facilitate
operational co-operation. Overall, a good level of coordination and cooperation among
authorities have been demonstrated at a policy and an operational level.

168. At a policy level, Montenegro has indicated that the National Security Council (NSC)
coordinates the work of the intelligence and security sector. The operational tasks are performed
by BOC which is established by the Government and tasked with, among others, forming
interinstitutional working teams for operational issues. BOC has established the National
Interdepartmental Operational Team for the Suppression of Violent Extremism, Terrorism,
Money Laundering and Terrorist Financing (NIOT). The task of the NIOT is, among other things,
to manage, coordinate and monitor the activities of state bodies, state administration bodies and
other relevant institutions for the prevention and suppression of violent extremism, terrorism
and ML/TF (further information is provided under R.2).

169. The NIOT meets on a monthly basis with the aim to monitor the effective implementation
of the activities set in the AML/CFT Strategies and to draft and submit periodic reports to the BOC
on the level of implementation. The periodic reports contain detailed information on the degree
of realization of activities, the results achieved, the challenges encountered and linked
recommendations, and the financing of the planned activities. Moreover, the progress made in
relation to each operational goal (which constitutes the strategic goal of the AML/CFT Strategy)
is presented in detail. In addition to this monitoring function, the NIOT is also in charge of drafting
other strategic documents, and exchanges with regional and international bodies involved on the
topics for which it carries out the monitoring functions.

170. The latest periodic report by the NIOT in relation to the implementation of 2022-2025
AML/CFT Strategy shows that in the period 2022-2023 most of the activities envisaged under the
respective operational goals have been implemented or are continuous actions (such as training
initiatives). These activities and actions include the adoption of legislative acts on preventing and
countering terrorism and on critical infrastructure. Other activities are related to the
establishment of databases on restrictive measures and related training initiatives as well as
other training courses for Judges, prosecutors, LEAs and personals dealing with CT as well as
other operational activities in the field of CT and WMD. This shows a certain good level of
effectiveness in relation to national coordination for the implementation of the 2022-2025
AML/CFT Strategy.

171. As for the implementation of Actions Plans related to NRAs, the FIU has played a relevant
role in this regard. In 2021, the Government established the [IWG with the task to coordinate all
the activities in the AML/CFT area. Since the end of 2022, a Permanent Coordinating Body (PCB)
was also established and tasked with the preparation of the NRA and the Action Plan, monitoring
of the implementation thereof as well as the coordination and direction of activities on the
AML/CFT by competent authorities (for further details see Rec.2).

172. The PCB holds its meeting once a month and if necessary additional meetings are
organised. The agenda of the meetings refers to issues related to fulfilment of measures defined
in the Action Plan, challenges that the competent authorities meet in this regard, and other related
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AML/CFT issues. When performing its functions, the PCB is authorized to involve any of the
authorities in its work when it is necessary and to create ad hoc working groups (e.g. when
drafting specific sectorial risk assessments).

173. More broader is the list of the 21 members of the IWG compared to PCB members (see
R.2 for details) where representatives of the key AML/CFT competent authorities are included,
among which representatives from the Supreme Court, the SPO, the Police, the NSA, the FIU,
Supervisors, Tax and Revenue and Customs Authority, Registers of legal persons, and
representatives of main Ministries involved in the AML/CFT process. Representatives of the
Agency for Anticorruption are not included, which given the risk profile of the country on that
matter, would be beneficial.

174. Beside the coordinating functions on the implementation of the international AML/CFT
standards domestically, the role and function of the IIWG is also to raise awareness among its
members about new AML/CFT obligations that fall under the scope of their competences, to
inform them on the measures adopted and results achieved in the AML/CFT field and to take
account of the AML/CFT achievements each authority obtained under its competence.

175. The IIWG informed the AT that, among others, the following topics were discussed: TF,
NPOs, VA/VASPs and TFSs-related issues: the IIWG elaborated its proposal in relation to the
harmonization of the LPMLTF with the V AML EU Directive, approached SRBs acting as DNFBPs
supervisors for Lawyers and Notaries, invited the CBM and FIU to carry out a ML/TF risk analysis
of VA/VASPs sector and proposed amendment to the Law on IRM with the aim to incorporate
elements of TFSs related to the proliferation of WMDs.

176. It was observed that the overarching issue of the political stability impacts the output of
the various interagency mechanisms (i.e. BOC (which is chaired by the Prime Minister) and [IWG
(which is chaired by the Ministry for Interior) and thus on the effective implementation of the
national AML/CFT legislation and policies.

177. At operational level, on countering ML, the SPO, the SPU and the FIU showed a certain
level of operational coordination and cooperation when performing their activities. The SPO,
when coordinating investigations, resorts on the SPU staff and when the case is triggered by the
FIU, this is involved in the investigation (JIT). This also includes JITs with foreign counterparts
(please see Case No. 3.5: “MIG” - 2021 and Case 8.9 - Use of Joint Investigation Teams). Worth
saying that the RCA is not involved in national JITs.

178. On preventing AML measures, the cooperation mechanism between the CBM and the FIU
(based on MOU) functions adequately, while meetings and information sharing among AML/CFT
supervisors (including the ISA and the CMA) take place.

179. The RCA has been cooperating with domestic authorities (i.e. SPO, Police) for the
investigations and criminal reports on some of the main identified ML threats (i.e. fraud, goods
smugglings). These actions have also been taken cooperating with international and foreign
counterparts (among which, the OLAF, Interpol).

180. In relation to CFT, at a policy level, competent authorities (e.g., Police, the FIU, the NSA
and RCA) are regular members of the NIOT that is tasked to monitor the implementation the two
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Strategies “for the prevention and suppression of terrorism, money laundering and the financing
of terrorism” mentioned above. Based on the list of actions set in the respective biennial Actions
Plans, so far, most of these activities have been successfully undertaken.

181. At operational level, with regards to the CFT, the NSA and the Police Force cooperate in
relation to terrorism, and this has been done also with the support of the FIU when the financial
component is present. As detailed under 109, that Montenegrin Authorities adopted an
intelligence-based approach to reveal, detect and investigate terrorism and TF suspicions, which
represents a strong element, and ensures a sufficient and effective level of detection and
immediate coordinated response to potential terrorist acts.

182. On proliferation financing, as regards the cooperation and coordination among
authorities aimed to develop and implement policies and activities to combat the financing of
proliferation of WMD, Montenegro has adopted the National Strategy for non-proliferation of
WMD (2016 - 2020) aimed at improving the coordination for suppression of WMD, strengthening
the capacities for gathering and exchanging intelligence necessary to detect, identify and monitor
threats caused by WMD and dual use items. This Strategy resulted, inter alia, in the creation of
the National Coordination Body on Counter-Proliferation (NCBCP). While, according to the
authorities, these measures have contributed to ensuring the prevention of financing of
proliferation of WMD, no information has been provided in relation to coordination and
cooperation of policies and activities in relation to the financing of WMD.

2.2.6. Private sector’s awareness of risks

183. The level of understanding of ML/TF risks varied across sectors. Banks and MVTSs that
are part of international groups and some of the domestic banks demonstrated a sophisticated
understanding of ML risks to which Montenegro is exposed especially in terms of ML threats,
noting that OCGs, use of cash, tax evasion, and misuse of legal entities, amongst others, are serious
ML threats for Montenegro. The other non-bank FIs’ understanding of ML risks is adequate but
mainly confined to the NRA conclusions. To the exception of accountants (which also provide
company services) and auditors, the other DNFBPs did not display appropriate knowledge of ML
risks, including of the NRA outcomes. In relation to TF risks, the understanding was generally low
across all sectors.

184. As for the 2020 NRA, a large number of representatives of the private sector met onsite
confirmed their involvement in the process, through replying to questionnaires and attending
meetings, and were able to elaborate on its findings. Some of the financial supervisors (CBM and
CMA) have circulated the NRA findings or organized training seminars on the main outcomes and
have requested REs to review their AML/CFT internal policies and procedures in the light of the
2020 NRA findings.

185. The authorities explained that, after their adoption, the 2015 NRA, and the related Action
Plans were published on the website of the FIU. The 2020 NRA has been published on the
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Government of Montenegro website on the 21 February 202189, The financial supervisors (CBM
and CMA) have also notified their respective REs about the publication of this document, while
this was not the case for other supervisors. The FIU and the CBM also provided information about
the NRA, during seminars held with representatives of banks and other REs.

Overall conclusions on 10.1

186. Competent authorities demonstrated areasonably good understanding on how ML
occurs in Montenegro. The understanding of the Montenegrin Authorities is wider and more
structured compared to the analysis and findings of the NRAs. There is scope to enhance the risk
understanding of some important ML threats and vulnerabilities (e.g., high level corruption,
misuse of legal persons, VASPs, CSPs, misuse of cash and informal economy) notably by carrying
out an in-depth analysis, supported by appropriate statistics.

187. Most of the key CFT authorities demonstrated a generally good understanding of TF risks,
going beyond the NRA conclusions, which derives mainly from the intelligence-based analysis
and investigations conducted. The assessment of the TF sectorial vulnerabilities remains limited
and needs improvement notably by covering more thoroughly the TF risk exposure through cross
border cash movements, movements of funds through banks and MVTSs, as well as threats of TF
associated with misuse of NPO activities and the emerging trend of using virtual assets.

188. While Montenegro has adopted national AML/CFT policies which consist of two AML/CFT
Strategies, two NRAs and the related Actions Plans, the country needs to do more with the aim to
consolidate and prioritize actions contained in these various documents ensuring a holistic and
harmonised approach across all areas of AML/CFT.

189. Montenegrin authorities should also take swift action in relation to a number of activities
which are still pending, completing the implementation of the 2020 NRA Action Plan and ensure
that all competent authorities set objectives and activities which are coherent with the AML/CFT
policies and risk identified.

190. There are mechanisms in place at policy level (BOC/NIOT, PBC and IIWG) which
demonstrated a certain level of effectiveness on national coordination for ML/TF issues. This was
not the case in relation to the PF. At an operational level, on ML, investigating authorities showed
a good level of operational coordination and cooperation when performing their activities.
Cooperation is also established among AML/CFT supervisors. On TF, such cooperation exists
among the NSA, Police Force and the FIU, while this is not the case for PF.

191. The exemptions and simplified CDD measures set in the AML/CFT Law (especially those
related to lawyers, notaries and CSPs) are neither supported nor consistent with the results of
the NRAs. This is relevant given the risk and context of the country (i.e. misuse of real estate and
legal persons), thus the country should remedy these deficiencies.

192. Montenegro is rated as having a Substantial level of effectiveness for 10.1.

89 Nacionalna procjena rizika od pranja novca i finansiranja terorizma sa akcionim planom (www.gov.me
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 6

a)

b)

d)

The competent authorities access a wide variety of financial intelligence and other
relevant information when conducting criminal and financial investigations. This
information is mainly used to develop evidence on and trace proceeds of predicate
offences. Its use to identify and investigate ML occurs to a lesser extent. Financial
intelligence has not led to TF investigations, though LEAs systematically use it to
conduct intelligence-based analyses and preliminary investigations.

The FIU regularly disseminates information to the LEAs, which is largely aligned with
the country’s risks and considered to be of good quality. The LEAs and state
prosecutors make use of FIU disseminations to launch ML/TF preliminary
investigations and investigations into other crimes, however, do not sufficiently use it
to trigger ML investigations. This results from the over focus on evidencing the
underlying predicate crime when investigating and prosecuting ML and the general
lack of prioritisation of the ML offence (see 10.7). A positive practice of forming
investigative teams with the involvement of the FIU to investigate ML has recently
been established, while there is insufficient feedback provided by the LEAs to the FIU.

The level of reporting is low across all sectors, and in particular high-risk sectors such
as lawyers, notaries, providers of company services and casinos. The FIU has noted
improvements in the quality of STRs filed by some of the banks. STRs constitute the
main trigger of FIU disseminations and are fairly usable in this respect.

The FIU makes effective use of the extensive intelligence pool (i.e. STRs, CTRs,
property contract reports and cross-border cash declarations among others) to
conduct operational and tactical analysis, but to a lesser extent for strategic analysis
purposes to detect and disseminate information on ML/TF trends and typologies in
higher risk areas, such as use of cash, corruption, drug trafficking, organized crime,
and tax evasion. The monthly strategic analysis on the quality of the STRs submitted
by banks is commendable and a useful asset for the CBM’s supervisory activities.

Important steps were taken to strengthen the FIU’s capacities and its performance.
The FIU has increased its budget, human and IT resources which is commendable, but
further enhancement of resources (especially in the IT infrastructure, adequate STR
prioritization and filling the vacant positions) is still required. This is especially
relevant considering the required initiatives to increase the submission of STRs.

Immediate Outcome 7

a)

The prosecutorial and police authorities of Montenegro have sufficient powers to
identify and investigate ML. However, in practice they did so in a limited number of
situations, mostly in connection to ML related to domestic predicate offences. It was
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b)

d)

g)

h)

largely caused by (i) the absence of a clear policy, criteria and an appropriate
coordination mechanism applicable to different branches of prosecution and police to
identify and investigate ML, (ii) the limited scope of financial investigations (including
informal ones) which are concentrated on establishing assets subject to confiscation
and do not aim at the identification and investigation of ML, and (iii) the limited use
of incoming international cooperation requests to start ML investigations
notwithstanding the high risk of laundering of foreign crime proceeds.

The ML investigations and prosecutions are consistent with the risk profile of the
country to a limited extent. The prosecutors often prefer pursuing the confiscation of
predicate crime proceeds rather than investigating and prosecuting associated ML.
The high-risk proceeds-generating offences were insufficiently considered for
identifying, investigating, and prosecuting ML.

In the absence of judicial practice, which is still expected, the prosecutors and judges
have an uneven understanding of what constitutes proceeds of criminal activity in
stand-alone ML cases. This led to setting a high evidentiary standard for proving ML.
There are no guidelines to assist the authorities.

The ML prosecutions were on the decline throughout recent years, while the number
of ML convictions is very low which does not correspond to the ML risks. The
prosecution and conviction of third-party, stand-alone ML and ML with foreign
predicates has been insufficiently pursued. This has been done relatively better in
terms of self-laundering prosecutions, but still at an unsatisfactory level. Legal
persons were insufficiently pursued in ML cases despite their frequent use in ML.

Lengthy court proceedings (including to a lesser extent confirmation of indictment
proceedings) are leading to undue delays in most ML cases. This had a negative impact
on the effectiveness of the criminal justice system for combating ML.

Montenegro has a shortage of human resources at the Police, the SPO and the judiciary
to deal with ML cases. The level of expertise at the prosecutorial and police offices,
other than the SPO and the SPU, is insufficient for properly detecting ML. There is a
need for continuous AML trainings for the Police, the Prosecution Service and the
Judiciary, including on the elements of ML offence and evidentiary standards.

Criminal sanctions for ML were not applied in an effective, proportionate, and
dissuasive manner. The authorities were however at an advanced stage of revising the
sanctioning policy, which is expected, upon adoption and implementation, to have a
positive impact on applying criminal sanctions for ML.

Montenegro can use alternative criminal justice measures in cases, where it is not
possible to secure ML conviction. However, no such measures were applied during
the evaluation period.

Immediate Outcome 8

a)

The competent authorities of Montenegro have powers to trace, seize and confiscate
criminal proceeds, instrumentalities, and property of equivalent value. They pursue
these measures as policy objectives. Further results are expected through the
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b)

d)

g)

h)

implementation of remaining relevant objectives under the 2020 NRA Action Plan and
the AML/CFT Strategy for 2022-2025.

To some extent the authorities conducted financial investigations, which resulted in
confiscation of certain criminal assets. However, such investigations were not applied
in a sufficiently consistent and effective manner, due to: (i) lack of awareness and
expertise of prosecutors and police (other than the SPO and SPU), (ii) insufficient
implementation of the existent policy for financial investigations resulting also from
ineffective monitoring thereof; and (iii) the shortages of human resources at the SPO
and the SPU.

To some extent the authorities pursued the confiscation of proceeds of domestic
predicate offences. Foreign proceeds of crime have been confiscated to a limited
extent. Confiscation of property of equivalent value and confiscation (including
repatriation, sharing and restitution) of proceeds moved to other countries have not
been carried out. A third-party confiscation took place only once. Exact scope of
confiscating instrumentalities is unknown.

Montenegro has to some extent confiscated proceeds generated from a number of
serious crimes, such as organised crime, drug trafficking and corruption. However,
the overall value of confiscated assets derived from the commission of high-risk
predicate offences (including drug trafficking involving major OCGs and high-level
corruption) is still inconsistent with the risk-profile of the country.

Montenegro does not have a practice for the identification, tracing, seizure,
confiscation and management of virtual assets. The legislative and operational
frameworks have never been tested in this respect.

The detailed breakdown of confiscated assets per proceeds of crime and
instrumentalities was not available. It impeded a holistic assessment of the
effectiveness of the system.

The authorities have some experience in managing the value of seized and confiscated
assets. However, it does not include the experience in selling confiscated immovable
assets and seized movable assets, except for the perishable goods. Undue delays in
criminal proceedings put extra pressure on the management of seized assets.

The permanent confiscation of falsely/not declared cross-border movements of
currency and bearer negotiable instruments is not available as a sanction in
Montenegro. Respectively, it has never been applied in practice. Such currencies and
BNIs can only be confiscated through criminal or extended confiscation proceedings,
if they meet the additional criteria, i.e. they are proceeds or instrumentalities of crime
or are disproportional to the legitimate income of a person.

The controls on cross-border cash movements have yielded some results. Nonetheless
considering the country’s risks associated with cash usage and cross-border crimes,
coupled with the lack of dissuasive enforcement of cross-border cash declarations,
more efforts are needed to effectively control cross-border cash movements. The FIU
has recently started making use of information on cross-border cash movements for
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tactical analysis purpose to detect and pursue analysis into ML/TF suspicions. Such
information is however not effectively used for strategic analysis purposes to develop
trends and typologies.

Recommended Actions

Immediate Outcome 6

a)

b)

d)

Montenegrin LEAs and the SPO should enhance the use of financial intelligence and
FIU disseminations to investigate ML associated with the main proceeds generating
crimes.

The FIU and supervisory authorities should enhance the volume and quality of the
STRs by: (i) providing substantial feedback to REs on the outcomes and the quality of
STRs; (ii) providing targeted guidance and training to REs (prioritising the more
material ones) on reporting of STRs and disseminating information on specific ML/TF
typologies; (iii) examining and taking appropriate steps to address legal and practical
obstacles that are hampering the reporting and timely reporting of STRs by some
banks, MVTSs, lawyers and notaries; and (iv) ensuring the practical access and use by
all REs to the new electronic system for filing STRs, prioritising the more material
ones.

The LEAs and SPO should provide regular feedback to the FIU to inform it about the
outcome, usefulness, and quality of disseminations with the aim of maximizing the
FIU’s disseminations for pursuing ML/TF investigations in line with Montenegro’s
risks. Authorities should maintain detailed statistics on the use of FIU disseminations.

The FIU should continue increasing and strengthening its human (number of analysts)
and IT resources, including the introduction of an effective STR prioritization process.
The FIU should fulfil its vacant positions as a matter of priority.

The FIU should improve its strategic analysis to identify emerging trends and
typologies, focusing on higher risk areas (i.e. use and movement of cash, corruption,
drug trafficking, organised crime and tax evasion). Strategic analysis to identify trends
and typologies should be developed based on wider sources of information that the
FIU has access to beyond ML criminal investigations and be properly disseminated to
the REs and competent authorities.

The FIU should cooperate with the supervisory authorities more proactively. As a
priority, information on unreported STRs should be communicated to the supervisors
for further targeted actions.

Immediate Outcome 7

a)

b)

Montenegro should define a clear policy for prioritising the identification,
investigation and prosecution of ML in line with its risk profile. This should include
the creation of an effective system for monitoring the application of this policy and
adjusting it when necessary.

Montenegro should develop guidelines on identifying and investigating ML offence for
all prosecutors and police officers dealing with predicate crimes and/or ML,
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d)

addressing, inter alia, the matters of using predicate crime investigations, financial
investigations, incoming international cooperation requests and own intelligence for
the identification and investigation of ML. The guidelines should contain clear criteria
on the level of required evidence in stand-alone ML and be followed by training for all
relevant police staff, prosecutors and judges. The authorities should monitor the
effective implementation of the guidelines.

Montenegro should significantly improve the identification, investigation and
prosecution of all types of ML, including focusing more on third-party ML, stand-alone
ML, ML with foreign predicate offence and misuse of legal persons.

Montenegro should analyse the reasons for undue delays in judicial proceedings of
ML cases and introduce remedial measures, including the prioritization of such cases,
further specialization of judges and if necessary, legislative amendments.

Montenegro should address the issue of shortages of human resources at the Police,
the SPO and the judiciary to deal with ML cases.

Montenegro should revise the sanctioning policy for ML and ensure its
implementation by applying ML sanctions in effective, proportionate, and dissuasive
manner.

Immediate Outcome 8

a)

b)

Montenegro should ensure the effective implementation of the policy on confiscation
of criminal proceeds, instrumentalities, and property of equivalent value. This should
include the creation of an effective system for monitoring the application of this policy
and adjusting it when necessary to ensure the results of seizure and confiscation
efforts are in line with risks.

Montenegro should strengthen the cross-border controls by (i) introducing more
detailed criteria for the Revenue and Customs Administration and Border Police to
detect cross-border movements of currency and BNIs that are suspected to relate to
ML/TF and associated predicate offences or that are falsely / not declared, (ii) making
effective use of data on declarations through strategic types of analysis to detect
ML/TF trends and typologies, (iii) conducting respective trainings and (iv) revising
the sanctioning regime to make sure that confiscation regarding falsely / not declared
cross-border movements of currency and BNIs is applicable as an effective,
proportionate and dissuasive sanction.

The authorities should enhance the standard operating procedures on conducting
parallel financial investigations to: (i) clearly establish when preliminary financial
investigations, as opposed to financial investigations, are to be launched, and (ii)
ensure tracing of domestic and foreign criminal assets (including proceeds moved
abroad), focusing on proceeds generated from high-risk predicates, including drug
trafficking, high-level corruption and other serious crimes perpetrated by organised
crime groups in Montenegro. The authorities should raise awareness about these
procedures among all prosecutors and monitor their practical implementation with a
view of applying adjustments when necessary.
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d) Montenegro should undertake more proactive actions aimed at tracing and
confiscating foreign proceeds and proceeds moved to other countries.

e) In order to monitor the functioning of the provisional measures and confiscation
regimes, the authorities should maintain detailed statistics on confiscation (including
repatriation, sharing and restitution) of the proceeds and instrumentalities of crime,
and property of an equivalent value, distinguishing the domestic and foreign
predicate offences and proceeds which have been moved to other countries.

f) The authorities should enhance the framework for the detection, tracing, seizure,
confiscation and management of virtual assets by: (i) ensuring that the legislation
permits these actions, (ii) developing procedures, and dedicated tools, and (iii)
building the expertise of the Prosecutor’s Office, the Police and other competent
authorities in this area.

g) Authorities should ensure that adequate human resources are deployed at the SPO,
the SPU and other prosecution and police divisions dealing with asset tracing and
confiscation. They, together with the judges, should be subject to regular training on
asset tracing and confiscation matters.

193. The relevant I0s considered and assessed in this chapter are 10.6-8. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, R. 3,
R.4 and R.29-32 and elements of R.2, 8, 9, 15, 30, 31, 34, 37, 38, 39 and 40.

3.2. Immediate Outcome 6 (Financial Intelligence ML/TF)
3.2.1. Use of financial intelligence and other information

194. The competent authorities (the FIU, the Police Directorate and Prosecutor’s Office) have
direct and indirect access to a wide variety of relevant information held by state authorities and
the private sector. However, shortcomings are identified in relation to some of the databases,
notably the CRBE and the CRBO (see 105). Competent authorities actively communicate with each
other to obtain the necessary financial intelligence for their operational needs, primarily for
conducting financial investigations. Financial investigations are mainly conducted with the aim
of tracing and identifying proceeds of crime, rather than for detecting ML (see 107).

195. The Montenegrin FIU represents an important source of financial intelligence for the NSA,
LEAs and prosecutors to detect ML, TF and other predicate offences, and to trace and identify
proceeds of crime. It is the central authority for the receipt and analysis of STRs, CTRs,
information on property contracts submitted by notaries, information on ML/TF suspicions
received from other competent authorities and cross-border cash transportation reports made
available by the RCA. These sources of information, together with the information received via
international channels (namely the ESW) represent the primary source for the FIU to produce
financial intelligence.

196. The FIU intelligence serves as a useful basis to trigger and, largely, to support ongoing
preliminary investigations and to trace criminal proceeds. LEAs use it mostly to pursue
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investigations into predicate offences, and to a lesser extent into ML, although the majority of ML
investigations (i.e. 14 out of 25) were triggered by FIU disseminations. This is mainly due to the
LEAs’ focus on predicate crimes and lack of ML prioritization policy (see 10.7). Financial
intelligence has not led to TF investigations, though LEAs systematically considered this when
conducting intelligence-based analyses and pre-investigations (see 10.9).

Access to financial intelligence and other relevant information

197. The FIU became a law enforcement type of FIU in 2019 (previously an administrative type
of FIU) and gained direct access to a wide range of databases, except for the Real Estate Register
for which only indirect access is provided (see Table 3.1). Currently no legal provisions restrict
FIU’s powers to access and obtain information. The FIU advised that, up until 2019, the lack of
access to these databases has impeded its effective functioning. With regards to basic and BO
information on legal persons the AT noted shortcomings with the basic and BO information held
in the CRBE and CRBO. The CRBO was, at the time of the on-site mission, insufficiently populated
(only 32 legal persons submitted BO information) and concerns were also identified with respect
to the verification measures undertaken by the CRBE (see 10.5). The FIU nonetheless advised that
the basic information held with the CRBE was found to be accurate and has not impeded its work,
while BO information is available from other sources.

198. Since 2017, an MoU on the improvement of the cooperation in combatting organized
crime, corruption and other criminal offences was signed by a number of competent authorities,
including the FIU, the CBM, the MoJ, the Mol, the Supreme Court, the Supreme State Prosecutor’s
Office and the Ministry of Finance. Based on this MoU, automatic exchange of a wide variety of
information is foreseen through secure communication channels. The signatories to this MoU can
access data through a special computer network administered by the Mol. The access for each
authority is granted according to their legal mandate, pursuant to the conditions prescribed by
the Rules of Procedures to the MoU. The FIU directly accesses the data of other state authorities,
i.e. their databases, as stated in the table below from its application.

Table 3.1: Databases available to the FIU

Database Type Access mode
Public/private Direct (on-line)
indirect
a. Central Population Register (all persons with | Private on-line web service
Montenegrin citizenship and all foreigners granted
temporary residence)
b. Central Register of Business Entities Private on-line web service
c. Central Register of transaction accounts Private on-line web service
d. Register of issued identification documents | Private on-line web service
(passports, ID cards, residence permits, driver's
licenses)
e. Register of motor vehicles Private on-line web service
f. Records on border crossing Private on-line web service
g. Register RB90 (foreigners staying in Montenegro for
up to 90 days)
h. Sanctions records Private on-line web service
i. Records on persons serving a prison sentence Private on-line web service
j. Misdemeanour records Private on-line web service
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k. Court proceedings records Private on-line web service
l. Eventrecords kept by the Police Directorate Private on-line web service
m. Records of court verdicts Private on-line web service
n. Interpol FIND Private on-line web service
o. Databases of central register of tax payers and insured | Private on-line web service
persons
p. Databases of paid income tax and social security | Private on-line web service
contributions for natural person's incomes
g. Beneficial owners register (CRBO) Private on-line web service
r. Records on crimes, perpetrators and injured parties Private on-line web service
s. Records on persons and objects sought?0 Private on-line web service
t. Records on persons who have been restricted or | Private on-line web service
deprived of their liberty on any grounds
u. Register of money transfers across the state border Private On-line application
Customs and Revenue
Administration®!

199. The Central Population Register holds information on all persons with Montenegrin
citizenship, and all foreigners granted temporary residence. This would also include information
on individuals and family members that acquired citizenship through the citizenship by
investment scheme. Further information on these individuals, applicants and the application
granting process can also be obtained indirectly from the Mol which is responsible for
administering this scheme.

200.  Other Police departments (LEAs) do not have a direct access to all databases (except for
the police databases and the ones on civil status??) and obtain financial intelligence and other
relevant information upon request from the FIU, REs, public authorities and other sources. The
LEAs also have access (upon request or provided spontaneously) to financial intelligence
produced by the FIU. The LEAs can obtain financial information from REs directly or through the
FIU. The authorities do not face any impediments in relation to banking secrecy. The SPO has
direct access to most of the databases?®3, while other information is delivered upon request. The
SPO and SPU have direct access to the information held by REs without the need to lift
confidentiality obligations through a court order.

201. LEAsalso use other relevant platforms, such as the CARIN network, Interpol network and
liaison officers to obtain information which would help them in on-going investigations when
seeking ML/TF/predicate offence related evidence or tracing assets. While carrying out a
financial investigation, competent authorities collect information and data from different
sources/databases.

90 The database deals with the persons and property under search or wanted.

91 The application has a built-in notification mechanism for each data entry when transferring money across the state
border. When the RCA enters data on cash movements, the FIU automatically receives an email that data has been
entered into the database of the RCA, and imports it into its CM application, ensuring availability of data on the transfer
of money across the state border within minutes if the entry is during working hours or the next day of outside FIU
working hours.

92 This includes the databases listed under points (a), (b), (d - i), (1), (n), (r - t) in Table 3.1.

93 Central Population Register (all persons with Montenegrin citizenship and all foreigners granted temporary residence), Records on border crossing, Sanctions records, FIU
hit/no hit service, Central Register of transaction accounts, Central Register of Business Entities, Databases of central register of tax payers and insured persons, Databases of

paid income tax and social security contributions for natural person's incomes, Real estate register (on-line application of Real Estate Administration)
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202. Until January 2023, the RCA provided data on passenger movements, cash declarations,
and cash seized to the FIU in a paper-based form. Ever since, this data is provided electronically
through an online application.

Use of financial intelligence and other information

203. The FIU shares intelligence with the Police and the SPO spontaneously and upon request.
Where following the conclusion of an analysis the FIU has reasons to suspect that ML/TF has been
committed, an analytical report is prepared and submitted to the SPO. On the other hand, where
the FIU suspects that other criminal offences (other than ML/TF) are committed, the analytical
report is submitted to the Police Directorate, and the latter further develops that report and
reports to the prosecutors where it establishes a reasonable suspicion of another crime. Prior to
becoming a Police FIU (i.e. before 2019), besides analytical reports the FIU was also submitting
relevant intelligence (i.e. apart of analytical reports) to the SPO.

204. Intelligence (other than analytical reports on ML/TF which are addressed to the SPO) is
also shared with the Police Directorate, NSA, or other authorities such as the RCA and the CBM.

205. The SPO extensively relies on the information received from the FIU for triggering
preliminary investigations of ML. During the course of preliminary and formal investigations the
SPO and SPU make extensive use* of other databases, including central register of business
accounts, CRBE, population register, and database on paid income tax. When information is
provided by the FIU, the SPO uses the information to assess (through the conduct of preliminary
investigations) whether there are sufficient grounds to initiate an investigation®. Preliminary
investigations may also lead to direct indictments without the need to initiate an investigation.
This however never took place in the case of ML (see 10.7).

206. As advised by the SPO in most cases investigative teams are formed, which conduct
preliminary investigations that include financial aspects. These teams are formed of FIU and
Police directorate respective divisions and are led by a prosecutor. This practice has been widely
used recently, while throughout the majority of the review period, preliminary investigations
were conducted without the FIU’s direct involvement. Nevertheless, information requests were
sent to the FIU and Police when needed. Since implementation of the recent practice, the FIU has
taken part in every ML investigation irrespective of the type of associated criminal offence being
investigated, with the purpose of tracing assets and identifying potential ML suspicions. At the
same time, the SPO and other departments of the Police send requests to the FIU, mainly to obtain
bank account or BO information. While the volume of requests made by the Police Directorate in
pursuing ML are substantial, this is not the case for the requests by the Prosecutors and reflects
the general trend of insufficient pursuance of ML investigations.

Table 3.2: Number of requests sent to the FIU by the LEAs

2017 2018 2019 2020 2021 2022
LEAs ML ( TF | ML | TF | ML | TF | ML | TF | ML | TF | ML | TF

94 SPO accessed the databases 546 times in 2022, 726 times in 2023. The SPU made use of databases in 846 instances
in 2021 and 2084 instances in 2022.
95 See 107 for an explanation of the distinction between preliminary investigations and investigations.
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Prosecutors?¢ 6 6 3 3 11 6

Police Directorate 27 37 55 88 85 47% 1
Total 33 43 58 91 96 54

207.  All the requests sent to the FIU were related to ML cases. Only one request was sent in
relation to TF. All those requests were subsequently forwarded to all the banks operating in
Montenegro as the FIU also search for the person acting as an authorised person and not just an
account holder. The FIU has not experienced any difficulties in receiving responses from the
banks so far. The FIU has also regularly forwarded requests to other REs, which were duly
responded to.

208. The SPO and Police frequently use the FIU international cooperation channels for
obtaining additional intelligence to assist in ongoing ML/TF preliminary investigations and
investigations. In fact 45 and 67 requests respectively for the period of 2017-2022 were sent by
the FIU to its foreign counterparts based on the SPO and Police inquiries.

209. Over the observed period, the FIU disseminated a total of 172 ML-related analytical
reports to the SPO. Although the FIU is the main trigger to launch ML investigations by the SPO
(14 ML investigations out of a total of 25 ML investigations), this still took place in a limited
number of cases (i.e. 14 ML investigations in six years). Holistically while there seems to be a good
level of conversion of FIU disseminations into ML preliminary investigations, there is a much
lower conversion into formal ML investigations (see Table 3.3).

210. This low conversion rate is considered to be the result of: (i) the uneven understanding
by prosecutors and judges of what constitutes proceeds of criminal activity for pursuing stand-
alone ML cases which is leading to setting a high evidentiary standard for proving ML and over
focus on evidencing the underlying predicate crime; and (ii) the main focus on investigating
predicate offences and a general lack of prioritisation of the ML offence (see 10.7). This was
observed through discussions with the SPO which when highlighting the improvements in the
quality of FIU disseminations stressed the fact that these are now containing clearer indications
of ML and the underlying predicate offences.

211. The FIU provided statistical data on the predicate offences underlying the analytical
reports submitted to the SPO between 2019-2022. In most cases (33% of the 63 reports
submitted over this period) the FIU identified no specific underlying crime. This is a positive trend
indicating the readiness of the FIU to submit reports on purely ML suspicions formed through
noted typologies or other adverse intelligence even where the underlying crime could not be
determined. This is even more commendable within the country’s context where the judicial and
prosecutorial authorities are overly focusing on establishing clear evidence of the underlying
crime to investigate and prosecute ML. In other cases where the FIU determined the suspected

96 Special Prosecutor's Office and High Prosecutor’s Office

97 The decrease in the number of requests sent is due to the fact that during 2022 Police focused on complex
investigations and the requests sent to the FIU were aggregated including inquiries on 515 natural persons and 96 legal
persons.
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underlying crime this was mainly tax evasion (22%), drug trafficking (14%), fraud (13%) and
abuse of office in business operations (13%). This is to a large extent aligned with the ML/TF risk
profile of Montenegro.

Table 3.3: FIU disseminations leading to ML investigations by the SPO

Year 2017 2018 2019 2020 2021 2022
Analytical Reports forwarded to 639 469 11 15 18 19
the SPO

Preliminary investigations 37 29 11 15 18 17
launched

Preliminary investigations 13 3 2 8 13 12
ongoing

Closed preliminary 19 25 7 3 3 3
investigations100

Launched ML investigations 4 1 2 4 2 1
Handed over to the Basic State 1 0 0 0 0 1
Prosecution

Ratio Dissemination/ Launched 58,7% 63% 100% 100% 100% 89,5%
preliminary ML investigations

Ratio Dissemination/ Launched 6,4% 2,2% | 18,2% | 26,7% | 11,11% 5,3%
ML investigations

212. The table below depicts the extent of use of intelligence shared by the FIU with the
SPO/HPO upon request to assist in investigations and gather evidence. It can be noted in line with
the trend highlighted above (i.e. the main focus on investigating predicate offences and a general
lack of prioritisation of the ML offence) that most of these requests were intended to assist in the
investigation and eventual prosecution of crimes other than ML/TF.

Table 3.4: Use of FIU intelligence provided upon request - SPO/HPO

Year Number of FIU requests Status'®
SPO/HPO
requests No of requests | No of requests | No of requests
sent to banks | sent to other | sentto foreign
reporting FIU
entities
2017 6 96 0 2 3 convictions
1 indictment
2018 6 96 0 13 1 convictions
2 indictments
1 investigation
2019 3 42 0 3 1 convictions

98 Prior to becoming a Police FIU (i.e. before 2019), besides analytical reports the FIU was also submitting intelligence.
99 Prior to becoming a Police FIU (i.e. before 2019), besides analytical reports the FIU was also submitting intelligence.
100 SPO closed the preliminary investigation because it believes that there are no elements of a criminal offence

101 A]] the convictions and indictments were in relation to other crimes not ML, and mainly drug trafficking, criminal
organisation and human trafficking.
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1 indictment

2020

39

o

2 indictments

2021

132

14

5 convictions

1 preliminary
investigation

2 indictments

1 investigation

2022 6 72 17 0 1 convictions

1 indictment

Total 35 477 34 22

Case No. 3.1 - Use of Financial Intelligence

The FIU received an STR from a bank in respect of a foreign citizen MM. The report was submitted in
view of inflows of significant amount of funds onto the account (which was inactive for a long time), and
regular transfers of funds from accounts owned by connected legal persons and MM based on the Loan
Agreements.

The FIU performed initial checks, i.e. searches of its databases (STR, cash transactions, notarial deed),
police databases, available databases of the Tax Administration, CBMNE and searches of other available
sources, which yielded no adverse information, however revealed that MM owned Montenegrin legal
entities involved in the construction and hotel industries and which owned real estate in the country.

The FIU analysed MM’s bank accounts and accounts held by legal persons of which he was co-owner with
a Montenegrin national NN. The FIU in this case also requested intelligence from a foreign FIU (home
country A of MM) which revealed that MM was being investigated along with several other persons
(including NN and other legal persons in which they were associated) in conjunction with migrant
smuggling and counterfeiting of documents. The FIU extended the analysis of bank documentation for
other persons who were reported to be under investigation. This analysis revealed their business
connections and transactions with multiple legal and natural persons in Montenegro.

The FIU informed the counterparts that there is suspicion that funds (around EUR 2,600,000) originated
from crime activity, submitted an analytical report to the SPO and a joint international operation
involving FIU was initiated by EUROPOL. Namely, the competent authorities of Country A determined
that several persons, including persons MM, NN, and another citizen of EU country A (AA) operated as
an organized criminal group and committed several criminal offences and thus acquired material benefit
in the amount of around EUR 21,000,000.

The criminal group transferred the proceeds of crimes committed in Country A to accounts in other
countries. The FIU established that transactions totalling EUR 2,300,000 were received in the accounts
of legal persons (owned by NN and AA), the personal account of AA and a close family relative. Also, FIU
determined that almost all of the mentioned funds were used for the acquisition of land and construction
of an apartment complex in Montenegro. It also transpired that €180,000 were transferred to bank
accounts held by MM in Montenegro and €60,000 to the accounts held by NN in Montenegro. NN and
MM withdrew funds in cash, while MM deposited funds in a foreign commercial bank which were
subsequently frozen after the foreign competent authorities were informed. Another €100,000 were
transferred to legal and other natural persons that had business or personal connections with NN and
MM which were predominantly used to pay for construction services. The FIU noted that almost all
transactions were carried out based on Loan Agreements and repayment of the loan.

The FIU carried out checks on the real estate properties which were acquired through criminal activity,
and informed international counterparties, who accordingly requested through MLA the temporary
seizure of assets that were acquired from criminal activities. Upon receiving the requests, by the decision
of the High Court, a legal person and natural persons MM, NN and AA were issued a decision on a
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provisional measure - freezing of property (apartment and residential complex) and disposal of funds,
for the amounts that FIU determined to be acquired from the criminal activity.

On the basis of this dissemination by the FIU the SPO, initiated an investigation and which is still on-
going.

213.  Apart from the financial intelligence obtained from the FIU, the LEAs have initiated a total
of 145 ML preliminary investigations of which 11 formal investigations were opened. These
resulted from criminal reports received, investigations into other predicate offences, and to a
more limited extent from incoming MLAs. The AT also notes how financial investigations are
mainly geared at tracing and detecting proceeds of crime subject to confiscations rather than to
detect possible ML. In fact throughout the review period none of the financial investigations
conducted led to the identification of ML (see [07).

TF related financial intelligence

214. Financial intelligence on TF is disseminated to the NSA, SPU and the SPO. The NSA is not
entrusted with law enforcement powers, but has the power to collect, analyse, and exchange, data
that are relevant for national security and should inform the Police and the SPO on suspicions of
terrorism and TF. The FIU shares any intelligence with potential TF connections to the NSA and
SPU, while it also shares with the SPO analytical reports related to TF suspicions where, following
the conclusion of its analytical work, it confirms that there exist reasonable grounds to suspect
TF. There have been five analytical reports on TF shared with the SPO.

Table 3.5: FIU TF related disseminations

FIU/TF cases and dissemination

No. of opened | Disseminations | Disseminations Analytical reports
cases to NSA to Police | disseminated to SPO
Directorate

2017 17 7 3 4102

2018 23 6 6 1108

2019 13 1 2

2020 32 5 4

2021 57 4 9

2022 43 1 0

Total 185 24104 24105 5

215. Based on these disseminations, there were no TF investigations over the assessed period.
No feedback was provided to the FIU on the use of its disseminations by the LEAs.

216. Beside the FIU intelligence, several TF related preliminary investigations have been
launched by the SPO during the period under review. A total of three preliminary investigations
were opened which were triggered by operational measures and activities and notification from

102 Also disseminated to the NSA
103 Also disseminated to the NSA
104 13 of these cases were sent to both NSA and SPU
105 13 of these cases were sent to both NSA and SPU
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foreign partners. In those cases NSA has cooperated with the authorities by sharing intelligence
where appropriate.

Use of FIU Intelligence and power to suspend funds

217. The LPMLTF enables the FIU to suspend transactions (including assets) which might be
related to ML, predicate offences and TF. This power enables immediate freezing before a court
order is issued and prevents the dissipation of funds. The FIU initiated a considerable number of
suspensions and monitoring of transactions, both spontaneously and upon requests of LEAs.
Table 3.24 (providing statistics on FIU postponement orders) and the case examples provided to
the AT, demonstrate the capacity of competent authorities to identify and trace criminal proceeds.

3.2.2. STRs received and requested by competent authorities

218. The FIU is the central authority for the receipt and analysis of STRs and CTRs. The FIU also
accesses information on cross—border cash declarations and receives information on property contracts.

STRs

219. In 2020, the FIU introduced an electronic STR reporting system, which aims at facilitating
reporting. STRs are submitted using a pre-defined template with information contained thereon
being automatically transferred to the FIU database. Nonetheless, this system is solely used by
banks, and to some extent by the gaming sector and notaries (which provide scanned copies of
property contracts and other information), thus not covering all the important reporting sectors.
The STRs submitted by other REs are still sent via post or email, which poses the risk of timeliness
and confidentiality and need to be imported to the system manually by the operators. The volume
of STR from these sectors is low and hence not considered to pose an administrative burden for
importing data. Nonetheless this will be a potential issue resulting from added awareness raising
initiatives to make the high-risk sectors report more STRs/CTRs. It is worth mentioning that
since 2022 all the REs are required to report electronically and REs are being introduced to the
use of the new system gradually according to the importance and volume of reporting.

220. The STR reporting levels by different sectors are illustrated in the Table 3.6. Banks
account for the majority of submitted STRs (which is consistent with their materiality), followed
by Payment Service Providers, with very few reports coming in from other sectors. This is not
consistent with the level of risk posed by some of these sectors, notably lawyers, notaries,
providers of company services and casinos, which, given the risk profile of their activities, are
expected to have a more significant contribution in terms of STR reporting (see further 10.4). As
explained under 104 the distribution of STRs within the banking sector is widespread across the
entire sector however the volume of STRs submitted by banks is generally low taking into account
their level of risk exposure and volume of transactions they process. The volume of STRs has been
fairly constant all throughout the review period. Certain material Banks are also submitting a low
number of STRs (see 104). Overall, the STRs are predominantly based on the red flags/ indicators
provided by the FIU.

221. TF related STRs are mainly (except for 1 STR submitted by a bank) filed by the Payment

Service Providers (183 STRs). Some of the smaller banks were also unaware of their obligation to

report suspicious attempted transactions and preferred simply to desist from carrying out such
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transactions without reporting. Some MVTSs are also clearing STR submissions with
international payment institutions they are agents for, which clearance at times takes up to a
month and hampers the prompt submission of STRs by Montenegrin payment institutions.

Table 3.6: Volume of STRs per sector

Reporting 2017 2018 2019 2020 2021 2022
entities

ML TF | ML TF ML TF ML TF ML TF ML TF
Banks!%® 194 | 0 178 1 202 0 162197 | 0 201 0 233 0
Payment s
Servi 7 4 8 19 6 10 29 30 41 53 17 67
ervice
Providers
Post of | 0 0 0 0 3 0 2 0 1 0 0 0
Montenegro
Financial 0 0 1 0 0 0 2 0 0 0 1 0
Leasing
Companies
Investment 0 0 0 0 2 0 1 0 0 0 1 0
Firms
Life 0 0 0 0 0 0 2 0 0 0 0 0
insurance
companies
Notaries 0 0 0 0 12109 0 5 0 2 0 0 0
Constructio 0 0 0 0 0 0 1 0 0 0 1 0
n Companies
Auditors 0 0 0 0 0 0 2 0 0 0 0 0
and
accountants
Games on | 0 0 0 0 0 0 5 0 0 0 0 0
gaming
devices
Total 201 | 4 187 20 225 10 211 30 245 53 253 67

222. Concerns remain on DNFBPs reporting, which is low. The notaries opted to file all
property contracts to the FIU, rather than analysing particular cases and reporting STRs, for fear
that the suspect might become aware about the STR reporting (as also confirmed by the FIU).

223. Notaries and Lawyers on the other hand opined that STR reporting goes against client
confidentiality especially so since reports are based on mere suspicions (see 104 for more details).
Moreover, the reporting obligation is not effectively supervised for all DNFBPs, which also
constitutes a major shortcoming taking into account the risks posed by some of those sectors.

106 The number of licensed banks went down from 15 to 11 over the review period.

107 This decrease in STRs was owed to a slow-down of cash transactions and account opening challenges for staff
working remotely.

108 Increase in reports by PSPs since 2020 is also owed to the added focus placed on ongoing monitoring and STR
reporting through supervisory examinations and measures by the CBM.

109 Spike in STRs is the result of defensive type of reports which had no basis of suspicion.

110 Spike in STRs is the result of defensive type of reports which had no basis of suspicion.
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These deficiencies within the STR reporting framework hamper STRs from efficiently
contributing to successful investigations of ML/TF cases.

224. Some REs (i.e. some smaller banks and lawyers) highlighted that they would prefer to
terminate business relationships or not to execute transactions rather than reporting attempted
transactions. These situations might represent missed opportunities for the FIU to develop its
analysis and are indicative of the need for additional targeted measures (including training) on
the steps to be taken once a suspicion arises.

225. A positive feature of the system is the level of cooperation between the FIU and some
supervisors (mainly the CBM) to act on cases of unreported suspicions. Over the review period
the FIU identified 51 potential cases of non-reporting, some of which were forwarded to the
supervisory authorities and led to the application of remedial measures or sanctions (see [03).
17 of such cases were identified through matches between CTRs and the police database, to which
the FIU has access, and hence were not flagged to supervisory authorities for further action, as it
was deemed that the RE could not have enough information to formulate a suspicion.

226. With regards to the quality of the reports submitted to the FIU, their content and
descriptions appear to be generally adequate for some of the banks, while some concerns have
been noted in relation to other sectors as described below. The FIU has conducted an analysis of
the quantity and quality of STRs submitted by banks based on several criteria, including the size
of the bank, share of the STRs out of the sector’s total, volume of STRs where suspicion was
established and usability of those STRs for dissemination purposes. This analysis highlighted that
some banks, including the largest two in Montenegro, would report only in case of a highly
grounded suspicion. It was also noted (though to a lesser extent) that some banks tend to submit
defensive types of reports which arise out of the strict adherence to the list of suspicious
indicators.

227. An analysis of the usability of STRs submitted, the large majority of which by banks, (see
Table 3.7) indicates that a fair number of STRs are being disseminated (i.e. 18% of all STRs
submitted over the review period), while STRs constitute the main trigger for disseminations by
the FIU to Montenegrin competent authorities. (see Table 3.9).

Table 3.7: Number of STRs/SARs triggering dissemination to the LEAs

Year 2017 | 2018 | 2019 | 2020 | 2021 | 2022
ML/TF | ML/TF | ML/TF | ML/TF | ML/TF | ML/TF
Number of STRs received by the FIU 203 217 240 241 298 321
Number of STRs disseminated 37 48 21 58 75 38

228. The FIU indicated that the REs mainly submit STRs due to suspicions related to the origin
of the funds or in view of adverse publicly available information on the suspect. It was also
indicated that REs do not usually indicate the underlying predicate offence. Nonetheless, upon
instances when the underlying predicate offence is indicated, it is usually fraud or tax evasion,
which is partly aligned with Montenegro’s ML/TF risk profile. The lack of comprehensive

73



information on the underlying crimes outlining these STRs however does not fully enable the AT
to conclude on the alignment of incoming STRs to the country’s risk profile.

229. After receiving an STR, the FIU sends follow-up requests to REs to get additional
information including from other REs beyond the ones submitting the initial STR, on a regular
basis. REs are obliged to answer to an FIU request for additional information without delay and
not later than within eight days. The FIU highlighted that responses are received smoothly, in
particular by banks, although specific statistics are not kept.

Case No. 3.2 - STR triggering dissemination to the SPO

In April 2021, a bank submitted a STR to the FIU regarding a legal person MC in view of irregularities in
business operations related to recycling of sorted waste. The ownership structure involved natural
persons from a foreign country A, i.e. SOB (director) and KAY (100% shareholder).

The FIU analysis revealed that legal person MC received in its bank account a foreign inflow of about
€170.000,00 made by legal person (DS) registered in country B. The inflow was allegedly related to
export/import which is not the main business activity of legal person MC. It transpired that the
company MC paid the received funds onto the account of the legal person SP for purchasing residential
facilities. The further FIU analysis revealed that another legal person (EB) which also had SOB as
director operates using the same modus operandi. This legal person is also registered in Montenegro
and also received €380,000 from legal person DS, which were remitted to legal person SP to purchase
residential facilities.

Legal person DS concluded identical contracts with legal persons MC and EB to cover the above-
mentioned transfers of funds on the basis of import/export of goods. The RCA however informed the
FIU that legal persons MC and EB did not transport (import/export) any goods through the customs
territory of Montenegro. The FIU hence concluded that alleged rationale for the payments was
suspicious and fictitious. Information sourced from the Cadastre Administration revealed that in July
2021 legal person SP was still not registered in the cadastral records. This took place later on once the
properties were constructed and the ownership was transferred.

The FIU also sought intelligence from the FIUs of countries A and B. According to the response from
country B legal person DS was linked to several STRs and was suspected for tax evasion and money
laundering. The country A's FIU provided information indicating that legal person DS is related to
analysis conducted in 2018 and 2021, connected with ML suspicions related to waste recycling.

The FIU established suspicions that the €560,000 used to acquire residential properties in Montenegro
were derived from proceeds of crime and in December 2021 submitted an analytical report to the SPO.

STR Feedback

230. The STRs are followed by feedback from the FIU. Nonetheless this feedback is more
formalistic, where the FIU informs the RE on the status of the report (whether the suspicion was
grounded or did not give rise to further FIU analysis). In addition, the FIU provides a monthly
analysis on the quality of STRs to the CBM for targeting its further supervisory actions. The FIU
also has regular information communication with REs (namely banks) on cases and their quality.

231. Nonetheless the AT observes that, in respect of REs other than banks, there is lack of

sector-specific or case by case timely feedback on submitted STRs and their level of quality

suspicions. Feedback on usability and quality to the REs is often limited to the FIU Annual Reports

and conferences, which focus mainly on banks. Although this partially corresponds to the NRA

findings in terms of high ML/TF risk, there is still lack of outreach, especially to notaries and
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lawyers and other sectors rated as medium-high for ML/TF risks to adequately cover the
reporting landscape of the country.

Other forms of reporting (CTRs, and property contracts)

232. Inaddition to STRs, REs also submit reports on cash transactions in the amount of at least
€15,000. Notaries are also required to report to the FIU on a weekly basis property transactions
exceeding €15,000. These contracts are reported via email to the FIU. CTRs have to be submitted
not later than three working days since the day of execution of the transaction. CTRs are delivered
through the Case Management System in the same manner as the STRs and reviewed by FIU on
daily basis. Information on the number of CTRs and the main sectors reporting those is provided
under Table 3.8 hereunder and 104.

233. One analyst is assigned to review and analyse incoming CTRs on a daily basis and
contracts coming from the notaries per week. Based on prioritisation criteria (including the
amount and persons involved) preliminary analysis is conducted and a decision is made whether
to open a FIU case. This practice has proven to be an effective tool for the FIU to identify potential
unreported STRs and analytical cases on its own initiative. In the period from 01.01.2019 until
24.01.2023, the FIU worked on 70 cases that arose from the aforementioned activity. There were
seven disseminations made to the SPO and Police Department as a result of this tactical analysis
over the review period. Besides triggering new analytical cases CTRs and property contracts are
also used to enrich the FIU’s database and are used as a source of information while analysing
incoming STRs or other intelligence.

Table 3.8: Number of CTRs triggering dissemination to the LEAs

2017 2018 2019 2020 2021 2022
Number of CTRs, other forms of | 31908 | 32845 | 35801 | 26107 | 30978 | 45193
reporting submitted to the FIU
Disseminations to SPO 3 0 0 1 0 0
Disseminations to Police Department 0 1 0 1 1 0

Use of incoming FIU international cooperation

234. Additionally, the FIU also makes effective use of incoming intelligence from FIU
counterparts to detect and open analytical cases. Over the review period the FIU received 285
requests for information and 130 spontaneous reports from foreign FIUs. These led to 49
disseminations being made to local competent authorities and 15 analytical reports being sent to
the SPO.

Cross-border cash declarations

235. The FIU has been accessing information on the carrying and attempted carrying, across
the state border, of money, cheques, bearer securities, precious metals and stones through a
dedicated online application (see Table 3.1). Prior to January 2023 the data was submitted in
paper form and the entry of data into the CMS was done by the FIU. The RCA also reports any
identified ML/TF suspicions to the FIU. Over the review period the RCA sent six STRs which the
FIU used to enrich its database and develop its cases. Analysis of these cases by the FIU led to one
dissemination being made to the SPO on suspicions of ML (see Case No. 3.3).
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Case No. 3.3: STR submitted by the Customs Administration

In December 2021 the Revenues and Customs Administration notified the FIU that one individual was
detected crossing the border with an undeclared amount of €38,000. The money was hidden in a
separate compartment in a vehicle. The individual provided a real estate purchase agreement as proof
of the origin of funds which was formalized by a notary in a neighbouring country. The Revenues and
Customs Administration confiscated the said funds, in accordance with the Law.

The FIU initiated an analysis and requested information from: commercial banks and other payment
institutions, Cadastre and State Property Administration, the Revenues and Customs Administration,
and the Department for Fight against Crime requesting delivery of available data on the said individual.
This Department informed the FIU that this person is interesting from the aspect of committing criminal
acts with elements of violence, drug smuggling and usury. The said activities are reflected in transporting
large quantities of narcotic drugs from the territory of the neighbouring country to the territory of
Montenegro, as well as in frequent contacts this individual has with persons of interest.

The analysis of obtained data has revealed that there have been no significant turnovers on the accounts
in Montenegro, that the subject individual is unemployed and that he owns a real estate he purchased
for the amount of €25,000. Accordingly, it has been concluded that, in the analysed period, this individual
didn’t have onto his accounts any legal incomes that would justify the expenses, so there is suspicion of
ML. The FIU of the neighbouring country was requested to check the authenticity of the real estate
purchase agreement he submitted as the proof of the origin of the funds. The neighbouring FIU informed
us that the said agreement was not signed in the Notary's office, and thus it was not registered under the
given number and date.

The FIU concluded that there were suspicions of ML and forgery. In July 2022 the FIU shared the
information with the Special State Prosecutor’s Office (SPO), which led to the opening of a preliminary
investigation.

236. Before 2023, the information received from the RCA was mainly used for identification of
non-declarations. Starting from January 2023 the FIU is using the information from the
declarations it receives electronically to develop cases. Through this practice the FIU has
identified and 2 potential ML cases, which are now ongoing.

Case No. 3.4: Use of cross-border declarations to develop an FIU case

Two citizens of Montenegro, during their joint crossing of the state border, in February 2023,
transported cash in the total amount of EUR 35,000.00. The FIU determined that they were connected to
subjects of interest and that one of the persons is registered as perpetrator of criminal offence with
elements of drug trafficking and assault on a public official. Also, as proof of the origin of the funds, the
persons submitted a contract on the sale of passenger motor vehicle with a citizen of a neighboring
country.

Searching the database of motor vehicles, it was determined that the persons did not own a passenger
motor vehicle. In accordance with the above, the FIU opened a case (February 2023) with the aim of
determining the origin of the funds, i.e. whether they originate from the criminal activity of drug
trafficking, car smuggling or some other criminal activity.

Through further work on the case, it was established that the persons do not record significant turnovers
in their bank accounts, and they are not registered as owners of movable and immovable property. It
was also established that one person is the founder of a legal person in Montenegro, but that accounts of
the mentioned person also did not record any turnover relevant to the work on the case.
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According to the aforementioned information, the FIU carried out detailed searches of the available
databases, which determined that the subject persons intensively cross the state border with another
citizen of a neighbouring country, for whom there is operational data that he is the actual buyer of the
passenger motor vehicle. Through a search of police databases, FIU determined that this person was
registered in Montenegro as the perpetrator of criminal offence from the field of drug trafficking.

At the beginning of March, FIU started checks through international cooperation with the partner FIU of
neighbouring country, which is home country of natural person who owns passenger motor vehicle, in
order to determine the validity of the Contract and its subject matter - passenger motor vehicle. Through
international cooperation, it was established that there is a probability that the person, named in the
contracts as the buyer of passenger motor vehicle, changed his name which is another indicator that the
funds may originate from criminal activities, as well as that the contracts were falsified or concluded
subsequently in order to justify the real origin of the funds.

Additional data is awaited from the partner FIU in order to complete the analytical report and submit it
to SPO.

237. Additional information on cross-border cash declarations, detected non-declarations and
false declarations are provided in 10.8. As discussed under core issue 8.3, the AT is of the view
that the system for cross-border cash movement controls requires strengthening, while there
appears to be a lack of awareness on ML/TF issues by the RCA. Thus, the AT is of the view that
the level of intelligence sharing and potential use thereof would greatly benefit from such
enhancements, considering the country’s risks associated with usage of cash and international
drug trafficking.

3.2.3. Operational needs supported by FIU analysis and disseminations

FIU structure and resources

238. The FIU was, until 2019, an administrative authority, and has been ever since integrated
within the Police Directorate as an organisational unit. The FIU is independent in exercising its
powers when performing activities prescribed by the LPMLTF and in decision-making related to
the reception, gathering, keeping, analysing and delivering data, notifications, information and
documentation and delivery of the results of its strategic and operational analyses to the
competent authorities and foreign FIUs. It has dedicated human, technical and financial
resources.

239. Asregards the structure of the FIU, it consists of four divisions as follows: (i) Division for
suspicious transactions and strategic analysis; (ii) Division for suppression of money laundering
and terrorist financing; (iii) Division for international financial intelligence cooperation; (iv)
Division for financial intelligence information system, data protection and prevention. The first
division deals with operational and strategic analysis. The second division is entrusted with LEA
powers as prescribed by the CPC and is involved in investigative teams dealing with financial
investigations.

240. While the number of positions has increased from 30 to 40 during the year 2022, the
positions actually filled are 27. The Division for suspicious transactions and strategic analysis has
12 dedicated positions of which nine are filled. It should be noted that the change of FIU status
did not lead to changing the personnel. Experienced staff remained thus preserving the
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institutional memory. The FIU expressed concerns on the limited number of staff actually
working in the FIU, however also mentioned difficulties in hiring specialised and experienced
personnel. The personnel has been provided with adequate training, however still lacks training
on strategic analysis. The budget of the FIU over the past three years has been increased
substantially from EUR487,000 in 2021 to an annual budget of EUR800,000 in 2023.

241. The FIU has its own information system (FIU IS) which was completely renewed in the
period October 2020 to May 2021 and connected to the computer network of the other
authorities!!! involved in, or whose data is relevant, for combating crime. The FIU uses the Case
Management System (CMS), tailor made for the FIU, as its main workflow database. The FIU’s
work process!!? is conducted through the CMS, from receiving requests and documentation,
opening cases, working on the case (creating analysis, collecting data from all the available
resources, generating reports - financial analysis) and to delivering requests and reports,
receiving, and replying to foreign FIUs’ requests. The CMS is located on the FIU IS infrastructure,
which has a number of security measures and protection systems at a physical level, network
level, operational system level and application level!13. The access to the CMS is enabled only upon
electronic identification with Montenegrin ID card (electronic ID card). The data backup is made
once a day.!14 The repair of IS FIU in a case of incident is prescribed by an internal act!?s.

242. As already analysed above only banks, organisers of games of chance and notaries are
connected to the FIU system. All the other reports are received through other means and are
transposed to the system by two operators.

Operational analysis

243. The following sources of information form the basis for the FIU to start operational
analysis: (a) CTRs/STRs received from REs; (b) information from the databases (e.g. information
on property contracts and police database); (c) information; (d)
disseminations/requests received from foreign FIUs and (e) information transmitted by the
national authorities.

open-source

Table 3.9 - Information sources triggering FIU case analysis and dissemination

STRs Foreign FIU | Supervisors | Open Police Other Total
Intelligence | Exchanges Source Requests
2017 37 15 1 10 17 17 97
2018 48 8 0 3 36 15 110
2019 21 4 2 5 33 2 67
2020 58 2 10 19 67 12 168

111 The computer network of the authorities engaged in, or whose data are needed for combating crime, is administered
by the Ministry of Interior. This computer network uses dedicated (optical) links that, through the Ministry of Interior,
connect the FIU, Ministry of Interior, Police Directorate, State Prosecution, courts, Ministry of Justice, Administration
for the Execution of Criminal Sanctions, Revenue and Customs Administration, Central Bank of Montenegro.

112 The work process is prescribed by an internal act - Internal instruction for opening, conducting case analysis and
delivering information

113 The detailed description of protection is prescribed in internal documents: General principles of the FIU’s
information system protection, Physical protection plan, Access control, Confidential data protection plan and
Instructions for entering the FIU.

114 The backup policy is prescribed by an internal act - Data backup procedure.

115 Acting procedure in the case of incident.
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2021 75 13 25 10 68 19 210
2022 38 7 7 7 17 7 83
Total 277 49 45 54 238 72 735

244. FIU Internal instructions on opening, conducting case analysis and delivering

notifications prescribe the procedures for prioritisation of incoming intelligence and processes
for opening and dealing with FIU cases. The highest priority (very urgent) is given to the
initiatives related to TF, STRs involving suspension of transactions, and foreign requests marked
as urgent. STRs unrelated to TF, foreign requests and SPO requests related to ML are marked as
urgent, whereas cash transactions, ML requests of the Police and FIU operative information is
dealt with in a regular manner.

245. Al STRs (apart from TF STRs and STRs involving suspension of transactions - considered
very urgent) are treated as urgent, however there are no mechanisms or prioritization criteria
for assigning a risk score to these STRs and determine the priority with which they should be
handled. The FIU advised that prioritization can be independently determined by the Head of the
Division on a case-by-case basis. The FIU explained that very urgent STRs are analysed within the
same day and the urgent STRs are analysed within five days.

246.
which STRs merit being analysed and with which priority their analysis should be initiated is
crucial. This in view of the limited resources that the FIU has and the volume of other intelligence
and requests that the FIU receives and is required to process. Such prioritisation should place

The AT is of the view that introducing a formal prioritization mechanism to determine

more focus on STRs linked to predicate crimes and typologies that are considered to pose a high
ML threat to the country (e.g. international drug trafficking, high-level corruption and tax evasion
among others).

247. Based on the FIU’s Internal instructions, the head of the operational analysis division
opens an analysis after which assigns the main analyst in charge of the case and other employees
who should work on that analysis. An initial analysis is conducted, and where a suspicion of a
crime is identified an analytical case is opened. The highest average workload for an analyst is 68
cases per year, or 6 cases per month. The average workload for officials on an annual basis is 37
cases per year, or 3 cases per month. The average time for conducting the analysis is 30 days, but
if there is a response to come from the foreign FIU, then the average time for making the analysis
is 90 days. When conducting operational analysis, the FIU makes a good use of its powers to
access a number of databases as is demonstrated from the analytical case studies included under
this 0. The FIU has a dynamic internal database that encompasses a broad range of information
from private and public sectors, including foreign sources.

Table 3.10 - FIU Cases Initiated and Cases Pending

Cases Pending | Pending Pending | Pending | Pending | Pending
Initiated | at 2017 | at 2018 | at 2019 | at 2020 | at 2021 | at 2022
per year end end end end end end

2017 339 33 6 0 0 0 0

2018 332 28 0 0 0 0
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2019 364 68 3 0 0
2020 463 55 7 4
2021 561 53 8
2022 443 41
Total 33 34 68 58 60 53
pending

at year

end

248. Asprovided above, the number of FIU cases analysed during the period under review has
increased in particular since 2020, while the cases pending at year end have slightly increased
(see Table 3.10). The number of disseminations to the SPO to trigger ML/TF investigations has
marginally increased and has not seen any noteworthy improvements (see Table 3.3).

249. Results of the FIU analysis are disseminated to the SPO, the Police and the NSA. The
disseminations related to ML and TF should be made to the SPO, while information on possible
suspicion of predicate offences is forwarded to the Police.

250. The SPO and the Police expressed satisfaction with the financial intelligence provided by
the FIU. As highlighted by the SPO, there was a recent improvement in the quality of the FIU
disseminations, which now contains clear indications of ML and predicate offences. Nonetheless
the statistics provided (see core issue 6.1) indicate that while the FIU regularly disseminates
information to the LEAs, these are not sufficiently used to initiate ML investigations.

251. SPO/LEAs provide little to no feedback to the FIU on the quality and the use of their
disseminations. The lack of such feedback does not allow the FIU to appropriately align its efforts
with the priorities of the LEAs in line with the risk profile of the country and enhance coordination
in the AML/CFT efforts among competent authorities.

252.  An IT system is yet to be implemented to support case management and electronic
circulation of information among LEAs, other competent authorities and the FIU.

Strategic analysis

253.  FIU carries out strategic analysis which contribute to establishing the most common
typologies and trends in ML. These trends and typologies are mainly identified through the
analysis of ML investigations and are included in the FIU’s annual reports distributed to
competent authorities and made available to REs, which have highlighted their usefulness. The
AT notes that the FIU is making limited use of the wide range of intelligence it possesses or has
access to, with the aim of identifying trends and typologies in higher risk areas, including use of
cash, corruption, drug trafficking, OCG, and tax evasion.

254. Another useful type of strategic analysis conducted by the FIU related to the quality of
STRs. The FIU has developed an internal procedure on assessing the quality of STRs and CTRs.
The assessment includes the overall quality of reporting by the banking sector, which is
conducted based on the data required to be delivered to the FIU. The FIU assesses to what extent

80



the STRs meet all the formal criteria, including whether the fields are properly filled in, among
other things. As a second step, it further assesses the usefulness of the information for the FIU
analysis purposes. Results of the analysis provide for the level of quality assigned to each of the
banks based on their submissions on a monthly basis. Results are disseminated to the CBM for
better planning their supervisory activities.

255.  As discussed under core issue 3, the FIU makes good use of CTRs, reports on property
contracts and cross-border cash declarations to carry out tactical types of analysis and identify
potential operational cases. This pool information which provides valuable data on some of the
riskiest channels for ML/TF abuse in Montenegro (i.e. cash and property sales) is not sufficiently
exploited to identify ML/TF trends and typologies through strategic types of analysis.

Dissemination

256. The main addressee of FIU disseminations are the SPO and other Police units. SPO would
only receive analytical reports when there is a higher level of suspicion that laundering of
proceeds of crime took place.

Table 3.11 - Disseminations Received by Competent Authorities (2017-2022)

SPO 172
NSA 71
Police Directorate 483
BPO 4

HPO 7
Supervisors 39
Total 776

3.2.4. Cooperation and exchange of information/financial intelligence

257. At an operational level, there is extensive cooperation and information exchange on a
regular basis among the Montenegrin authorities. This was demonstrated during the exchanges
held on-site as well as through the number of information requests sent by LEAs to the FIU and
the case examples provided. Nevertheless, the abovementioned lack of feedback throughout all
the competent authorities on the use of the FIU disseminations constitutes a systemic issue.

258.  FIU and supervisors - The FIU regularly communicates with the CBM in the framework of
AML/CFT supervision of financial institutions. Since 2019 the CBM is also regularly sharing with
the FIU reports on supervisory examinations conducted on REs. The CBM also shares specific
reports when identified irregularities with the reporting obligation are identified. Over the
review period 72 reports were shared. Such reports would include information on any
unreported suspicious activity, but also information on the reporting framework of the RE and
the quality of its STRs. The FIU analyses these reports and forwards any identified suspicious
transactions to the FIU analysts for further action. The FIU also considers conclusion on the RE'’s

116 The total in Tables 6.11 and 6.13 do not match since some disseminations may be sent to more than one entity (e.g.
NSA/SPU).
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reporting framework and determines whether to recommend any targeted controls (see 103 for
statistical data). Other supervisors sent ten such reports. Based on the reports submitted to the
FIU, 45 disseminations were made to the LEAs (i.e. two to SPO and 43 to the Police Directorate).
The cooperation between the CBM and FIU and to a lesser extent other supervisors, showcases a
very good operational practice benefitting both parties in their relative functions. In fact as can
be seen from I03 a number of targeted controls were carried out by the CBM as a result of FIU
feedback while 45 disseminations were made by the FIU to Montenegrin competent authorities.

259. Inaddition, the FIU and the CBM cooperate in providing training and guidance to REs. The
AT has however noted that cooperation between the FIU and CBM is not fully effective, as the FIU
does not inform the supervisors on issues related to underreporting, as well as there is lack of
coordination in developing better targeted strategic analysis.

260. Starting from 2020, the Section for AML/CFT Supervision within the Mol submits a
monthly control plan to the FIU. After conducting its controls, the Mol (Section for Supervision)
informs the FIU about any issued misdemeanour orders against legal persons and responsible
natural persons. Between 2020 and 2022, 36 control plans were submitted to the FIU, covering
the control of 203 legal persons and information was provided on 235 misdemeanour orders
issued against legal persons and responsible natural persons (118 legal persons and 117
responsible persons, with the total amount of fines being EUR 394.739). This data is used by the
FIU for operational analysis and allows the FIU to give feedback on REs subject to inspections,
and, if necessary, offers suggestions on relevant factors to consider during the control process.

Overall conclusions on 10.6

261. LEAs access a wide range of financial intelligence and other relevant information, and
actively communicate with each other and with the FIU during preliminary investigations and
investigations. The FIU has access to a broad range of information which are routinely used for
operational and tactical analysis purposes and the FIU is considered to provide good quality
disseminations which are useful to assist the LEAs, other intelligence authorities, as well as some
supervisory authorities in conducting their functions.

262. The AT notes that while LEAs and the SPO are actively using FIU information to launch
preliminary ML/TF investigations, they are not sufficiently using it to trigger ML investigations,
while no TF investigations were triggered based on FIU disseminations. The limited use of
financial intelligence is resulting from (i) the uneven understanding by prosecutors and judges of
what constitutes proceeds of criminal activity for pursuing stand-alone ML cases which is leading
to setting a high evidentiary standard for proving ML and over focus on evidencing the underlying
predicate crime; and (ii) the main focus on investigating predicate offences and a general lack of
prioritisation of the ML offence (see 10.7). SPO/LEAs provide little to no feedback to the FIU on
the quality and the use of disseminations. This hinders the coordinated response of the
authorities to the main ML/TF risks.

263.  Banks and PSPs are the top reporters of STRs, with very few reports from other sectors,
which is not consistent with the level of risk posed by sectors such as lawyers, notaries, providers
of company services and casinos. The volume of STRs submitted by banks is generally low taking
into account their risk exposure and volume of transactions they process. TF STRs are
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predominantly submitted by PSPs, with very few being submitted by other REs including banks.
STRs are partly in line with the country risk profile and constitute the main trigger for FIU
disseminations, and a fair number of incoming STRs are useful to trigger disseminations.

264. The FIU lacks an effective prioritization system, which would become ever more
important with increases in the volume of STRs as a result of further awareness raising, which is
needed. Moreover, the FIU is commended for the use it makes of the significant pool of
intelligence it possesses for operational and tactical analysis purpose. This pool is however not
significantly exploited for strategic analysis purposes to identify trends and typologies connected
with the most prominent ML/TF risks in Montenegro.

265. Overall, the system requires major improvements to ensure effective use of financial and
other information for pursuing ML, associated predicate offences and TF investigations.

266. Montenegro is rated as having a Moderate level of effectiveness for 10.6.

3.3. Immediate Outcome 7 (ML investigation and prosecution)

267. Montenegro has two stages of a criminal investigation, preliminary investigation!!? and
investigation. If started, the first always precedes the other, but the latter can be initiated
independently. The difference between the two is that a lower standard of proof applies for
opening a preliminary investigation. The Police are obliged to launch it and undertake the
necessary measures, proactively or upon the request of a prosecutor, when there are grounds for
suspicion that a crime has been committed. It is conducted under prosecutorial guidance with the
aim of collecting evidence and establishing whether a reasonable suspicion that a crime has been
committed by a specific person exists. The latter is the standard of proof, required to start a
criminal investigation. When the available information complies with this standard of proof,
whether gained through preliminary investigation or not, a prosecutor launches an investigation.
There is no difference between these two stages of investigation in terms of investigative powers.
There are several peculiarities though. No formal document is issued for starting a preliminary
investigation and therefore it is not strictly registered, unlike an investigation. A preliminary
investigation is considered to be launched from the moment of undertaking the first investigative
action regarding the criminal complaint. It does not have a time limit, while for a criminal
investigation, itis expected to be concluded within six months. If an investigation is not completed
within six months, the prosecutor should notify the immediate superior prosecutor, who should
take the necessary measures for its completion.

268. The investigation of ML in Montenegro belongs to the competence of the Special State
Prosecutor’s Office (SPO). It also investigates organised crime, high-level corruption, terrorism
financing and war crimes. The role of the Police is to conduct preliminary investigations of ML
and assist the SPO in the investigation of ML. The Special Police Unit (SPU) in particular is tasked
to work with the SPO on ML investigations. Apart from the SPO, the Prosecution Service of
Montenegro is composed of the Supreme State Prosecutor’s Office, the High State Prosecutor’s
Office of Podgorica, the High State Prosecutor’s Office of Bijelo Polje and 13 Basic State

117 This procedure is referred as preliminary inquiry under the Law on Special Prosecutor’s Office of Montenegro.
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Prosecutor’s Offices in 13 municipalities. These Prosecutor’s Offices (other than the Supreme
State Prosecutor’s Office) are competent to investigate predicate offences falling under their
territorial jurisdiction. They do not have a mandate to investigate related ML. Their role ends with
detecting ML and forwarding the associated predicate crime investigation case to the SPO. The
Police units other than the SPU assist them in predicate crime investigations. With respect to ML,
the role of these Police Units is also to detect it and forward the case to the SPO. The Supreme
State Prosecutor’s Office does not itself investigate ML. To a certain degree, it might intervene in
such investigations, if merited by complaints of interested parties. Montenegro does not have an
appropriate mechanism for coordinating the activities of the different prosecutorial and police
divisions to identify ML. Also, there are no comprehensive statistics on ML investigations,
prosecutions, and convictions. This undermines the capacity of the country to target ML in a
holistic manner.

3.3.1. ML identification and investigation

269. There are significant shortcomings in identifying ML. The authorities do not undertake
consistent and systematic measures for addressing it. The Prosecution Service and the Police do
not have an institutional policy in place prioritising the identification of ML and providing
applicable actions and criteria.

270. In 2017-2022, the SPO received 272 criminal reports on ML118, which have resulted in
equal number of ML preliminary investigations. Though, during the last three years under the
assessment (2020-2022) the number of these criminal reports and follow-up preliminary
investigations has been declining. It was 36 in 2020, 22 in 2021 and 11 in 2022 (see Table 3.12
and Table 3.13). Only 9% of preliminary investigations led to investigations. Overall, the number
of ML preliminary investigations is considerable, but its declining trend and low output in terms
of launching ML investigations, is concerning.

271. Between 2017-2022, the SPO received 16 cases from the other Prosecutor’s Offices
concerning tax evasion, abuse of trust and fraud offences to investigate associated ML. Out of
these cases, the SPO followed up with an ML investigation of two cases in 2018 and 2020, the
latter resulting in issuing an indictment. The remaining 14 cases (87.5 %) were not considered to
warrant an ML investigation, while in only two of these cases ML preliminary investigations were
conducted. Considering the exclusive ML investigation competence, a very low number of cases
(three per year on average) were forwarded to the SPO by other prosecutors’ offices. This fact
exposes the problem of identifying ML, which was mentioned earlier in the text. Another
conclusion that follows from the reviewed data concerns the quality of cases sent to the SPO. The
fact that only 12.5% of these cases resulted in ML investigations also suggests the existence of
problems in this respect.

272. Montenegro has conducted 25 ML investigations during the review period, which is a
limited number. It means that on average four ML investigations were started annually. Out of the
total ML investigations, 11 investigations (i.e. two per annum) were opened upon the initiative of

118 The number of reports and the number of perpetrators contained within the criminal reports equal to each other.
For instance, in 2022 the number of reports on ML offences was 11 and the number of perpetrators was also 11.
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prosecutors based on the investigation of predicate offences. The ratio of ML investigations
originating from the investigation of predicate crimes is very small (0.9%) compared to the
number of cases, where convictions were rendered for the predicate crimes posing a high ML risk
to the country (see Table 3.20). These factors further indicate that the identification of ML related
to predicate offences is not pursued on a consistent and a systematic basis. The prosecutorial and
police offices, other than the SPO and the SPU, are mainly oriented towards the investigation of
predicate crimes under their respective jurisdictions and treat the identification of ML to be of a
less priority. This is also owed to the absence of a clear policy, identification criteria and
appropriate coordination mechanism. It is a significant deficiency.

Table 3.12: Number of criminal reports on ML

Year Number of natural and Number of ML Amount of laundered
legal persons subject to perpetrators / money in EUR contained
criminal reports sent to offences contained within the criminal
the Prosecutor’s Offices within the criminal reports

concerning all crimes reports

2017 823 28 NA

2018 997 89 NA

2019 912 86 NA

2020 1072 36 NA

2021 988 22 NA

2022 1339 11 NA

Total 6131 272 NA

Table 3.13: Number of ML investigations and indictments

Year Number of ML investigations ML indictments ML indictments
preliminary (total) (confirmed by
investigations court)
on ML119

Cases 120 Persons Cases | Persons | Cases | Persons

N121 L122 N L N L

2017 28 7 24 0 1 11 0 1 11 0
2018 89 3 81 | 9612 1 1 0 1 1 0

119 SPO keeps records on criminal records and preliminary investigations per a person. When SPO initiates investigation,
data are collected per case.

120 While in the case of ML criminal reports, each report concerns one suspect/person, which is relevant to the beginning
of ML preliminary investigations, this is not necessarily the case for all ML investigations. Some ML investigations involve
more than one suspect, since preliminary investigations might lead to the identification of additional suspects following
the receipt of the report. Also, not all investigations are initiated based on a criminal report, some result from other
investigations.

121 Natural person

122 egal person

1230n 2 cases.
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2019 86 3 65 57124 3 9 1 3 3 1
2020 36 5 19 12125 5 27 | 14 3 15 11
2021 22 5 15 1 2 25 8 1 1 0
2022 11 2 4 0 3 5 0 1 2 0
Total 272 25 208 | 166 15 78 | 23 10 33 12

273. According to the LSC126, financial investigations are carried out based on the order of a
prosecutor, if there is a well-founded suspicion that material benefit was derived from a criminal
activity. However, the scope of financial investigations under the law is limited to asset tracing
and confiscation. It does not include the identification of ML. The Standard Operating Procedures
on Financial Investigations provide for the same limited scope. In 2017-2022, the Prosecutorial
and Police authorities conducted a low number of financial investigations (see Table 3.14) in
comparison to the number of convictions for high ML risk proceeds generating offences (see table
3.20). The main underlying offences for financial investigations were the creation of a criminal
organization, unauthorized production, possession and distribution of narcotic drugs, trafficking
in human beings, tax crimes and abuse of office. ML has never been identified through financial
investigations, owing to the above-mentioned limited scope of their application.

274. Prosecutors explained (after the on-site mission) that when they do not start financial
investigations, they still carry out informal financial investigations as part of the criminal case
and collect same information and evidence that are normally collected in a financial investigation.
The existence of informal financial investigations was not established during the on-site
interviews with the police, prosecutorial and judicial authorities, while the Standard Operating
Procedures on Financial Investigations issued by the Supreme State Prosecutor’s Office say
nothing about “informal financial investigations” and there is no other document on financial
investigations stipulating it. In addition, the rationale for deciding whether to apply informal
financial investigations or financial investigations is unclear.

275. The prosecutors referred to several ML investigations as being started based on informal
financial investigations. Throughout the six-year review period, there were only 11 ML
investigations that did not originate from the FIU source. Even if presuming that all these ML
investigations were started based on informal financial investigations”, their low number (two
per annum), is an indication that the informal financial investigations, if carried out, had the same
purpose as formal financial investigations, but with some exceptions. Thus, the deficiency of not
applying financial investigations as a tool for the identification of ML is relevant to both financial
investigations and informal financial investigations. The approach of targeting assets and not ML
is based on the rationale that by depriving criminals of their proceeds on top of holding them
criminally liable for predicate crimes, the goal of the fight against crime is mainly achieved.
Therefore, there is no further need to also pursue ML, which is a burdensome process with

124 On one case.
125 0n one case.
126 Article 11
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considerable obstacles. This is a problematic approach, which contradicts the very essence of
what the idea of identification and investigation of ML stands for.

Table 3.14: Number and nature of financial investigations conducted by the authorities

Competent authority 2017 | 2018 | 2019 | 2020 | 2021 | 2022
Number of Ordered by SPO 19 7 15 12 25 12127
financial Ordered by High State 3 6 7 3 8 8
investigations | Prosecutor’s Office of Podgorica
Ordered by High State 0 0 0 0 0 0
Prosecutor’s Office of Bijelo
Polje
Total number 22 13 22 15 33 20
Leading to identification of ML 0 0 0 0 0 0
Underlying ML 3 0 2 2 4 0
offences to Creation of a Criminal 8 2 11 13 12 0
financial Organization
investigations Corruption 0 0 0 0 0 0
Unauthorized production, 4 6 9 5 8 8
possession and distribution of
narcotic drugs
Trafficking in Human Beings 0 0 7 0 0 8
Migrant smuggling 0 0 0 0 1 0
Tobacco smuggling 0 0 0 0 0 0
Smuggling (other) 0 0 3 2 1 0
Tax crimes 0 1 4 2 1 0
Loan sharking 1 0 0 0 0 0
Robbery or theft 0 0 0 0 0
Fraud 1 1 0 1 0 0
Terrorism Financing 0 0 0 0 0 0
Misuse of authority in business 1 0 1 0 1 0
operations
Abuse of office 2 2 2 3 4 0
extortion 1 0 0 1 0 0
Active Bribery 1 0 1 1 0
Abuse of office in business 1 0 1 1 4 0
operation
Aggravated murder 3 0 1 1 6 0
Unlawful possession of weapons 2 0 3 3 2 0
and explosive substances
Terrorism 0 0 1 0 0 0
Homicide 0 0 1 4 6 0
Trading in influence 0 0 0 0 1 0
Abduction 0 0 0 0 1 0
Computer fraud 0 0 7 0 0 0

127 12 financial investigations and one extension order for an on-going financial investigation.
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276. One of the sources for the identification of ML are the FIU disseminations. Over the review
period there were 127 ML preliminary investigations and 14 ML investigations triggered by 172
FIU disseminations.

Table 3.15: ML investigations launched based on FIU disseminations

2017 2018 2019 2020 2021 2022 Total
Total No. of 63 46 11 15 18 19 172

Disseminations
by the FIU to

the SPO

ML Preliminary 37 29 11 15 18 17 127
Investigations
based on FIU

Disseminations

ML 4 1 2 4 2 1 14
Investigations

Launched

following FIU

Disseminations

277. The statistics indicate that 74% of FIU disseminations triggered preliminary
investigations into ML. This trend is not reflected in so far as ML investigations are concerned,
since only 11% of these preliminary investigations and 8% of overall FIU disseminations
triggered ML investigations during the review period. It is 14 ML investigations during six years,
which is on average two ML investigations per annum. This points towards insufficient use of the
FIU source for identification of ML. Notably, a good number of the preliminary investigations
originating from the FIU disseminations are ongoing (40% are still pending at the SPO, regarding
47% the SPO concluded that there were no elements of a criminal offense, while 11% led to
launching an investigation).

278. The authorities explained that the FIU disclosures are of good quality, which has been
seen to improve in recent times (see 106). Most of these disseminations relate to cross-border
cases, which according to the SPO are more challenging to investigate and to obtain evidence from
foreign counterparts to establish that funds involved originate from a criminal activity. While the
AT understands the difficulties associated with gathering intelligence and evidence abroad, it did
not observe a large scale and systemic failure of the international cooperation mechanism and
believes there are more concerning matters limiting the launching of ML investigations based on
the FIU information, which reasons are discussed further down under this core issue.

279. In 2017-2022, the RCA submitted six ML STRs to the FIU regarding the cross-border
transportation of currency. Out of those, the FIU made three disseminations to the SPO. Two of
them were followed by ML preliminary investigations by the SPO (see case no. 3.3). Regarding
the other dissemination, the SPO did not establish any signs of crime. None of the disseminations
prompted a ML investigation. In view of ML threats for Montenegro due to its transit location on
the so-called “Balkan route” and the significant use of cash including by OCGs (see Chapter 1), the
AT would expect it to have more than six ML STRs from the RCA, more than two ensuing ML
preliminary investigations, and to have at least some ML investigations rather than none,
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throughout the review period. The lack of sufficiently detailed criteria for the identification of ML
at the borders and respective awareness could be the underlying factors.

280. The SPO often forms domestic investigation teams for the investigation of complex ML
cases. It is a normal practice for the FIU to be involved in these teams. The SPO and Police also
have an experience of participating in joint investigation teams (JITs) with foreign counterparts
for the investigation of ML. (See case no. 3.5: “MIG” - 2021). The AT welcomes this practice and
encourages the competent authorities of Montenegro to continue it.

Case No. 3.5: “MIG” - 2021

It was a complex money laundering case, which was opened in 2021 by the SPO, when a joint investigative
team was formed for the first time with the foreign state. This JIT was created with another jurisdiction,
where criminal investigation was conducted against several persons, for drug trafficking and participation
in a criminal organization. The head of that organization and his wife used proceeds obtained from those
criminal activities to buy two properties in Montenegro, and also established a Montenegrin company,
through which they bought two luxury motor vehicles.

The sale of narcotics in the foreign country was done through Telegram app, and the proceeds in the
amount of EUR 1 500 000 was obtained through that sale. The head of the criminal organization withdrew
almost EUR 800 000 from the commercial banks in Montenegro on several occasions and in different
amounts, using large number of payment cards, connected to the accounts of third parties, held at
commercial banks in the foreign country. He would first transfer money from the sale of drugs from the
foreign jurisdiction to bank accounts held in yet another third country, and then he would use those assets
to purchase real estate properties and vehicles in Montenegro.

Based on the cooperation in the framework of the JIT and collected evidence, on 24 March 2023, the SPO
indicted 2 persons for money laundering and submitted the case to the High Court of Podgorica, while other
persons were prosecuted in the foreign jurisdiction for predicate criminal offences.

281. The authorities indicated that they use incoming MLA and other international
cooperation requests as a potential source for opening domestic ML investigations, however the
SPO only made reference to two cases, where a ML investigation was initiated based on
information received from international partners. (Case 3.5:“MIG” - 2021 and Case 3.8: F.S. Case).
This is quite a low figure taking into account that over the review period there were 70 incoming
MLA requests and 231 incoming police to police requests related to ML.

282. The SPO has investigated and prosecuted a number of complex and serious ML cases. It
explained to the AT that in ML investigations, where relevant, it pursued the practice of creating
investigation teams with the participation of FIU, involving financial experts, conducting financial
investigations, obtaining and analysing information from different financial and other
institutions, using search and seizure measures and employing international cooperation against
multiple natural and legal persons involved. The AT welcomes this approach of investigating ML
and recommends following it in practice in a consistent and systematic manner. However, in
order to assess the effectiveness of ML investigations during the review period, it is important to
take into account the major indicators, such as prosecution and conviction results. There is a
substantial decline of ML prosecutions in the last three years under the assessment (2020-2022)
and very few ML convictions (see the detailed overview of ML prosecutions and convictions
below). This shows that ML investigations during the review period were not carried out in a
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sufficiently effective manner. The prevailing reason for that has often been the insufficiency of
collected evidence during criminal investigations to satisfy the applicable evidentiary standard
for prosecution and conviction of perpetrators.

283. To summarize, the main underlying factors leading to shortcomings in identification and
investigation of ML are: (1) absence of a clear policy, criteria and appropriate coordination
mechanism for the identification of ML, (2) limited scope of financial investigations, (3) preferring
to pursue the confiscation of proceeds of criminal activity instead of identifying and investigating
ML, (4) uneven understanding of what constitutes proceeds of criminal activity and setting a high
evidentiary standard which hampers the pursuance of stand-alone ML, (5) insufficient expertise,
(6) lack of human resources and (7) possible integrity issues. The first three deficiencies are
already discussed in text. The AT would like to elaborate about the remaining four shortcomings:

284. Uneven understanding of what constitutes proceeds of criminal activity and setting
a high evidentiary standard hampering the pursuance of stand-alone ML - The
criminalisation of ML in Montenegro foresees the possibility of proving the existence of a ML
offence without needing the conviction for a predicate offence. The on-site discussions have
shown that the practitioners do not have a common understanding of what the proceeds derived
from criminal activity would mean in practice in terms of the required evidentiary standard in
stand-alone ML cases. This has been contributing to the extensive focus on the predicate offence
for being on the safe side and setting high evidentiary standard for proving ML. The above-
mentioned factors created a certain hesitation to start ML investigations unless there is relatively
strong evidence about the specific predicate offence.

285. Insufficient expertise - The expertise to pursue ML cases is higher at the SPO and SPU
than in the other prosecutorial and police offices. The latter Prosecutorial and Police authorities,
which deal with the investigation of predicate offences per their jurisdiction, have a very
important task of detecting ML. If their expertise is insufficient, it creates a serious gap in the ML
identification system. These prosecutorial and police authorities would benefit from further
capacity building on the identification and investigation of ML. In view of the lengthy court
proceedings and very few ML convictions in six years, none of which had been delivered through
the hearing on the merits, it is opinion of the AT that judges could also benefit from the AML
trainings on evidentiary standards.

286. Lack of human resources - There is a shortage of human resources in the SPO, the SPU
and the judiciary to deal with ML cases. There are in total 15 prosecutorial positions at the SPO.
Out of those, 14 positions are filled. From the available prosecutors, 2 prosecutors, assisted by 2
financial experts, mainly work on ML cases, but not only. They also deal with other crimes. The
remaining prosecutors mostly work on crimes other than ML, but they can also deal with ML cases
if needed. The SPU has 23 positions filled out of the available 50. The special department at the
High Court of Podgorica has only 6 judges to handle ML and other crimes per its specialisation
(i.e. organized crime, high-level corruption, ML, terrorism and war crimes). The lack of resources
in these three institutions has a negative impact on the identification and investigation of ML and
the timely court proceedings. In addition, if the prosecutorial and police offices improve the
system of identification of ML through the investigation of predicate offences, which is necessary,
this would lead to an increased number of notifications to the SPO regarding the potential ML,
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which will further impact its ability to properly and efficiently investigate these cases as well as
affect the already stretched judicial resources struggling to deal with the existing workload.

287. Integrity issues - The AT is also concerned with the corruption-related issues (see
Chapter 1) involving high-level officials within the SPO and the SPU which could potentially have
had a negative impact on the effective identification, investigation and prosecution of ML cases.
Recently the SPO took actions to address the integrity issues at the Police and the Prosecution,
which is a positive development and commendable, though, the ultimate results still need to be
demonstrated. It is also positive to note that recently, the SPO has been able to prosecute a
number of relatively serious and complex ML cases.

3.3.2. Consistency of ML investigations and prosecutions with threats and risk profile, and
national AML policies

288. According to the NRA, the open sources and the on-site discussions with the authorities,
Montenegro has a high ML risk emanating from predicate offences, such as organised crime
associated with criminal groups operating in Montenegro, drug trafficking, arms trafficking,
trafficking in human beings, migrant smuggling, tobacco smuggling, corruption, tax evasion and
loan sharking. The Police, the Prosecutorial and the Judicial authorities demonstrated a good
understanding of these ML risks.

289. Notably the NRA 2020 Action Plan envisages the activities such as improving the balance
of achieved results in identifying and prosecuting ML and associated criminal offences,
strengthening the system of criminal and parallel financial investigations and improving the
Police capacity for proactively conducting financial and ML investigations. These high-level
objectives are commendable; however, they are yet to be implemented in practice and translated
into the results.

290. The exact information on predicate offences involved in ML preliminary investigations is
not available. Information was however provided indicating that at the end of the review period
there were four ongoing preliminary ML investigations into high-risk predicate offences
(including organised crime and drug trafficking). Most of the 25 ML investigations carried out
throughout 2017-2022 concerned the predicate offence of creating a criminal organisation,
around 15 ML investigations involved tax evasion, 4 involved smuggling, 3 involved fraud in
exercising official duty (corruption) and one involved drug trafficking as predicate offences.
While to some extent they are aligned with some of the ML risks of the country, the AT notes that
only one of these investigations started in 2022 related to drug trafficking and smuggling
involving the organised criminal group operating in Montenegro. The authorities reported
starting another similar investigation in 2023 related to a different Montenegrin OCG. None of the
ML investigations concerned high-risk predicate offences, such as: trafficking in human beings,
arms trafficking, migrant smuggling, tobacco smuggling and loan sharking.
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Table 3.16: Number of ML investigations per predicate offences in 2017-2022

Year Cases Predicate offences

2017 7 Creation of a criminal organisation

2018 3 Creation of a criminal organisation, tax evasion, counterfeiting official
documents

2019 3 Creation of a criminal organisation tax evasion, abuse of office in business
operations, fraud in the conducting official duty

2020 5 Creation of a criminal organisation, tax evasion, Smuggling

2021 5 Creation of a criminal organisation, tax evasion, Misuse of Authority in
Business Operations, Counterfeiting Official Documents

2022 2 Creation of a criminal organisation, Counterfeiting Official Documents, drug
trafficking, smuggling

Total 25

291. The same concern also arises in relation to ML prosecutions. According to the provided
data on total ML indictments and confirmed ML indictments28, the large majority of ML
prosecutions were related to the predicate offence of creating a criminal organisation, while a
significant number involved tax evasion and fraud in exercising official duty (corruption) as
predicate offences. None of the 2017-2022 ML prosecutions concerned the high-risk predicate
offences, such as: organised crime associated with criminal groups operating in Montenegro, drug
trafficking, arms trafficking, trafficking in human beings, smuggling and loan sharking.

Table 3.17: Number of ML prosecutions per predicate offences

Year
All ML Indictments Only Confirmed ML incitements
Cases | Natural Predicate offences Cases | Natural | Predicate offences
persons persons

2017 11 Creation of a criminal 11 Creation of a criminal
organisation organisation

2018 1 Tax evasion 1 Tax evasion

129 (third-party ML) (third-party ML)

2019 9 Creation of a criminal 3 Creation of a criminal
organisation, tax organisation, tax
evasion evasion,

2020 27 Creation of a criminal 15 Creation of a criminal
organisation, tax organisation, tax
evasion, fraud in the evasion, fraud in the

128 Confirmation of indictment means submitting the indictment to the court for control and confirmation. The court
evaluates its legality and justification, including whether there is sufficient evidence for the reasonable suspicion that
the accused person has committed the offence s/he is charged with. An indictment enters into force after the court
issues a ruling on its confirmation.

129 The year only applies to “ML indictments”. The confirmation of indictments did not happen necessarily during that
same year.
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conducting official duty, conducting official duty,

counterfeiting counterfeiting
documents, documents,
Counterfeiting official Counterfeiting  official
documents, fraud documents, fraud

2021 2 25 Creation of a criminal 1 1 Creation of a criminal
organisation, organization, tax evasion

misuse of authority in
business operations,
counterfeiting  official
documents, tax evasion

2022 3 5 Creation of a criminal 1 P N/A
organisation, (stand-alone ML prosecution)
counterfeiting
documents

(stand-alone ML
prosecution in one case
against 2 persons)

Total 15 78 10 33

292. The AT also notes that the ratio of ML investigations and prosecutions towards
convictions for high ML risk predicate offences is low. In 2017-2022, Montenegro has convicted
1539 individuals in 1233 cases for the predicate offences posing high ML risk, such as:
participation in an organized criminal group and racketeering, corruption, illicit trafficking in
narcotic drugs and psychotropic substances, human trafficking, sexual exploitation, smuggling,
including migrant and tobacco smuggling, tax crimes and loan sharking (see Table 3.18). In
comparison to these cases, the ratio of all ML investigations is 2%, (originating from the FIU
disseminations is 0.9%), the ratio of ML prosecution cases is 1.2% per all indictments and 0.8%
per confirmed indictments. The ratio of natural persons prosecuted for ML is 5.1% per all
indictments and 2.1% per confirmed indictments in comparison to the natural persons convicted
for the selected high-risk predicate offences.

293.  According to Article 288 of the Criminal Procedure Code of Montenegro, it is possible to
indict an individual without conducting an investigation, if gathered crime information and
testimony of an accused person provide sufficient grounds for bringing a direct indictment. No
person was directly indicted for ML during the review period.

294. One of the main ML threats for Montenegro emanates from its location on the so-called
“Balkan route” which makes it a transit point for arms trafficking, trafficking in human beings,
drug trafficking, often perpetrated by organised crimes groups operating in Montenegro. The
authorities have had some complex cases of prosecuting related predicate offences. However, as
noted above, the authorities have been focusing on the predicate offences and not addressing the
associated ML. In view of this, the results are not consistent with the ML risks posed by the so-
called “Balkan route” as well.

130 The court confirmed the indictment on 13 March 2023.
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Table 3.18: Number of convictions for selected predicate offences posing high ML risk
(2017-2022)

Offence'®! Cases Persons

Participation in an organized criminal

. 20 108
group and racketeering
Corruption and bribery 182 223
Ilicit trafflc.klng in narcotic drugs and 611 743
psychotropic substances
Human trafficking 3 4
Sexual exploitation, including of children 61 66
Smuggl.mg, including migrant and tobacco 313 336
smuggling
Tax crimes 23 39
Loan sharking 20 20
Total 1233 1539

295. The authorities also presented case examples to illustrate the type of ML investigations
and prosecutions related to high-risk predicate offences. One such case included the prosecution
of an owner of two commercial banks in Montenegro and other commercial banks in foreign
countries who stands accused of creating a criminal group and laundering the proceeds of tax
evasion through the misuse of e-commerce banking facilities, and Montenegrin legal persons.

296. The risk of misuse of legal persons for ML is identified as high in Montenegro. According
to the provided statistics, the authorities have shown ability to investigate and prosecute legal
entities for ML. This is demonstrated by the fact that over the review period 23 legal entities were
indicted for ML, out which the court confirmed the indictments against 12 legal entities. The latter
confirmed indictments concerned self-laundering of proceeds of tax evasion and creation of
criminal organisation and were issued on two cases. The modus operandi involved formation and
use of legal entities for tax evasion and ML through appointing nominee founders and directors
and operating their bank accounts. Thus, channelling the crime proceeds under the guise of
conducting a legitimate business.

297. The AT while commending the Montenegrin authorities for taking action to investigate
and prosecute legal persons in relation to ML, however, notes a declining trend in prosecutions
of legal persons since 2020, to a total absence of such prosecutions in 2022 (from 14 to 0, per all
indictments and from 11 to 0, per confirmed indictments. See Table 3.19). During the review
period, a single legal entity was convicted for the self-laundering of tax money. These factors
indicate that legal persons were still insufficiently pursued in ML cases, regardless of the risk of
their frequent misuse in this offence. The potential reasons include the absence of the clear policy,
scarce judicial practice, burdensome process of proving ML and lack of resources. The identified

131 [llicit arms trafficking was not included in view of significantly inaccurate statistics. The authorities however pointed

out that there were only a limited number of attempted arms trafficking case.
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technical deficiency in the criminal liability of legal persons (see R.3) concerning the requirement
to prove an intention of a perpetrator to obtain any gain for the legal entity, might be also a
contributing element. All these factors put together create certain hesitation and lack of
willingness to pursue ML with respect to legal persons in a sufficiently effective manner.

Table 3.19. Number of ML prosecutions against legal persons

Year ML indictments (total) ML indictments
(confirmed by court)
Legal persons Legal persons

2017 0 0

2018 0 0

2019 1 1

2020 14 11

2021 8 0

2022 0 0

Total 23 12

298. Notably, the number of ML convictions compared to the number of convictions for
predicate offences posing high-risk for ML is very low. Over the period of six years, five natural
persons and one legal entity were convicted for ML in four cases. Comparing the cases to cases
and persons to persons, these 4 ML cases and 5 convicted natural persons represent 0.3% of the
high-risk predicate offence conviction cases and convicted natural persons respectively. Not all
predicate offences are supposed to result in ML, but such a discrepancy is an indication that the
results of ML investigations and prosecutions in terms of achieving ML convictions are not in line
with the risks of the country.

299. It was also concerning to note significant delays in processing ML cases, owing to the
lengthy court proceedings and confirmation of indictment hearings. Throughout 2017-2022, in
most ML cases, where there were multiple defendants, witnesses, experts and documents, the
indictment confirmation hearings and court proceedings lasted with interruptions from around
3 to 5 years. Various reasons were named for that during the on-site, including the frequent
practice of court needing to conduct its own investigation to obtain additional evidence regarding
the crime, defendants and witnesses failing to appear before the court and the application of
different defence tactics to delay the proceedings. The discussions with the authorities, provided
data and the review of cases suggest that more significant delays occurred at the trial stage of
proceedings and to a lesser extent at the confirmation of indictment hearings.

300. The analysis of the nature of ML investigations and prosecutions throughout the review
period indicates that to some extent these are in line with some of the ML risks of the country.
Nonetheless the extremely small ratio of ML investigations and prosecutions in comparison to
the number of convictions for the high ML risk predicate offences, and the lack of pursuing ML
emanating from high-risk predicates, including organised crime connected with Montenegrin
OCGs, drug trafficking, arms trafficking, trafficking in human beings, migrant smuggling, tobacco
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smuggling, and corruption is concerning and not in line with the risk profile of the country. The
authorities have been mainly focusing on investigating predicate offences and putting very
limited efforts to investigate ML. In view of the above, the ML investigations and prosecutions in
Montenegro only to a limited extent reflect the risks that the country faces.

3.3.3. Types of ML cases pursued

301. The SPO is a competent authority to investigate and prosecute different types of ML,
including self-laundering, ML with foreign predicate, third-party ML and stand-alone ML.

302. As noted earlier, during the evaluation period, there were six ML convictions (in four
cases) against five natural persons and one legal entity. All ML convictions were for self-
laundering with one person being convicted for laundering the foreign proceeds of crime (see
Case 3.8: F.S. Case). These conviction cases were of relatively simple nature. There have been no
third-party and stand-alone ML convictions in Montenegro (see table below). However, the AT
positively notes the recent efforts to initiate and prosecute stand-alone type of ML.

Table 3.20: Number of ML convictions

Ye | Total number | Self-laundering Third-party ML convictions | Stand-alone ML
ar of ML convictions ML convictions with foreign convictions
convictions predicate
Cas | Persons | Cases | Persons | case | Persons | Case Persons Case | Persons
es s s s
N L N L N L N L N L
132 133

20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
17

20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
18

20 2 2 1 2 2 1 0 0 0 1 1 0 0 0 0
19

20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
20

20 2 3 0 2 3 0 0 0 0 0 0 0 0 0 0
21

20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
22

Tot | 4 5 1 4 5 1 0 0 0 1 1 0 0 0 0
al

303. The NRA 2020 Action plan also includes a number of objectives to increase the country’s
effectiveness in dealing with ML cases, including action point 2.4.2, which is focused on improving
the capacity of the SPO to proactively conduct investigations on ML as an independent criminal
offence, which is a positive step. In line with this national policy objective, the SPO informed the
AT that they had recently started the process of changing the predicate-oriented practice by

132Natural person
133Legal person
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starting to pursue more effectively stand-alone ML. This has led to the SPO indicting two persons
in one stand-alone ML case in 2022. It successfully passed the confirmation of indictment stage
on 13 March 2013. (See Case No. 3.6). Through this case the SPO has to some extent demonstrated
ability to investigate and prosecute stand-alone ML. This case is still to be processed by the court
and hence the judicial system is yet to be tested in this respect.

Case No. 3.6: 2023 stand-alone ML prosecution case

The High Court of Podgorica has confirmed the indictment of the SPO on 13 March 2023, stating that two
natural persons (foreign citizens) have committed the extended criminal offense of money laundering as
stand-alone criminal offense.

The indictment charges the defendants A and B. that were aware of their act, during a specific period of
time, transferring money in amounts exceeding EUR 40,000, with the knowledge that it was obtained
through criminal activity, with the intention of concealing and falsely representing the origin of the money.
The defendant A made multiple individual deposits of funds in the range from EUR 50,000 to EUR 300,000
and in different banks for which he was aware that were obtained through criminal activity, as there was
no evidence of their lawful origin. He used specific payment orders in the banks to falsely represent the
origin of money as lawful. The defendant B transferred money in multiple individual amounts, ranging from
EUR 30 000 to EUR 200 000 during the specific period of time, knowing that the funds were obtained
through criminal activity. Similarly, he used specific payment orders to falsely represent money as lawfully
obtained.

The indictment proposes that the Court, during the evidentiary proceedings, hears the defendants and
examines evidence, including the documentation from relevant banks, correspondence between the Police
and the Customs and Revenue Administration, as well as findings and opinions of the court expert. The case
is pending at the court.

304. Despite this positive development, the analysis of the overall practice and the on-site
discussions dictate that throughout the assessment period the overwhelming majority of ML
prosecutions were for self-laundering, which in view of the overall number of cases is still low.
There were also few prosecutions for third-party ML and ML with foreign predicate offences. A
more precise breakdown of this data is not available.

305. Article 268 of the Criminal Code criminalising ML incorporates the concept of laundering
the proceeds of criminal activity. It aims at allowing to prove the existence of a ML offence without
needing the conviction for a predicate crime. Notwithstanding this being the idea of ML
criminalisation in Montenegro, the on-site discussions have shown that the authorities have an
uneven practical understanding about the required level of proof in stand-alone ML cases. This
has been contributing to setting a high evidentiary standard for proving the existence of proceeds
of criminal activity in ML offence and leading to an extensive focus on prosecuting ML together
with the predicate offence.

306. The authorities provided the case example on ML conviction.

Case No. 3.7: “BAUER- 2017” case
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In 2017, BF the founder and director of the legal entity "A." DOO Kotor, through manipulating the business
records of this legal entity and submitting a false tax return to the Revenue and Tax Administration of
Montenegro, decreased the taxable income of “A." DOO Kotor in the amount of EUR 998 000 by showing it
as an expense. Through this conduct, it avoided paying EUR 89 820 profit tax to the state budget of
Montenegro.

Later, BF laundered the EUR 89 820 proceeds of tax evasion by transferring it abroad from the bank account
of “A." DOO Kotor to the bank account of the foreign legal entity as a payment for goods per contract and
respective invoice. On 5 April 2019, the SPO concluded a plea agreement with defendant BF and legal entity
"A." DOO Kotor. On 10 May 2019, the SPO submitted it to the High Court in Podgorica, which adopted it.

Based on the court judgment, BF was found guilty of tax evasion and ML. He was sentenced to home
imprisonment for 5 months and fined with EUR 3 000. The court also found legal entity "A" DOO Kotor
guilty of tax evasion and ML. As a sanction the court imposed a fine in the amount of EUR 75 000 and the
obligation to pay EUR 3 000 for humanitarian purposes. Based on the judgment, “A." DOO Kotor also
reimbursed EUR 89 820 unpaid tax to the state budget of Montenegro.

307. Montenegro pursued ML cases concerning proceeds of crime committed abroad to a
limited extent. It sent a moderate number of MLA requests in this respect to foreign jurisdictions.
There has been only one ML conviction of a legal person. It further transpires that legal persons
were insufficiently pursued in the context of ML (see Core Issue 7.2) despite the identified high
risk of their use in ML.

308. In view of the above, it is to a limited extent that different types of ML cases were
prosecuted, and offenders convicted during the review period. The main reasons for that include:
(1) insufficiently pursuing the prosecution and conviction of offenders for self-laundering and
putting lesser efforts into prosecuting and convicting perpetrators for third-party ML, stand-
alone ML and ML with foreign predicates, (2) Uneven understanding of what constitutes proceeds
of criminal activity and setting a high evidentiary standard which hampers the pursuance of
stand-alone ML, (3) lack of human resources, potential integrity issues and lengthy confirmation
hearings and court proceedings. The shortcomings in the identification and investigation of ML
have also a bearing on the limited number of prosecutions and convictions concerning different
types of ML. Refer to see section 3.3.1 for more detailed explanation on these issues.

309. The authorities suggested that the ML indictments filed in the last few years are currently
before the court at different stages: some waiting for the confirmation, while others that passed
this stage were either awaiting a hearing or were in the process of being heard. According to the
authorities, these are very complex cases, in which extensive financial banking documentation
with foreign elements was obtained and submitted as evidence.

310. The AT takes into account that several complex ML cases are currently processed in the
court. It is a positive fact and could possibly lead to more successful ML prosecutions and
convictions. However, this assessment is heavily based on the achieved results during the
specified period. The ongoing court cases could be promising, but they are few and not finalized.
Itis not sufficient to change the current findings of the report, the grounds of which are elaborated
in the text.
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3.3.4. Effectiveness, proportionality and dissuasiveness of sanctions

311. The sentences applied by the courts for ML were very lenient. They were
disproportionate to the gravity of the crime and related risk in Montenegro. For instance, no
imprisonment sentence at the penitentiary has been applied. The imposed sanctions mainly
included home detention for 5-6 months and fines. The authorities acknowledge the mild nature
of those sanctions.

Table 3.21: Highest sentences for ML during the period 2017-2022

Year

Highest Non-Custodial Sentence

Highest Custodial Sentence

2017

2018

2019

75000 EUR fine

5.5 months home detention

2020

2021

3000 EUR fine

6 months home detention

2022

312. The CPC provides for the plea agreement mechanism. It requires a court approval.
Montenegro has used plea agreements to reach all six ML convictions (five against natural and
one against legal persons). The plea agreement mechanism can be a very important tool for
targeting the high-ranking criminals and serious organised crime by the way of obtaining
valuable information in exchange for entering into plea agreement with certain individuals. This
mechanism can also speed up the criminal justice process, release the criminal justice institutions
from the unnecessary workload and make more resources available for addressing the most
serious forms of criminality. To summarise, if applied on justifiable grounds, the plea agreements
could play a positive role. However, in the case of Montenegro, no such grounds were identified
with respect to the ML sanctions.

313. In view of the above-mentioned, the overall conclusion of the AT is that the sanctions
applied by the courts for ML were not effective, proportionate, and dissuasive.

314. Notably, for revising the sanctioning policy, the Supreme Court and the Supreme State
Prosecutor's Office of Montenegro developed draft guidelines concerning the adoption of plea
bargains. The draft guidelines recommend judges to take a more critical approach towards plea
bargains in ML cases having in mind the necessity of applying proportionate and dissuasive
sanctions. According to the authorities, the document is sent to international experts for review.
The AT commends the authorities for the initiative and expects its positive practical impact.

3.3.5. Use of alternative measures

315. Montenegro can use alternative criminal justice measures in cases where it is not possible
to secure ML conviction. The authorities to some extent pursued the extended confiscation by
using the LSC. However, in view of the limited practical scope of financial investigations, they have
not done so after first pursuing a ML investigation and establishing that it was not possible, for
justifiable reasons, to secure a ML conviction.
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316. The asset recovery measures are very much commendable, but they should not diminish
the importance of, or be a substitute for, prosecutions and convictions for ML offences. The way
of applying the extended confiscation measure in Montenegro, tends to both substitute the
prosecutions and convictions for ML offences and diminish their importance.

317. Based on the available information, the AT would conclude that during the assessment
period the authorities did not apply the extended confiscation or took any other actions as an
alternative measure in a manner that would be in line with the standard.

Overall conclusions on 10.7

318. Montenegro has broad powers to identify, investigate and prosecute ML. Recently, the
authorities were able to put forward a number of complex ML cases. They have also started to
widen the scope of practical application of ML offence, by pursuing the stand-alone ML and trying
to test it at the judiciary. In addition, the authorities took actions to address the integrity issues
at the Police and the Prosecution. These are the promising developments, and the AT commends
these endeavours.

319. As to the overall practice and effectiveness of combating ML throughout the six years
under the assessment, the number of ML investigations, prosecutions and convictions was
relatively low compared to the convictions for proceeds-generating high-risk predicate offences.
The ML prosecutions are on the decline. The number of formal financial investigations was also
relatively low and aimed to establish assets subject to confiscation and not the identification of
ML. Informal financial investigations, if carried out, had the same purpose, but with some
exceptions.

320. The country showed ability to prosecute and convict offenders for self-laundering, third-
party ML, stand-alone ML and ML with foreign predicates although to a limited extent. This has
been done relatively better in terms of self-laundering prosecutions, but still at an unsatisfactory
level. A significant number of legal persons have been investigated and a modest number
prosecuted. More efforts are required in pursuing legal persons involved in ML considering their
high-risk of misuse for ML. The criminal sanctions for ML were not applied in effective,
proportionate and dissuasive manner.

321. Montenegro can use alternative criminal justice measures in cases, where it is not
possible to secure ML conviction. However, the competent authorities did not apply those
measures during the evaluation period.

322. The authorities have made some efforts for combating ML. The achieved results in terms
of ML identification, investigations, prosecutions, and convictions are consistent with the risk
profile of Montenegro only to a limited extent. Major improvements are needed, to address a
number of deficiencies leading to this situation. The following are the most notable ones: (1)
absence of a clear policy, criteria and appropriate coordination mechanism to identify an
investigate ML, (2) limited scope of financial investigations, (3) preferring to pursue a
confiscation of proceeds of criminal activity instead of identifying and investigating ML, (4)
uneven understanding of what constitutes proceeds of criminal activity in stand-alone ML cases
and setting a high evidentiary standard, (5) insufficiently pursuing the prosecution and
conviction of offenders for different types of ML, (6) insufficient expertise, (7) lack of human
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resources, (8) lengthy confirmation hearings and court proceedings and (9) possible integrity
issues.

323. Montenegro is rated as having a Moderate level of effectiveness for 10.7.
3.4. Immediate Outcome 8 (Confiscation)

3.4.1. Confiscation of proceeds, instrumentalities and property of equivalent value
as a policy objective

324. Montenegro pursues confiscation as a policy objective. The CC, the CPC and the LSC
provide for the possibility to secure and finally confiscate proceeds of crime, instrumentalities,
and property of equivalent value. The legislation of Montenegro goes beyond the requirements of
the FATF standards and allows application of extended confiscation. According to the LSC, it
applies if there is a well-founded suspicion that a material benefit has been derived from criminal
activity, whereby the perpetrator fails to make plausible its legal origin and if he/she was
convicted by a final judgment for a set of defined offences. Those cover a broad range of crimes,
including the ones within the FATF designated categories. The same law also provides the
grounds for application of non-conviction-based confiscation in exceptional circumstances
precluding prosecution, including the death of a perpetrator34,

325. In addition to the legislative framework, a number of national strategies set a range of
strategic goals and targeted actions for increasing the confiscation of proceeds of crime. Among
those:

326. The National Strategy for Prevention of Terrorism, ML and TF for 2015-2018 sets as a
priority the measure to carry out financial investigations regarding terrorism and related
offences. The National Strategy for Prevention of Terrorism, ML and TF for 2022-2025 stipulates
the need for conducting specialist training for prosecutors dealing with terrorism, other offences
related to it and ML in the areas of financial investigations and confiscation of property benefits
acquired through criminal activity.

327. The 2020 NRA Action Plan envisages actions to be taken to improve the performance of
the Police, the Prosecutor’s Office, the judiciary and the FIU through issuing standard operating
procedures better defining the role of the various authorities in financial investigations and
conducting trainings. The Action Plan sets targets for enhanced actions for identification and
tracing of proceeds of crime by means of FIU intelligence, financial investigations conducted by
the Police and the Prosecutor’s Office, increased detection of cash movement by the RCA and
improved results in terms of permanent confiscation of property by courts.

328. The Strategy for Countering Transnational Organised Crime for 2023-2026 defines a
strategic goal to have a unified approach in the fight against organised criminal groups and
application of zero tolerance policy to all forms of organised crime and ML. The performance

134 See ¢.38.2
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indicator is set as the increased number of final court decisions on permanent confiscation of
property and the increased number of initiated financial investigations.

329. Reorganising the Police and replacing the former structures by the new specialised
structural units, such as the Division for the Fight Against Corruption, Economic Crime and
conducting Financial Investigations and the Asset Recovery Office, demonstrates the commitment
of the authorities to tackle financial crime and deprive criminals of their ill-gotten gains, as a
policy objective. This structural change was aimed at improving the capacity for identification
and tracing assets domestically and abroad. While the results of the Financial Investigations
Group are not yet demonstrated, the ARO work led to an increase in the number of requests sent
abroad for tracing assets and conducting checks on individuals.

330. In the support of its strategic goals, the authorities have conducted regular trainings for
the competent authorities on the detection, seizure and confiscation of criminal assets. In
particular, between 2017-2023, the Centre for Training in the Judiciary and the State Prosecutor's
Office held 41 such trainings for 287 representatives of the judiciary (judges and advisers), the
Prosecutor's Office, the Police Administration, including FIU and the RCA. The prosecutorial and
judicial candidates are also trained in the above-mentioned subjects as part of their initial
training. The Council of Europe experts are often invited as trainers.

331. Furthermore, to facilitate the identification, seizure and confiscation of the property
derived from criminal activity, on 25 September 2019, the Supreme State Prosecutor’s Office of
Montenegro adopted the Standard Operating Procedures for Financial Investigations. This is a set
of written instructions on actions that prosecutors should undertake in financial investigations.
During the on-site mission, the existence of the SOP was unknown by some of the prosecutors
outside of the SPO.

332. The efforts discussed above demonstrate that the authorities consider seizure and
confiscation of criminal assets as an important policy objective and a priority and have already
taken numerous actions to implement the objectives set out in these strategic documents. The
implementation of some other national objectives set out in these strategic documents is still
underway and is expected to yield more results. Currently, the achieved results meet the
objectives to some extent.

3.4.2. Confiscation of proceeds from foreign and domestic predicates, and proceeds located
abroad

333. Montenegro has a solid system for depriving criminals of their ill-gotten gains. The
authorities apply confiscation upon conviction to target the assets that are derived from the
commission of a crime. The authorities also make use of an extended confiscation mechanism to
confiscate assets from convicted individuals in respect of property, which is not directly derived
from the specific crime, but for which there is no plausible explanation as to its legitimate origin.
Results achieved through both mechanisms are encouraging.
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Financial Investigations

334. In Montenegro, there are two types of financial investigations, formal and informal. The
aim of these investigations is the identification of assets subject to confiscation (see the detailed
information in section 3.3.1 and Table 3.14). The SPU is tasked to conduct financial investigations
for the SPO. The Unit for the Fight against Corruption, Economic Crime and Conducting Financial
Investigations at the Police Directorate conducts financial investigations for other Prosecutor’s
Offices. In exceptional circumstances, e.g., high workload of the SPU, the SPO can also order the
above-mentioned unit to conduct financial investigations. In the process of financial
investigations, the SPU and the Unit for the Fight against Corruption, Economic Crime and
Conducting Financial Investigations can seek co-operation from other agencies, including the FIU
and the RCA.

335. In 2017-2022, the authorities conducted 125 formal financial investigations, which
resulted in the extended confiscation in seven cases (see Table 3.26). They were mainly initiated
with respect to offences, such as creation of a criminal organisation, unauthorised production,
possession and distribution of narcotic drugs, trafficking in human beings, tax crimes, abuse of
office, unlawful possession of weapons and explosive substances and smuggling (see Table 3.14).
There is one ongoing financial investigation being conducted by the SPO with respect to persons
charged with terrorism. Compared to the selected high-risk crimes conviction cases (see Table
3.20), the ratio of formal financial investigations is 10%, while the output of conducted formal
financial investigations in terms of leading to extended confiscations is 6%. This suggests that
formal financial investigations were conducted to some extent, but not in a sufficiently consistent
and effective manner. The AT considers that this is owed to the (i) lack of awareness and expertise
of prosecutors and police (other than the SPO and SPU), (ii) insufficient implementation of the
existent policy for financial investigations resulting also from ineffective monitoring thereof; and
(iii) and the shortages of human resources at the SPO and the SPU (see section 3.3.1).

336. There are no statistics about informal financial investigations conducted in the
framework of preliminary investigations or investigations. The consistency and effectiveness of
their application however can be judged based on the seizure and confiscation results. The
overview of these results (see further below) indicates that informal financial investigations were
pursued to some extent, but still not in a sufficiently consistent and effective manner.

337. With regards to the detection of VAs the AT notes that the FIU (which provides useful
financial intelligence to assist in financial investigations) has four officials trained in conducting
financial analysis involving VAs as well as a dedicated chain analysis software. The SPO explained
that when searches are conducted by State Prosecutors, they seek to detect VAs, through the
analysis of documents, computer, mobile phone data and other information. The FIU explained
that so far, they have been able to detect two cases (the analysis of which are ongoing) of
suspected proceeds of crime in the form of VAs. Considering that conducted risk assessments
highlight the potential misuse of VAs by OCGs (see Chapter 1) and that potential proceeds of crime
in the form of VAs have only been detected in two FIU analytical cases, the AT is not convinced
about the ability of the system (i.e. applicability of legislation and operational framework) to
detect (particularly by authorities other than the FIU), seize, confiscate and manage VAs.
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338. In Montenegro, compensation of the victims of crime is given priority. Authorities
indicated that when in a criminal case there is a claim by a victim, the court first decides on this
claim and then proceeds with confiscation order (c.4.3.). No statistical data was provided in this
respect.

Seizure

339. A seizure order is issued by the court upon the prosecutor’s motion for imposing a
provisional security measure. Discussions with the Police and the prosecutors did not reveal any
particular difficulties in this respect.

340. Montenegro applies provisional measure of seizure of assets for the purpose of
subsequent confiscation through criminal or extended confiscation proceedings. The authorities
provided the list of seized property (see Table 3.22 and 3.23). Information on the value of many
movable and even more immovable assets was not available.

341. According to the provided data on the applied seizures, apart from VAs, the authorities
have seized a wide range of property including movable and immovable assets (residential and
non-residential premises and land), movable property (vehicles and yachts), cash and money in
the bank accounts.

342. The available statistics did not distinguish between proceeds of crime and
instrumentalities. However, based on the provided general data, case examples and discussions
with the authorities, it was understood by the AT that the majority of seized assets were proceeds
of crime, which mostly related to domestic crimes, however in some cases the authorities did
manage to seize instrumentalities such as vehicles and yachts. The authorities have diverse views
on seizure of these types of assets. Several representatives of the Police and the Prosecutor’s
Office suggested that a vehicle or a ship is not a subject to seizure as an instrumentality if it is not
modified (has a bunker) to hide the transported goods (e.g. cash or drugs). This approach was not
shared by the judges. Overall, the collected information suggests that to some extent the
authorities seize instrumentalities, but there is no confirmation that it is done in an effective and
consistent manner.

343. The FIU plays an important role in analysing the STRs, CTRs, cross-border reports, and
suspending assets, which are in many instances effectively followed up by prosecutors, in terms
of applying temporary suspension of transactions upon the court order. Such measures have
however not been followed by confiscation so far (See case 3.1 and Table 3.24). The measures
against some assets are pending in anticipation of collecting additional evidence, while some
assets were released because of not establishing the grounds for confiscation. More details are
not available in this respect.

Table 3.22: Number and type of assets seized in ML cases (in EUR)

2017 2018 2019 2020 2021 2022 Total
Number of 2 2 1 2 3 3 13
cases
Money on bank 0 63,825,888 | 165,800 0 6,743,648 | 173,153 | 70,908,489
accounts (EUR)
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Cash (EUR) 7,822,007 0 1,095,063 |2,685,530 | 284,242 | 746,756 | 12,633,598

135 136
Cash (EUR), 4,761,507 111,167,463 | 2,639,429 |664,724139| 6,322,013 |4,777,264 | 30,332,400
based on FIU 137 138 140 141

initiative

Movable Property (other than cash)

Vehicle [Number 3 0 5 0 11 0 19
s Value N/A 0 N/A 0 N/A 0 N/A
Securit |[Number 0 0 N/A 0 0 0 N/A
ies Value 0 0 1,997,320 0 0 0 1,997,320
Immovable Property
Residenti Number 14 0 23 19 19 11 86
""111 ;‘:d Value | N/A 0 N/A N/A N/A N/A
residenti
al
premises
Table 3.23: Number and type of assets seized in other cases (in EUR)
2017 2018 | 2019 2020 2021 2022 Total
Number of cases!42 9 6 1 8 3 6 33
Money on bank 4,340,000 0 0 0 4,749,849 0 9,089,849
accounts (EUR)
Movable Property (other than cash)

Vehicles/ | Number 7 0 0 27 9 7 50
motor Value N/A 0 0 N/A N/A N/A N/A
bikes

Securitie Number 0 0 0 N/A 0 0 N/A

s
Value 0 0 0 1,697,320 0 0 1,697,320
Immovable Property

Residenti | Number 127 199 88 57 52 107 630
alll ::d Value N/A N/A | N/A N/A N/A N/A | N/A

residenti

al
premises,
land, etc.

135 Includes USD 4,517,000 converted to EUR 4,248,526

136 Includes USD 12,000 converted to EUR 11,286

137 Includes USD 3 417 000 converted to EUR 3 213 906

138 Includes USD 1 472 500 converted to EUR 1 384 980

139 Includes USD 13 800 converted to EUR 12 979

140 Includes USD 143 847.22 converted to EUR 135 297

141 Includes USD 1 581 741.22 converted EUR 1 487 728

142 Includes cases, where movable or/and immovable assets were seized.
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Table 3.24: Temporary suspension of transactions by FIU and Prosecutors

Year Number Number Value of Suspension of Temporary Confiscation
of of cases assets transactions security
Suspensio involved by measure (in
n of (in EUR) prosecutors EUR)
transactio upon the
ns by FIU court order
2017 19 10 8,669,440143 Full amount 0
2018 22 12 8,299,078144 Full amount 0
2019 9 5 7,657,010 Full amount 0
2020 40 8 3,166,01914> Full amount 0
2,140,000 0
2021 12 8 3,737,358146 Full amount 200,000
living space
4,400,000 -
Reply to MLA
request is
147 pending. 0
2022 16 4 9,174,249 Full amount 600,000 MLA
information
received and
funds seized
Total 118 47 40,703,154 Full amount 0

344. The total value of seized property during 2017-2022 is estimated to be around EUR
128,398,976148. It is a significant amount, which clearly evidences the commitment of the
authorities to seize criminal assets. However, for establishing how effectively the seizure
mechanism is applied, the AT also considered other important factors. The first factor is the ratio
of cases in which seizure of assets was applied against the selected high-risk crimes conviction
cases (see table 3.20 under 10 7). The ratio is 46 against 1,233 cases (i.e 3.7%). This relatively low
ratio shows that seizure of assets is not applied in a sufficiently consistent and effective manner.

345. The second and third indicators are that property of an equivalent value and proceeds
which have been moved to other countries have never been seized. The AT was informed about
one case, which involved a MLA request sent to a foreign country to detect and seize proceeds of
crime moved abroad which could not be executed (see Case no. 8.6). As set out under 102, the
authorities are not proactively seeking to detect, and freeze/seize proceeds of crime moved

143 Securities

144 EUR 5 818 254 and USD 2 700 640

145 EUR 3 127 159.41 and USD 42 303

146 EUR 3 618 668.05 and USD 129 207.22

147 EUR 7 721 250 EUR and USD 1 581 744

148 Based on Table 3.22, Table 3.23 as well as Table 3.27, providing the value of confiscated villa, 27 vehicles and 2
yachts.
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outside of Montenegro. The fourth factor concerns the impossibility of establishing the exact ratio
and instrumentalities of crime in the seized assets, while the fifth factor is the impossibility of
determining the extent of proceeds and instrumentalities of crime involving domestic offences as
opposed to foreign predicate offences. As noted earlier, it is still understood that most of the
seized assets were proceeds derived from domestic crimes. As a sixth factor, the AT also considers
that the seizure of VAs has never been carried out in Montenegro.

346. Inview of the above, the AT concludes that the authorities used the seizure mechanism to
some extent.

Confiscation

347. According to the SPO statistics on confiscated assets during 2016-2022 (see Tables 3.25-
3.26), Montenegro confiscated around EUR 33 000 000 (money on bank accounts) in 22 cases,
including EUR 20,000 in one ML case, through Criminal Code confiscation mechanism. Other
underlying crimes were abuse of office, tax evasion, drug crimes, smuggling, fraud, unlawful
possession of weapons and explosive substances and abuse of office in business operations. In
addition, the Cadastre and State Property Administration reported the confiscation of EUR 26,000
in cash, 27 vehicles and 2 yachts with the value of EUR 300,000 (Table 3.27).

348. Using the extended confiscation mechanism in seven cases, Montenegro has confiscated
EUR 3,335 and five real estate, worth around EUR 2,100,000, in connection with abuse of office,
creation of criminal organisation and drug crimes as underlying offences. Out of the total
confiscated assets, the authorities were able to recover EUR 33,000 000 (See Table 3.25), EUR
26,000 cash, EUR 1,414,000 worth villaand EUR 300,000 worth of vehicles and yachts (See Table
3.27).

Table 3.25: Confiscated money (in EUR) through Criminal Code confiscation mechanism

Year Number Value of Confiscated Underlying Criminal offences
of Cases proceeds (money)
2016 5 23,582,545.2 Abuse of Office, Fraud, Tax Evasion
2017 2 6,097,351.93 Abuse of office
2018 2 1,756,057.59 Creation of a Criminal Organisation, Abuse of
Office in Business Operations
2019 4 483,654.52 ML149, Creation of a Criminal Organisation,

Unauthorised Production, Possession and
Distribution of Narcotic Drugs, Tax Evasion
2020 3 714,945 Creation of a Criminal Organisation,
Unauthorised Production, Possession and
Distribution of Narcotic Drugs, Unlawful

Possession of Weapons and Explosive
Substances, Tax Evasion
2021 6 358,302.38 Creation of a Criminal Organisation, Unlawful
Possession of Weapons and Explosive
Substances, Smuggling of Persons, Smuggling,
Tax Evasion

149 Confiscation of USD 20,000 in one ML case (Case No. 3.7: F.S Case)
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2022 0 0 -
Total 22 32,992,856.62

Table 3.26: Confiscated property (in EUR) through extended confiscation mechanism

2017 | 2018 | 2019 2020 2021 | 2022 Total

Extended confiscation in relation to ML

Number of cases/Property
value (in EUR)

Extended confiscation in relation to other predicate offences

Number of cases 2 0 2 1 1 1 7

Number of Property 1150 0 3151 1152 5

Property value (in EUR) |385,185| 0 | 300,000/ 1,414,000 | 2,530%53 | 805 2,102,520

349. The confiscated EUR 20,000 in the context of a ML case was proceeds of a foreign
predicate offence. It was the only case of foreign proceeds of crime being confiscated in the review
period. The confiscation (including repatriation, sharing and restitution) of proceeds moved to
other countries has not been carried out.

Case No. 3.8: F.S Case

From October 2013 to October 2016, F.S. used EUR 20 000 to renovate a house in Montenegro, particularly
for buying building materials, furniture and paying for the renovation works. The SPO started investigating
the ML case against F.S. based on the incoming MLA request from a foreign country, which suggested that
he could be using proceeds of drug trafficking committed in that country. Through MLA, the SPO also
learned about the conviction of F.S. in 2017 for drug trafficking in that country.

Based on the collected evidence, the SPO prosecuted F.S. for ML. Eventually he pleaded guilty, which led to
concluding a plea agreement between him and the SPO. By 15 April 2019 judgment of the High court of
Podgorica, the court adopted the plea agreement, convicted F.S. for ML and ordered the confiscation of EUR
20 000 proceeds of crime, which he previously deposited on the bank account of the SPO for the purpose
of the subsequent confiscation.

350. Montenegro confiscated proceeds of criminal activity from a third party in one case
during the assessment period. Based on a 2018 decision of the High Court of Podgorica, a villa in
Beci¢i was confiscated from a third party through the extended confiscation based upon

150 Immovable Property, land (3,036m?2)

151 Immovable Property, Apartment (64 m2), House (259m2 and land (541m2)2
152 Immovable Property, Villa (193m?2)

153 Includes USD 1,250 converted to EUR 1,180
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establishing that the property originated from the abuse of official position in an organised
manner by another person.

351. Complete and accurate information on the confiscation of instrumentalities is not
available. Montenegro has not made a confiscation of property of an equivalent value during the
assessment period. Throughout the review period, there were no convictions for TF offences and
hence no property was subsequently confiscated. Despite the legislative possibility, Montenegro
has not applied a non-conviction-based confiscation in practice so far.

352. Intotal, the value of confiscated assets during 2016-2022 is around EUR 35,400 000. It is
a considerable amount that shows the commitment of the authorities to confiscate criminal
assets. Nonetheless, for establishing how well the competent authorities were confiscating the
proceeds and instrumentalities of crime, and property of an equivalent value, involving domestic
and foreign predicate offences and proceeds which have been moved to other countries, the AT
takes into account other important factors as well. The ratio of cases where confiscation was
applied is 2.4% compared to the selected high-risk crimes conviction cases (see table 3.20 under
10 7). It is a small portion, which points that confiscation mechanism has not been applied in a
sufficiently effective and consistent manner. It is also notable in this respect that compared to
2016, when a large sum of money was recovered, the amount of confiscated assets has
significantly reduced in the next years. Further important factors considered include the single
confiscation of foreign proceeds, single third-party confiscation, no equivalent property
confiscation, no confiscation of proceeds which have been moved to other countries and unknown
extent of confiscating instrumentalities.

353. In view of the above factors, the AT concludes that the authorities used the overall
confiscation mechanism to some extent.

Management of seized and confiscated assets

354. Montenegro has in place a system for managing seized and confiscated assets. The
Cadastre and State Property Administration is the responsible authority for that. It owns parking
space for the storage of vehicles and warehouse for the storage of consumer goods. If necessary,
the Cadastre and State Property Administration can entrust seized and confiscated assets to a
natural or legal person for the safekeeping and storage.

355. The Cadastre and State Property Administration submits seized and confiscated assets of
historical, artistic and scientific value to museums and institutions specialized in the preservation
of such property. The seized and confiscated precious metals, precious stones and other valuable
objects are given to the CBM for safekeeping. The seized cash is deposited to the dedicated
account at the CBM. The seizure of securities is registered at the Central Depository Agency. It is
possible to hire an authorised securities market participant to monitor the value of seized
securities. The applicable asset management measures also include the possibility of selling
seized movable and immovable assets following their valuation, when the estimated costs of
safekeeping, managing and maintaining significantly exceed the value of property or/and the
property is under a threat of deterioration. A relatively common mechanism for selling seized
assets is a public auction, unless in case of immovable assets, it is otherwise defined by the
Government or in case of movable assets, the sale was unsuccessful. In the latter case, movable

109



assets can be sold through a negotiated deal or if being still unsuccessful, donated for
humanitarian purposes. The Cadastre and State Property Administration is also authorized to sell
perishable goods without public bidding.

356. Income from the sale of seized assets is kept on a special bank account at the most
favourable interest rate until the decision on confiscation. Confiscated money and income from
the sale of confiscated property are transferred to the Budget of Montenegro.

357. According to the data submitted by the Cadastre and State Property Administration, over
the years 2017-2022, it sold 27 vehicles and 2 yachts for EUR 300 000 through public auction and
perishable goods for EUR 14,049.71 through direct negotiation (see table 3.29). It has also
evaluated one confiscated real estate but has not managed it yet. The evaluation of other seized
and confiscated assets is pending.

358. Overall, the authorities have demonstrated some experience in preserving and managing
the value of seized and confiscated assets. However, it does not include the experience in selling
confiscated immovable assets and the experience in selling seized movable assets, except for the
perishable goods. It can be assumed in this respect that the delays in court proceedings (noted
under [0 7) are putting extra pressure on the management of seized assets, e.g., vehicles, because
of having to manage them for a long period and bearing the risk of depreciation.

Table 3.27: Seized and confiscated property (in EUR) preserved/managed by the Cadastre
and State Property Administration in (2017-2022)

Seized property Returned Sold Confiscated property Sold confiscated
seized seized property
property | property | Number Value Number Value
(value in (in EUR) (in EUR)
EUR)
EUR 60,000,000 0 N/A 0 N/A
(money on bank accounts)
EUR 26 000 (cash) 26,000 (cash)***
1456 vehicles 557 0 68 300,000%% 27 300,000
3 yachts 1 0 2 2
Perishable goods 0 14,049.71 N/A
(Beverages, fruits, vegetables,
meat, fish,cows)
Apartments: 570 259 0 4 1,414,000156 0
Business premises: 173 36 0 0 0 0
Hotels: 6 4 0 0 0 0
Hospital: 1 0 0 0 0 0
Garages: 106 62 0 0 0 0
Lands: 670.034m2 217,983 m? 0 1 N/A 0
Total 14,049.71 1,740,000%’ | 300,000

154 Confiscated EUR 26 000 cash was paid to the Budget of Montenegro.

155 Joint value of 27 vehicles and 2 yachts. The value of remaining 41 vehicles is not available.
156 Price of one real estate (Villa). The value of remaining three is unknown.

157 It does not include the value of 41 vehicles and 3 real estate.
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3.4.3. Confiscation of falsely or undeclared cross-border transaction of currency/BNIs

359. Montenegro is vulnerable to cross-border illicit flows. This vulnerability results
predominantly from the fact that the country is used as a gateway for international organised
crime groups. In addition, Montenegro has a cash-based economy. A large amount of cash that
circulates throughout the financial system contributes to a greater risk of employing funds
originating from criminal activities. All relevant authorities of Montenegro recognise the risks
connected to the cross-border flows of currency. For further information in this respect, reference
may be made to Chapter 1 and the analysis under 10 1.

360. Montenegro has implemented a declaration system, where all cash or BNIs equal or
exceeding the value of EUR 10,000 being transported at borders have to be declared. The
competent authorities for controlling the borders are the RCA and the Border Police. They have
adequate powers to undertake their duties although some technical deficiencies were noted (see
R.32).

361. The RCA performs border controls based on targeted or random checks. For the targeted
checks, to some extent, it applies risk analysis and identifies individuals representing the risk.
The selection of suspicious persons for targeting is made based on indicators, such as travel
to/from a sensitive country, ticket paid in cash and bought at the last minute, questionable
credibility of traveller and travel reasons, matching with the record of suspicious activities,
frequent trips in the region for a short time, criminal records, etc. These indicators are aiming at
identifying ML and fraud and they are common for air, land and sea border controls. Also, they
are general and do not make explicit reference to transfer of cash or BNIs through mail or cargo.
There were no practical cases of using these means for the cross-border movements of cash and
BNIs. There are no indicators specifically for identifying TF.

362. As set out under c.32.8 the RCA has a general power to temporarily seize means of
payment. While the AT could not establish, through legislation provided, under what
circumstances this power may be used, in practice the RCA provided evidence that it has
temporarily restrained undeclared cash, including the amount that the passenger is not obliged
to declare. Violations of declaration obligations are punishable through misdemeanour fines of
up to EUR 16,000 for legal persons, EUR 6 000 for entrepreneurs and EUR 2 000 for natural
persons. Confiscation as a sanction is not applicable in Montenegro regarding falsely/not
declared cross-border movements of currency and bearer negotiable instruments. Such currency
and BNIs can be only confiscated under the CC and the LSC, if they are proceeds of crime or
instrumentalities of crime.

363. Table 3.28 hereunder provides information on misdemeanour fines imposed in view of
violations of declaration obligations. In line with the legislation, the confiscation as a sanction has
never been applied with respect to falsely/not declared currency and BNIs.

Table 3.28: Misdemeanour fines for violations of declaration obligations (2017-2022)

Year Misdemeanour Orders Fines (Value in EURO)

2017 6 3,300
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2018 6 3,300
2019 11 6,050
2020 10 5,500
2021 35 19,250
2022 46 25,300
Total 114 62,700
364. Throughout the review period, a total of 114 cases of currencies not being declared were

recorded at the border crossings which led to the initiation of misdemeanour proceedings. The

number of cases of detected and sanctioned undeclared currency has been on a rising trend
during the last two years of the assessment period (2021-2022), which is a notable development.
However, it needs to be considered that this happened in parallel to significantly increased
volume of incoming and outgoing cash declarations in 2022 compared to 2021. Furthermore, the
sanctions applied (average of €550 per case) are not effective and dissuasive, and neither

proportionate to the extent of the violation in terms of transported undeclared cash. No false

declarations and BNIs were detected during this period. The authorities have not seized cash at
the border solely on the basis of ML/FT suspicion.

Table 3.29: Numbers and amounts of cross-border cash declarations (2017-2022)

Year Incoming Outgoing Number of non-
declaration
(number and
Currency (in EUR) | Numberof | Currency (in Number of amount)
declaratio EUR) declarations
ns
2017 N/A 202 N/A 94 6 - EUR 91,750,
CHF 18,000, USD
20 000
2018 CHF 2,000 CHF 1,000, 22 5-EUR 79,500
EUR 3,738,505 70 EUR 682,203 USD 9,000,
GBP 90,100 RUB 49,488 1-GBP 30,000
RUB 3,550 USD 15,000
USD 90,700
2019 CHF 80,000 CHF 1,000
EUR 11,983,902 385 EUR 8,348,181 155 10 - EUR 252,623
RUB 950,050 RUB 78,000 1- GBP 22,800
USD 1,169,845 USD 805,730
2020 CHF 50,000 EUR 7,865,607 51
EUR 7,060,327 234 GBP 505 10 - EUR 97,245,
GBP 73,800 RUB 58,100 USD 49 100
RUB 491,440 USD 128,866
USD 740,121
2021 CHF 101,308 EUR 4 258 448,
EUR 13,108,318 352 GBP 62 699, 78 34 - EUR 576,890,
GBP 70,834 RUB 3 460, USD 99,500,
RUB 200,684 USD753 525 1- GBP 15,000
USD 3,124,905

112




2022 CHF 162,360 EUR 10973 763 46 - EUR
EUR 26,466,828 701 RUB 357 300, 189 1,004,220, USD
GBP 65,765 USD 1536978 245,320,
RUB 2,253,300 TMT 40,000,
USD 10,014,100 RUB 95,100,
TL 20,000,
RSD 5,300

365. Inline with the requirements of the LPMLTF, the RCA provides the FIU with information
on cross-border movements of cash and BNIs equalling or exceeding EUR 10 000. As from January
2023 the FIU was provided with direct access to the customs database recording information on
cross-border cash movements which ensures immediate access to such information (see section
3.2.1). The RCA has submitted six STRs to the FIU on ML suspicions connected with cases of
undeclared cash. Out of those, the FIU made three disseminations to the SPO. Two of them were
followed by ML preliminary investigations by the SPO (see case no. 3.3). Regarding the third case,
the SPO did not establish any signs of crime. None of the disseminations led to a ML investigation.

366. No reports on ML suspicions have been made to the FIU or other authorities in
circumstances unrelated to the violation of declaration obligations Before 2023, the information
received from the RCA was mainly used by for identification of non-declarations. Starting from
January 2023 the FIU is using the information from the declarations it receives electronically for
tactical analysis purpose to identify and analyse suspicions. In fact through this practice the FIU
has identified and is currently analysing two potential ML cases. This is a very positive
development which the AT commends and encourages the FIU and RCA to also make use of this
data for strategic analysis purposes to identity trends and typologies that can be used amongst
other to enhance the indicators, guidance or internal procedures of the RCA and the Border Police
for recognising ML/FT suspicions at the borders. These indicators, guidance and internal
procedures are not considered to be sufficiently detailed.

367. In view of the AT, there is no proper co-operation and coordination between the
competent agencies on the awareness raising about ML/FT risks and typologies connected to
cross-border transportation of cash and BNIs. In light of the foregoing, the authorities did not
address and apply confiscation of falsely / not declared cross-border movements of currency and
bearer negotiable instruments as an effective, proportionate and dissuasive sanction.

3.4.4. Consistency of confiscation results with ML/TF risks and national AML/CFT policies
and priorities

368. Montenegro has confiscated a considerable amount of assets with respect to some
predicate offences identified by the NRA and other sources as posing a high risk for generating
proceeds, such as drug trafficking, tax evasion, abuse of office (corruption) and smuggling. The
notable part of the seized and confiscated assets was immovable property, which is consistent
with the identified risk of misuse of the real estate sector for laundering the proceeds of crime.

369. The AT would like to note however that none of the confiscations of proceeds concerned
the organised criminal groups operating in Montenegro. Considering the level of criminality in
Montenegro, including organised crime and high-level corruption, which generates significant
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proceeds, the confiscated assets, in terms of their value and number of cases and types of
underlying offences, are not sufficiently proportionate to the existing risk in the country.

370. Asregards the seizure and confiscation of cash and BNIs during the border controls, the
results in terms of seizure are moderate. The confiscation as a sanction is not applicable for false
declaration/failure to declare currency and BNIs. Respectively, it has never been applied in
practice. The situation in this respect does not correspond to the risk profile of Montenegro. The
above-mentioned factors suggest that confiscation results reflect the assessments of ML/TF risks
and national AML/CFT policies and priorities to some extent.

Overall conclusions on 10.8

371. The competent authorities of Montenegro have legal powers for tracing, seizing and
confiscating criminal assets, and have made it a policy objective to deprive criminals of the crime
profits. To some extent, the authorities use financial investigations for tracing and confiscating
proceeds of criminal activity. However, their use is not consistent and systematic.

372. Tosome extent the authorities pursued the confiscation of proceeds of domestic predicate
offences. Foreign proceeds of crime have been confiscated to a limited extent. Confiscation of
property of equivalent value and confiscation (including repatriation, sharing and restitution) of
proceeds moved to other countries have not been carried out. A third-party confiscation took
place only once and the exact scope of confiscating instrumentalities is unknown.

373. Montenegro has to some extent confiscated proceeds generated from a number of serious
crimes, such as organised crime, drug trafficking and corruption. However, the overall value of
confiscated assets derived from the commission of high-risk predicate offences (including drug
trafficking involving major OCGs and high-level corruption) is still inconsistent with the risk-
profile of the country.

374. The mechanism for managing seized and confiscated assets exists in Montenegro. The
authorities have gained some experience in this respect, which does not include selling of
confiscated immovable assets and selling of seized movable assets, except for perishable goods.
The lengthy court proceedings for processing ML cases put extra pressure on the asset
management system.

375.The authorities have sufficient powers to control the cross-border transportation of
currency and BNIs. Some results were achieved in seizing undeclared cash. The authorities have
only recently started demonstrating efforts for identifying ML and TF suspicions at the border in
the circumstances unrelated to the violation of declaration obligations. The administrative
sanctions for violation of declaration obligations were not proportionate and dissuasive.
Confiscation as a sanction was not applied as it is not available for such violations.

376.Montenegro is rated as having a Moderate level of effectiveness for 10.8.

114



4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

4.1. Key Findings and Recommended Actions

a)

b)

d)

Key Findings

Immediate Outcome 9

Montenegro’s legal framework to counter TF is broadly in line with the international
standards. During the reference period, there were no TF prosecutions/ convictions
in Montenegro. This is to some extent in line with the country’s risk profile, given
some gaps in the TF risk understanding. The authorities demonstrated a generally
good understanding of TF-related risks, going beyond the conclusions of the NRA,
however, there is scope to enhance the authorities’ understanding of the TF
vulnerabilities of important sectors such as banks, MVTSs and NPOs. In the latter case
the AT notes the absence of adequate monitoring, notwithstanding indications of
risks.

While demonstrating a good level of cooperation at an operational level on case
specific matters, the authorities are less effective in synchronising their high-level
operational goals and efforts to combat TF, which could enhance the country’s
capacity to detect and investigate TF in high-risk areas and in line with evolving
typologies.

The intelligence-based approach is dominantly applied in Montenegro to detect
terrorism and TF suspicions, which represents a strong element, and ensures a
sufficient and effective level of detection and immediate coordinated response to
potential terrorist acts. The NSA and SPU are following financial transactions, cross-
border movement of cash, but actions are not undertaken to trace other assets that
can be used for TF purposes (e.g. crypto).

The TF component is integrated in a number of National Counterterrorism Strategies.
Their action plans foresee a number of measures to be applied in TF suppression and
prevention.

A number of TF suspicions have been detected and analysed at an intelligence level,
with none of them resulting in a criminal investigation. A terrorism conviction was
achieved, where the financial investigation conducted did not yield any basis for
launching a TF investigation. The high evidentiary threshold applied to initiate TF
investigations, the SPU’s inability to launch fully-fledged financial investigations upon
the receipt of intelligence without the SPO’s approval, coupled with the need for more
expertise in TF related financial investigations (especially into new TF methods) and
limited human resources (and ability to retain and recruit staff), limits the country’s
capability to investigate and prosecute TF.

Given that there have been no prosecutions/convictions for TF, no conclusion could
be made on proportionality and dissuasiveness of sanctions applied. The available
sanctions envisaged by the CC for the TF offence appear proportionate and dissuasive.
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g) Arange of measures to disrupt TF are available to competent authorities and some have
been applied in lieu of proceedings with TF charges.

Immediate Outcome 10

a) Montenegro’s legal framework enables the automatic implementation of TF-related
TFS under the relevant UNSCRs, although major technical gaps in relation to the scope
of asset freezing obligation (see R.6) impact the ability by Montenegro to implement
TF-related TFS.

b) The shortcomings regarding the communication mechanism on new designations or
changes to UNSCRs are largely mitigated by the FIU’s tool directly linked to the UN
consolidated list and private sector’s (larger FIs) reliance on various TFS screening
databases which are updated automatically.

c) Montenegro has not proposed any UNSCR 1267 designations on its own initiative, nor
has received or made a formal request for designation pursuant to UNSCR 1373.

d) Montenegro is exposed to TF risks emanating from NPOs activities and has taken first
steps to understand TF risks associated with NPO sector. Whilst the authorities were
able to articulate some NPO-related vulnerabilities, the key elements such as the
identification of the subset of organisations falling within the FATF definition of NPO,
and of the features and types of NPOs which are likely to be at a risk of TF abuse, are
still to be developed via the on-going NPO risk assessment. Moreover, the CBM and
the CMA issued guidance according to which all NPOs are to be considered high-risk
by default which could prove disruptive.

e) The measures implemented in Montenegro do appear to be commensurate with the
overall TF risk profile only to a limited extent, not least because of the incomplete
nature of the TF risk assessment in the NRA (see 10.1), but also due to limited
understanding of NPOs’ TF risk exposure and no related oversight measures and TFS
implementation gaps (both, from technical and effectiveness perspective).

Immediate Outcome 11

a) The measures in place aimed at the automatic implementation of PF-related TFS are
identical to the ones relating to TF-TFS, the identified technical shortcoming in
relation to the scope of the freezing obligation and the gaps identified in the
communication mechanism being equally applicable. Moreover, additional moderate
deficiencies have been noted in relation to R.7.

b) There is no operational PF-related TFS cooperation and coordination mechanism at
the country level.

c) At the time of the on-site visit, no PF-related freezing measures had been taken
pursuant to UNSCR 1718 (2006) and subsequent resolutions, or to UNSCR 2231
(2015), as no assets belonging to designated individuals or entities had been
identified.

d) As for TF-related TFS, the implementation of these obligations varies among sectors.
While the larger FIs have automated tools, other smaller Fls and the majority of
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DNFBPs perform semi-automatic or manual checks and have encountered some
difficulties that may impact the frequency and scope of these checks. Some DNFBPs
are not explicitly required to freeze funds/assets associated with designated persons.

Efforts have been undertaken to promote awareness of TFS obligations, including
through guidance provided by the CBM and the CMA and conducting a series of
outreach activities. Nonetheless, these initiatives did not concern sectors
demonstrating a lower level of understanding.

The CBM’s is to be commended for taking initiative to conduct thematic TFS
examinations. However, the scrutiny (quality and scope) of the CBM’s on-site checks
need to be improved. Other sectors (FIs outside CBM’s supervision and DNFBPs) are
not being monitored for compliance with TFS requirements.

Recommended Actions

Immediate Outcome 9

a)

b)

d)

Montenegrin authorities should deepen their TF risk understanding in particular by
analysing the vulnerabilities within the banking, MVTS and NPO sectors for TF
exploitation, and the TF risks associated with cross-border cash movements and new
technologies such as VA and emerging risks, in order to better detect potential TF
cases.

Montenegro should continue to enhance the human and material resources of the SPU
and SPO, and necessary expertise to effectively investigate and prosecute TF. In
particular this should also be accompanied by (i) more operational independence for
the SPU to initiate TF financial investigations, and (ii) provision of training to develop
their TF financial analytical capacities and abilities.

Montenegro should consider setting up or utilising an existent permanent
interdepartmental body or cooperation platform, to ensure systemic and regular
coordination between intelligence, investigatory and prosecutorial agencies to
synchronise high-level operational goals in response to identified risks and evolving
typologies.

Montenegro should develop procedures and guidelines (supplementing the current
list of suspicion indicators) for intelligence and investigatory authorities regarding
the detection and investigation of TF suspicions. These should include clear guidance
on the circumstances and sources of information which should trigger TF
investigations, and a re-assessment and introduction of an appropriate evidentiary
threshold for initiating TF investigations.

Immediate Outcome 10

a)

b)

Montenegro should remedy the technical deficiencies identified with respect to the
new TFS implementation mechanism, notably by extending the obligation to freeze to
all natural and legal persons (see R.6).

Montenegro should improve the understanding of TF risks to which the NPO sector is
exposed, including by conducting an in-depth TF sectoral risk assessment. Based on
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the results of such risk assessment, Montenegro should review the existing legal and
regulatory requirements applicable to NPO sector with a view to establish
proportionate and effective risk-based measures aimed at protecting NPOs from the
abuse (in line with the level of risk exposure). Montenegro should ensure that no
disproportionate measures are being applied to the NPO sector dissuading them from
integrating in the financial system.

c) Montenegro should establish an effective communication mechanism regarding
freezing, de-listing and unfreezing measures.

d) Montenegro should also provide targeted outreach to NPOs and to the donor
community on potential vulnerabilities of NPOs to TF.

e) Montenegro should take actions to develop a proper understanding of the TF-related
TFS implementation mechanisms among competent authorities.

f) Montenegro should establish formal mechanisms and develop formal comprehensive
procedures for proposing designations to UN 1267/1989 and 1988 Committees,
making domestic designations under UNSCRs 1373, de-listing and unfreezing of
assets.

Immediate Outcome 11

a) Montenegro should address the technical deficiencies identified under R.7 as well as
establish an effective communication mechanism for PF-related TFS.

b) Montenegro should ensure that PF-TFS are embedded in cross-government PF
coordination and cooperation policies and exchanges. Additional steps should also be
taken in order to enhance the PF related TFS awareness amongst competent
authorities.

c) Montenegrin authorities should provide clear written guidance to REs, especially to
DNFBPs, on their UN TFS obligations for freezing, unfreezing and reporting (including
attempted transactions). Sectors that demonstrate particularly weak understanding
as regards TFS implementation techniques should be prioritised for written guidance
and outreach.

d) Montenegro should ensure that all supervisors have in place UN TFS compliance
monitoring procedures and staff which has adequate knowledge and expertise to
conduct checks on TFS implementation.

e) Montenegro should ensure that an appropriate number of good quality examinations
are conducted by prioritising those sectors that are more exposed to sanctions
evasion risks (be it through weak or non-existing controls or through heightened
inherent risk exposure).

377.The relevant I0s considered and assessed in this chapter are 10.9-11. The Recommendations
relevant for the assessment of effectiveness under this section are R. 1, 4, 5-8, 30, 31 and 39, and
elements of R.2, 14, 15, 16, 32, 37, 38 and 40.
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4.2. Immediate Outcome 9 (TF investigation and prosecution)

4.2.1. Prosecution/conviction of types of TF activity consistent with the country’s risk-
profile

378.The TF offence criminalised under the Montenegrin CC largely complies with the FATF
Standards (see R.5).

379. By the time of the on-site visit, there were no TF convictions or prosecutions. The AT believes
that, in respect to the identified risks backed by the effective intelligence gathering and
continuous monitoring, Montenegro’s efforts are in line with the TF risk profile. The TF scenarios
identified in the 2020 NRA and the two SOCTAs are considered plausible and reasonable. These
scenarios are continuously monitored through intelligence and surveillance and inform the risk
understanding of the authorities beyond the risk assessment exercises. Nonetheless, given the
shortcomings identified in relation to the understanding of TF vulnerabilities within the banking,
MVTS and NPO sectors, and risks associated with cross-border cash movements the AT has
doubts whether national efforts undertaken are sufficient to address the risks.

380. The TF risk was assessed as low within the 2020 NRA, where a considerable emphasis was
put on the absence of identifiable links to terrorism (participation or preparation). While the
reasonableness of the NRA conclusions is questionable given the gaps identified (see 10.1), the
authorities were able to elaborate, to various degrees, more extensively on Montenegro’s
exposure to TF risks and demonstrated a good understanding of the local situation through the
intelligence-based analysis and preliminary investigations conducted. The authorities were also
able to demonstrate an understanding of the changing trends of the potential TF risks.

381. According to the NRA, the potential TF threats in Montenegro are associated with: (i)
ideologically and religiously motivated terrorism and emerging trends propagating radicalism of
all forms?58; (ii) participation of some Montenegrin citizens in armed conflicts abroad, including
in Syria, and their return to the country?!s9 (iii) terrorist infiltration linked to a massive influx of
migrants and refugees!60; (iv) use of modern technological achievements and social networks to
propagate ideas and raise funds, including through the use of VAs16L,

382.1t is recognised that Montenegro is facing a long-term increasing trend of propaganda
activities of radical religious preachers, groups and individuals from the region associated with
Salafi and Wahhabis movements. The radicalisation of members of the Roma population was also
identified as a threat. In Montenegro, there are several so-called “parajamats”162 of these groups
within which religious indoctrination is carried out. There are, however, no indications that these
structures provide facilities for the recruitment and training for the planning and execution of
terrorist activity163. The authorities also showed awareness about the potential threat posed by
members of radical groups from the region which might support or be linked to terrorism. The

158 NRA 2020, p,275; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77

159 NRA 2020, p.275, 277; Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24; SOCTA 2021, p.77
160 Strategy for Combating Terrorism, TF and ML for 2022-2025, p.24

161 NRA 2020, p.293

162 Groups

1632021 SOCTA, p. 77.
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2021 SOCTA notes that although there have been no identified departures or returns from foreign
battlefields of Montenegrin citizens during the data collection period (2017 to 2021), the possible
return of the remaining number of Montenegrin citizens to their home country remains
relevant!64. The AT was presented with information demonstrating that these Montenegrin
citizens are known to the authorities and closely monitored, especially when it comes to their
potential return to the country.

383.The NSA advised that together with the SPU, the FIU, and through a regular communication
with foreign counterparts they closely monitor the activities of those groups. Some of those
groups formed NGOs and cooperate with similar organisations in the region. The propaganda
activities are financed from abroad, covering primarily the region. The authorities explained that
so far, the analysis of the funds provided for the support of radical groups and propaganda
activities demonstrated that those do not serve for terrorism purposes.

384. The CBM and other authorities have not assessed the risk of misuse of banks and MVTS for
TF purposes, notably by analysing the outward flows taking place through these entities to
identify the destination jurisdictions that could be high risk in terms of terrorism and TF. While
the volume of TF-related STRs submitted by the MVTS sector and also their reference to particular
TF-related typologies (see 10.4) indicate potential risks of misuse of the sector for TF purposes,
it is worth noting that these cases have been not confirmed and disseminated by the FIU.

385. Regarding cross-border cash movements, the authorities are monitoring all persons (see
section 4.2.5) at border-crossings against a database of persons with links to terrorism or TF,
while the FIU and RCA (see section 3.2.2 “cross-border cash movements”, have very recently (i.e.
January 2023) started carrying out tactical analysis of cross-border cash movements, to detect
potential ML/TF cases. These actions are commended however the AT is of the view that further
actions are required (e.g. through the carrying out of strategic types of analysis) to assess the TF
risks associated with cross-border cash movements.

386. With regard to the NPO sector, which is at risk of being misused to raise funds, in particular
by radical movements as previously mentioned, no proper TF risk assessment has been
undertaken while there is also no effective monitoring of the sector.

387.0verall, it can be concluded that the authorities recognise the predisposition of individuals
to “move” funds, while “raising” and “using” funds for TF purposes are considered to be limited
or less likely activities to happen in the country. The AT deems this conclusion to be reasonable.

4.2.2. TF identification and investigation

388.The SPO is the main authority responsible for investigating TF and terrorism-related
offences. In terms of TF identification, the FIU and the NSA play an important role in the detection
of TF cases through their intelligence-based functions. The SPU conducts pre-investigations of TF
and terrorist-related offences. Through the discussions of the cases, the authorities demonstrated
a good level of knowledge and cooperation on the matter.

164 SOCTA 2021, p.77
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389. The SPU, in charge of detection and investigation of a wide range of serious crimes, including
the ones committed by OCGs, highlighted that they have not come across any information or
evidence linking OCG activities to terrorism or TF. More precisely operational investigative data
and intelligence collected indicate that the dominant criminal activity of Montenegrin OCGs is
drug smuggling, the proceeds of which are then invested in construction activities, real estate,
tourist complexes, catering, and organization of games of chance, both domestically and abroad.
Private companies that have existed for many years and are engaged in the previously mentioned
activities are often used for the aforementioned activities!¢s. The absence of such links is also
justified given the lack of connection of 0CG members with religious extremism.

390.The NSA is focused and dedicates considerable resources to intelligence gathering and
monitoring of individuals and organisations with potential links to terrorism, including their
financial flows, with the purpose of preventing terrorism. The NSA conducts its work through
surveillance and closely cooperates with the SPU and the FIU on a regular basis. The main streams
of focus for the NSA are returnees from Syria and ideological, religious and radical movements
and their members. The NSA explained how it kept under monitoring Montenegrin citizens who
previously left and returned from Syria, including their family members’ activities and financial
transactions!¢é. As at the on-site mission, no activities related to terrorism or TF were detected
with respect to those returnees. This conclusion is further elaborated and confirmed by the
SOCTA report?67,

391.In the period under review (2017-2022), three preliminary investigations in regards of TF
suspicions were initiated by the SPU. On those occasions, the authorities used a variety of sources
and investigative techniques to detect and investigate TF offences. In most cases the SPU and SPO
demonstrated an ability to pursue financial investigations to detect transactions that are
suspected to be related to TF, including by analysing incoming and outgoing transactions to and
from the suspect’s bank and payment accounts. As shown through case studies (e.g. Case 4.1) the
authorities examined the financial aspects of the case, without finding grounds for TF charges.

Case No. 4.1: Syria FTF 2016

In 2017, H.B. was prosecuted and convicted to six months of imprisonment for joining and participating in
a foreign armed formation of ISIL. H.B. traveled to Syria, together with his wife K.E. and their child, and
joined ISIL between the period April 2015 to May 2016. The NSA established through its intelligence
gathering that H.B.’s and his family’s travels were financed by another individual (i.e. M.H who died in Syria
before H.B.’s arrival) providing them EUR 600 in cash. During his stay in Syria, H.B. was also occasionally
financed by other FTFs (USD 20-100), twice by ISIL (USD 100) and once by a relative from Germany (EUR
400). H.B. and his family were deported from Tiirkiye to Montenegro in September 2016. H.B. was
subsequently prosecuted and convicted for terrorism offences. H.B. served his prison term and underwent
a de-radicalisation program in prison. H.B. and his family are under regular monitoring by the NSA. The
NSA detected no information on any further links with the terrorism-related activity and no indications of
suspicious movement of funds.

165SOCTA page 20
166 Up until 2015, out of 26 departures, 10 returns
167 SOCTA 2021, p.77
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In conjunction with the criminal investigation, the SPO also carried out a financial investigation, which
included an analysis of the financial assets, transfers and withdrawals carried out over the period of 2007
to 2015. Data was collected from banks and payment institutions. It was considered that the turnover of
funds in total was approximately EUR 21,000, which were deemed to be related to legitimate incomes and
living expenditures. As part of the continuous monitoring another two financial investigations were
conducted, covering subsequent years up until 2022, which identified no movement of funds linked to
terrorism or terrorist activities.

392.As evidenced by case no 4.1. the authorities demonstrated their capability to conduct
financial investigations to detect potential TF. However, in this case the provision of resources to
ensure travel, or cover the daily needs of a convicted foreign terrorist fighter was not considered
as a form of TF, due to the very small amounts of money provided, and contextual circumstances
(e.g. the potential subsistence requirements of children and family members). While in this case,
the AT has identified a narrow interpretation of the TF offence regarding more precisely the
meaning of “financial support”, through extensive discussions held with the SPU, SPO and the
judiciary, the AT came to the conclusion that the consistent interpretation of the authorities was
that the financial support of the basic needs of a terrorist would also constitute TF.

393.FIU disseminations serve as an important source for the NSA, SPU and SPO to detect TF
suspicions and initiate preliminary investigations. The FIU takes the approach of sharing any
intelligence with potential TF connections to the NSA and SPU, while it shares analytical reports
where TF suspicions are confirmed with the SPO. The majority of FIU disseminations are based
on STRs which predominantly come from the MVTS sector. Case examples presented show how
some of these STRs were reported in view of incoming and outgoing transactions from and to
individuals located in different EU Member States, which are linked to movements that propagate
radical religious ideologies and some also having links with terrorist attacks in EU, and for which
transactions no plausible rationale was given. None of the STRs reported by MVTSs resulted in
the confirmation of TF suspicions by the FIU and hence the submission of analytical reports to the
SPO. However, in some of these cases the FIU established suspicions of ML emanating from other
predicate offences such as exploitation of asylum seekers and migrant smuggling.

394.Case No.2 hereunder provides a case example of a TF related preliminary investigation
initiated by the SPU on the basis of FIU intelligence. This case was initiated following the receipt
of foreign FIU spontaneous information and requests aimed at detecting potential links with the
terrorist attacks in Brussels and Paris. A special investigation team consisting of the Chief Special
State Prosecutor, the Special State Prosecutor and the three police inspectors from the Special
Police Unit (SPU) was formed to deal with the case.

Case No. 4.2: Brussels and Paris Terrorist Attacks

Throughout 2016 and 2017 the Montenegrin FIU received spontaneous intelligence from foreign FIUs
aimed at verifying whether a large number of non-resident natural persons and their transactions
(suspected to be linked to the Brussels and Paris terrorist attacks) had any connections with or financial
footprint in Montenegro. Checks were carried out upon the receipt of this intelligence, while all intelligence
data was retained in a pool also accessible to the SPU and SPO to identify hits also on a continuous basis.
Hits with three individuals that had connections with Montenegro (i.e. L.A., G.A. and a Montenegrin citizen),
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in regards to whom preliminary investigations were opened. A number of notifications were sent by the
FIU to the SPU and which led to the formation of a special investigation team to deal with these suspicions.

Investigations on L.A: L.A. is a Serbian national which owned a bank account in Montenegro. In May 2017,

L.A. received around €9,000 from an Iraqi natural person. The name of the sender had partially matched
with a person designated under UNSCR 1518 (later confirmed to be a false positive match). Subsequently
in the same month L.A. attempted to execute a transaction in the amount of €28,520 to her sister in Tiirkiye.
A STR was filed by the Montenegrin bank and the transaction was suspended, which was then extended by
the SPO. The FIU conducted checks with foreign counterparts through the ESW on L.A,, her sister and the
remitter of the funds which confirmed that neither of them was known to these FIUs or had previous
criminal history in their home countries or countries where they reside, and neither that they related to TF.
Based on this, the SPO concluded that there is no reason to suspect that any criminal offence was committed
and the funds in question were unblocked. The file was closed.

Investigations on Montenegrin Citizen: This citizen received funds from Germany via a MVTS. The SPO/SPU

initiated verifications on this citizen in 2020 upon the receipt of requested MLA. The verification was
initiated due to an FIU notification concerning potential TF in view of the fact that the transaction in
question was was carried out at a period when large number of transfers were made through a particular
MVTS in Germany some of which to third country nationals connected to T/TF.). Through MLA requests
and information received it was established that the funds received by the Montenegrin citizen originated
from legal sources and that the senders of these funds cannot be linked to persons who are members of
terrorist organizations. Also, it was determined that the citizen of Montenegro, was not connected with
persons that are members of terrorist organizations, and that he used the funds for the construction of a
family facility - a house. This case was closed. The investigation was conducted in 2020 for Terrorism (CC,
Article 447).

Investigation on G.A.: G.A. is a Pakistani citizen who registered a company in Montenegro which operated

in the restaurant industry. In 2016, G.A received 22 transactions from Germany amounting to a total of
€11,850. The MVTS in Montenegro had reported an STR to the FIU. Following the collection of statements
from the person, and also the receipt of MLA from the German authorities in 2020 it was established that
the mentioned person was not connected with any terrorist activities. Instead, the person ran a legitimate
private business in the restaurant industry which is the same type of industry for which G.A. registered a
company in Montenegro. The file was closed.

395. As demonstrated through the case examples, the FIU conducts an in-depth analysis of cases,
gathering solid information in TF cases, which were shared with the SPU with a view to initiate
the preliminary investigation. The AT was however not provided with information to establish
what were the actions taken by the SPU with respect to those cases, and to establish whether the
SPU is appropriately analysing FIU intelligence to detect and open TF investigations. The
authorities however highlighted that they face challenges in proving the link with terrorists or
terrorist organisations and the cross-border movement of funds, especially when small amount
of funds are involved.

396. While the prioritization of TF cases is ensured as every terrorism and TF case is considered
urgent the AT has concerns that valuable intelligence in the form of FIU disseminations is not fully
exploited by the SPU for the purposes of detection of potential TF cases. The difficulties come with
the understanding of all TF elements by the SPU in the context of fast-pacing evolving threats, and
its limiting capability to start a fully-fledged financial investigations proactively on its own from
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the earliest stages of suspicions, before having to wait for official "permission” from the SPO.
Moreover, the SPU’s staff could benefit from further enhancement, and specialisation.

397.Upon the receipt of information from foreign counterparts, the SPU demonstrated taking
action to determine whether the TF offence is committed.

Case No. 4.3: Suspected Recruitment and training for committing terrorist acts (2021)

In 2021, the SPU conducted a preliminary investigation on suspicion of recruitment and training for
committing terrorist acts (Article 447b CC). It was triggered by the fact that the suspect was the subject of
an Interpol Blue Notice on the basis of suspicion of being connected with terrorist organisations,
recruitment and training to carry out the terrorist acts. From the moment of his entrance into Montenegro,
the person was under the monitoring of the competent services, and simultaneously the subject person has
been checked through international cooperation as well as his financial transactions.

The preliminary investigation established that the person was temporarily staying in Montenegro, in
accordance with the Law on Foreigners (for up to 90 days) and that during his stay he was predominantly
in accommodation facilities and that he traded online and visited gaming sites. Through information
exchanges with international partners, it was established that in the previous period, the subject person
served a prison sentence in Egypt for committing a criminal offense related to terrorism, as well as that he
was prohibited to enter in Tiirkiye.

Furthermore, it was established that the person did not make transactions of receiving and sending funds
during his stay in Montenegro, as well as that this person acquired funds in the amount of around EUR
100,000 from inheritance. He used part of the funds from his inheritance to stay in Montenegro. The subject
person was interviewed by the police, and certain information were collected.

On the expiration of the 90-day stay, the subject person left Montenegro. In accordance with all the facts
outlined above it was not possible to identify any grounds for suspicion of terrorist activities or other
criminal activities conducted by this person, and the case was closed.

398. In terms of the adequacy of human resources, within the SPU 23 out of 50 available positions
are filled, while in the SPO 14 out of 15 available positions are filled, of which 2 prosecutors are
specialized in terrorism-related cases, including TF. Overall, unlike the NSA, the SPO and SPU are
facing situations of human resource shortages and also challenges to recruit new staff. This
impacts the capability of these two authorities to perform their roles effectively and efficiently,
including in relation to detecting and subsequently investigate TF which might result in some
missed opportunities to appropriately tackle TF.

399. Overall, the examples provided positively illustrate, the authorities’ capacity to identify and
investigate TF, as well as to understand the different TF risk scenarios. However, it is also
necessary to state that the system would be much more efficient if both powers and capacities of
the SPU were strengthened (in terms of numbers as well as specialization in T and TF issues) to
enable financial investigations from the earliest stages of suspicions, or immediately after
obtaining qualified intelligence information.
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4.2.3. TF investigation integrated with - and supportive of - national strategies

400. Montenegro follows a two-tier approach in setting its counter-terrorism strategies at the
national and regional’¢8 levels.

401. At the national level, Montenegro has developed a number of strategic documents dealing
with counterterrorism, with integrated measures directed to combating terrorism financing. All
of those strategies are seeking to develop and further strengthen the national security and
resilience towards the risks related to radicalisation, FTFs and protection of the country from the
external, including regional threats.

402.The two Strategies for the Prevention and Suppression of Terrorism, ML and TF, for the
period of 2015-2018, and 2022-2025 are the main documents dealing with terrorism and
terrorism financing. These documents include a number of strategic goals directed to the
prevention and suppression of terrorism and TF, inter alia through improvement of mechanisms
for early detection and targeting the individuals and groups promoting radical ideologies who
assist in the financing of terrorism, recruitment and training of foreign fighters and efficient
enforcement of criminal proceedings against perpetrators, accomplices and other persons who
are in any way linked to terrorist activities.

403.In addition to this, the two Strategies on Countering Violent Extremism, for the period of
2016-2018 and 2020-20241¢ also contain strategic goals which mirror the ones set in the
Strategies discussed above.

404. Despite the fact that there were TF preliminary investigations, there has been no formal
consideration made for the designation of persons under the 1373 UN mechanism, which is also
impacted by the deficiencies identified under 10.10, namely a higher evidentiary threshold.

405. It can be concluded that TF intelligence-based analysis and preliminary investigations are
integrated into and support Montenegro’s national counter-terrorism strategies to some extent.
Nevertheless, as analysed above, there is a room for major improvements to enhance the
authorities’ (especially the SPU) capacities to detect and investigate TF strengthening the
capacities and the resources of the competent authorities by means of providing guidance,
training and human resources, re-consideration of the applied high threshold for initiation of
formal investigations into terrorism and TF.

406. There are appropriate coordination mechanisms for strategic issues and also in the case of
specific T/TF suspicions. Taking into account the specifics and possibilities of the country, the
overall CT/TF mechanism would benefit if it were supplemented with a structure that would
respond more flexibly to evolving TF risks, vulnerabilities and typologies through operational
focus of the activities of the relevant entities.

168 Most notably, the Joint Action Plan for Fight against terrorism for the Western Balkans signed on 5 October 2018.
The document includes five Counter-Terrorism objectives that should provide a common focus and lead to concrete
deliverables in order to tackle the existing security challenges.

169 This Strategy is aligned with the Joint Action Plan and Violent Extremism
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4.2.4. Effectiveness, proportionality and dissuasiveness of sanctions

407.The available range of sanctions as foreseen by the CC for TF offences appear to be
proportionate and dissuasive (see c.5.6). Nevertheless, in the absence of any TF convictions, it is
not possible to assess whether the criminal sanctions applied in practice, are effective.
Nonetheless, the Supreme Court undertook a review of the sanctions applied in relation to the
most severe crimes (which exclude TF in the absence of convictions) and concluded that the
criminal sanctions being applied were not sufficiently dissuasive (see also 10.7). More precisely,
in relation to convictions achieved in relation to terrorism-related offences, a sentence of six
months of imprisonment was imposed, which is not considered dissuasive.

4.2.5. Alternative measures used where TF conviction is not possible (e.g. disruption)

408. There is a range of alternative measures that can be applied in case a TF conviction cannot
be secured. The Montenegrin authorities advised that, in the context of disrupting terrorism and
TF, the Police Directorate maintains a database of persons potentially linked to terrorism and TF.
The list of persons is available electronically to all border crossing points. Every individual is
automatically screened against this list, which is regularly updated. In the period under review,
the authorities refused the entry into Montenegro to five individuals due to suspicions of
participation in foreign battlefields or aiding persons participating in the war in Syria and Iraq
and potential TF activity.

409. The implementation of the abovementioned alternative measures is based on the Law on
Foreigners. Montenegrin citizens cannot be prevented from re-entering the country, however in
case of connections with TF activities or returning FTFs these are closely monitored (see core
issue 9.1). It is worth mentioning that all border crossing in Montenegro are directly connected
to the Interpol database. No other alternative measures have been reported in practice.

Overall conclusions on 10.9

410. Montenegro demonstrated a reasonably good understanding of its TF risks, including in
relation to changing trends of potential TF risks. The TF risk understanding goes beyond the
conclusions of the NRA, and mainly derives from the intelligence-based analysis and preliminary
investigations conducted. Nonetheless, limitations were identified in relation to the
understanding of TF vulnerabilities of certain sectors (i.e. banks, MVTS, NPOs), and risks
associated with cross-border cash movements.

411. There have been no convictions, nor prosecutions for TF, which only seems to be in line with
the country’s risk profile to a certain extent. Overall, the examples provided positively illustrate
the authorities’ capacity to identify and investigate TF as well as to understand the different TF
risk scenarios. Nevertheless, there is a need for enhancement within the SPU in terms of powers
and capacity. In the absence of convictions, no conclusion on the effectiveness, dissuasiveness and
proportionality of sanctions can be drawn.

412. Montenegro is rated as having a Moderate level of effectiveness for 10.9.
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4.3. Immediate Outcome 10 (TF preventive measures and financial
sanctions)

413. Montenegro’s financial sector is bank-centric and mainly geared at servicing resident clients.
It does not present the characteristics of an international or regional financial centre.
Montenegro’s geographical location on the Balkan route however increases its exposure to TF
and TF-related TFS evasion risks. There is no oversight of NPO activities to prevent TF, although
intelligence-gathering activities showed risks of misuse of NPOs for TF purposes.

4.3.1. Implementation of targeted financial sanctions for TF without delay

Implementation of TES “without delay”

414.Montenegro has in place a legal framework enabling the implementation of targeted
financial sanctions (TFS) under UNSCR 1267/1989 and 1988. Since 2018, and pursuant to
amendments to the LIRM, TFS under UNSCRs 1267 are automatically binding in their entirety in
Montenegro and constitute a part of the domestic law thereof (Art.7 of the IRM Law). Under the
previous regime, UN TFS were implemented based on Governmental decisions.

415. Since 2017, Montenegro is able to implement UNSCR 1373 at a national level in accordance
with the criteria set by UNSCR 1373. The National Security Council is tasked with considering
proposals for designations submitted by the competent authorities and advising the Government
on national listing decisions. Nonetheless, the mechanism to propose designations on the national
list is conditioned by the evidentiary threshold requirement of “reasonable doubt”, which,
according to the Montenegrin law, is a higher threshold than required by the FATF Standards.
This has a major impact on the effectiveness of the regime, as described further on.

416. Moreover, the technical deficiencies identified under R.6 impact the implementation of TFS
in relation to the application of freezing measures. Most notably, the scope of entities required to
implement freezing measures does not extend to all natural and legal persons but is limited to:
(i) state bodies, state administration bodies, local self-government bodies and local government
bodies, (ii) banks and other financial organizations, (iii) other legal and natural persons
exercising public authority or public service. This provision does not explicitly cover DNFBPs
which are not exercising public authority or provide public service. Moreover, the obligation to
freeze is not required to be implemented without prior notice.

417.There is no central designated authority responsible for overseeing the implementation of
the UN sanctions regimes. The oversight thereof falls under the responsibility of the various
supervisory authorities responsible for supervising FIs and DNFBPs for AML/CFT purposes. In
terms of coordination, since 2022, an operational team was set up!70 by the MFA with the aim to
exchange information on the implementation of restrictive measures, that includes members
from all relevant institutions (points of contact from relevant Ministries and the MFA). However,
the AT was informed that the priority of this cooperation is the implementation of EU Sanctions.

170 Governmental decision of 31 March 2022 on establishing the coordination body for monitoring of the introduction
and implementation of international measures due to the crisis in Ukraine ("Official Gazette of Montenegro”, No.
40/2022)
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The AT considers the lack of coordination to be a major vulnerability of the Montenegrin TFS
implementation mechanism. The authorities acknowledged this gap and efforts are currently
being undertaken to address it.

418. Montenegro has neither identified nor proposed or made any designations to the UN
Security Council Committees pursuant to resolutions 1267/1989 and 1988. There is no formal
procedure in place establishing the process for detection and identification of targets based on
the criteria set out in UNSCRs 1267/1989 and 1988. There are no publicly known procedures to
submit delisting requests to the UN committees 1267/1989 and 1988 and in the case of persons
and entities designated pursuant to the UN sanctions regimes, who in the view of Montenegro do
not or no longer meet the criteria for designation.

419.To date, Montenegro has not applied the UNSCR 1373 mechanism in practice, nor received
any request from a foreign jurisdiction for designation pursuant to UNSCR 1373 or made a
request to another country to give effect to the actions initiated under the freezing mechanisms.

Communication of designations

420. Montenegro has in place mechanisms for communicating designations to FIs and DNFBPs.
The MFA website is the main platform for communication related to TFS implementation. Before
publishing the information related to designations on its website, the MFA is required to
communicate it to the other relevant national authorities. The AT was advised that the MFA does
so via e-mail but also in written form by official letters. At the time of the onsite visit, given the
occurrence of a cyberattack in 2022, the website did not contain all the relevant UNSCRs, and the
authorities did not make available sample copies of emails sent by the MFA to various competent
authorities regarding amendments to the relevant UN lists to evidence this practice.

421. The shortcoming identified in relation to the MFA website is mitigated to some extent by
measures undertaken by the FIU on its own motion. The FIU supplemented the national efforts in
communicating information relating to TF-TFS implementation through developing an
automated solution for directly retrieving information on amendments or changes of the UN lists
directly from the consolidated UN lists. The automated solution is also publicly available on the
webpage of the MFA, although there is no notification mechanism.

422.Moreover, the gaps identified in the communication mechanism by the MFA have a lesser
impact on some sectors. All MVTSs, almost all banks (10 out of 11), and half of the MFIs make use
of IT tools that are populated with the most up-to-date information on UN designated persons
and entities. Nonetheless, the prevalent notification-related issues have a significant impact on
the DNFBP sector, which mainly relies on manual screening (except for larger accountancy firms).

423.0verall, the concerns in relation to the communication of UN TFS are mitigated to some
extent by the FIU’s action and the financial sector’s responsiveness in terms of getting information
on the new designations through automated screening solutions.

Understanding of TF-related TFS

424.Fls, especially banks and MVTSs, demonstrated a good understanding of the actions needed
to implement their TFS obligations. Some banks confirmed the existence of instances where the
checks at the on-boarding stage and further customer monitoring revealed partial matches.
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Further detailed analysis determined these cases to be false positive matches. DNFBPs had a
limited understanding of their TFS obligations (particularly the lawyers, real estate agents and
accountants, with the exception of one large accountancy firm), and advised relying on other
institutions, namely banks, for the implementation of TF-related TFS obligations (refer to 104).

Outreach Initiatives

425.The CBM is the most active in conducting outreach to its obliged entities on their TFS
obligations (both related to TF and PF), with various training held in December 2020 (covering
all banks) and January 2021 (covering all FIs) and September 2022 (covering all FIs). Since
February 2023, the CBM started conducting specific outreach activities covering the
implementation of IRM (“challenges and obstacles, presentations of vulnerabilities established
for each RE”), with an attendance of a total of 11 AML Officers from the 11 banks (100% of the
sector) and 16 AML officers from other FIs. Previously, only general outreach activity was
conducted once a year by the CBM and only on risk management of ML/TF in banks. However, for
other REs, no training was provided on UN TFS.

426.The CBM issued guidance both in 2017 and May 2022 (Guidelines on the implementation of
international restrictive measures by credit and financial institutions and supervision of the
implementation of these measures). The guidance reflects on the following obligations: (i) having
a person in charge of monitoring the Governmental decisions on the introduction or revocation
of restrictive measures as well as the monitoring of decisions with regards to the implementation
of restrictive measures for designated person on the national list; (ii) the obligation to implement
restrictive measures and to have adequate internal procedures for compliance therewith,
including appropriate information and technical support for ensuring the implementation of
these measures, (iii) define the manner of reporting on the implementation of restrictive
measures to the MFA or another body set out in the Governmental decisions on the introduction
of restrictive measures, (iv) the implementation of the freezing obligation. However, the
guidelines only serve the purpose of reproducing the legal obligations, without providing
practical guidance as to how reporting entities are expected to adhere to the various TFS
obligations.

427.The CMA issued in February 2023 Guidelines for the application of international restrictive
measures and on the supervision of those measures which cover the same aspects as the CBM
Guidelines as analysed above.

4.3.2. Targeted approach, outreach and oversight of at-risk non-profit organisations

428.At the end of 2022, Montenegro’s universe of NPOs consisted of 6679 organisations
comprised of associations (6303), foundations (261) and representatives offices of foreign NPOs
(115). Over the last year, an important increase in the number of registered NPOs has been noted.
The reasons thereof were not provided neither by authorities, nor by NPOs met on-site. Moreover,
the AT was informed of the existence of a large number of inactive NPOs, with only around 2000
estimated to be active. This estimate is based on the annual reports submitted by NPOs which
however are not legally obliged to submit.
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429. Religious communities are governed by the Law on Freedom of Religion, which foresees that
legal personality is acquired upon registration with the Unique Records of Religious
Communities. According to the data accessible in this register, there are 22 religious communities
registered!’.

430. NPOs acquire the status of legal entity by registering in the Register of the Ministry of Public
Administration. Given the occurrence of a cyberattack in 2022, the Ministry of Public
Administration has lost data on NPOs!72 which prevented the AT from concluding on the level of
accuracy of information held on registered NPOs. This impacts the Ministry’s visibility over the
sector and its prospective efforts to assess the risks attached to the sector and apply appropriate
control measures.

431.NPOs are allowed to perform a limited economic activity (up to EUR 4,000 a year
incrementable by 20% yearly). These NPOs are required to register with the CRBE. At the end of
2022, there were 356 associations and 19 foundations registered at the CRBE - see Table 1.2).

Table 4.1 Total number of registered in the NPO register (2017-2022)

Type 2017 2018 2019 2020 2021 2022
Association 4555 4594 5356 5659 6019 6303
Foundation 167 188 206 218 242 261
Representative 109 110 112 113 114 115
offices of foreign

NPOs

Total 4831 4892 5674 5990 6375 6679

432. Montenegrin authorities aimed to detect the threats and vulnerabilities in the sector through
the NRA. A gap analysis was also conducted on the compliance of regulatory, institutional, and
operational framework with the FATF standards.

433.The 2020 NRA has noted that associations and foundations may be more vulnerable to TF
risks due to the lack of an effective system for the control of NPO financing, notably through
monetary donations, especially from abroad!73. The analysis concluded on a low level of TF risk
in the NPO sector without exhaustive substantiation174 Operational information provided during
the on-site visit suggests that religious and/or charitable NPOs are at risk of being used for
financing radical and terrorist activities in the region which demonstrates investigative expertise
and capability to examine those NPOs suspected of either being exploited by, or actively
supporting, terrorist activity or terrorist organisations (see section 4.2.1).

434. At the time of the on-site visit, Montenegro was in the process of conducting its first sectoral
risk assessment, with a dedicated Working Group having been established in February 2023.

171 https:/ /www.gov.me/clanak/vjerske-zajednice-koje-su-upisane-u-jedinstvenu-evidenciju-vjerskih-zajednica.
172 The data was in the process of being retrieved at the time of the on-site visit.

173 NRA, page 291

174 NRA, page 292
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435. More precisely, the preliminary vulnerabilities identified related mainly to: (i) the lack of an
adequate legal definition of NPOs (which does not cover, for instance, religious communities), (ii)
the absence of an obligation to indicate their main activity while registering (around 94% NPOs
registered with the RCA are registered under the same activity code, which is very wide) (ii) the
insufficient verification and control of founders/controllers during the application for NPO
registration, (iii) the lack of an adequate monitoring framework and designated supervisor, and
(iv) the lack of an adequate sanction framework for NPOs. NPOs were required to participate to
this risk assessment via the provision of data and information requested through a questionnaire.
Although the response rate to the questionnaires was not provided, it was determined that 47%
of the respondents receive donations from abroad. The respondent NPOs also advised that all
payments are made through bank accounts, with no monetary donations.

436. Overall, the aforementioned steps taken by Montenegro are positive, although the country
has yet to identify the subset of NPOs falling under the FATF definition and those which are likely
to be at TF risk by virtue of their activities or characteristics. Thus, Montenegro is not yet in a
position to review the adequacy of measures that apply to NPOs.

437.While registration requirements apply to NPOs, there are no requirements in relation to
integrity (i.e. fitness and propriety of the owners, controllers, senior managers and trustees); and
there are also no requirements for the publication of annual reports on their activity. There are
requirements to issue annual financial statements with income/expenditures breakdown,
however there are no controls to ensure that all funds are accounted for and spent in a manner
consistent with the purpose and objectives of NPOs. In addition, NPOs are not explicitly required
to maintain information on their activities and objectives, as well as any supporting information
on accompanying transfers.

438. There is no oversight over NPO activities aimed at preventing them from the TF abuse. The
only form of supervision is for tax purposes carried out by the Tax Authority. In these regards,
between January 2018 and December 2022, 102 inspections were carried out on NPOs.

439. Given that all legal entities are legally required to have a bank account (including all NPOs,
whether registered with the CRBE and with the NPO registers), the lack of oversight over the NPO
sector with a view to detect TF abuse is mitigated to some extent by the reliance on FIs, namely
banks, that perform screening of NPOs transactions.

440.Since 2021, the CBM revised its risk-based approach regarding examinations. It is common
practice for supervisory examinations on REs, to include and assess the application of AML/CFT
preventive measures on a selection of NPO clients (part of the selected client sample), precisely
with the aim of preventing TF. Since 2020, the CBM has also started making recommendations to
its supervised entities in connection with the inadequate implementation of business monitoring
and transaction control measures - regarding the clients from the NPO sector, which represents
a form of indirect analysis of the financial activity of the NPO sector.

441.During the sample selection and conduct of supervisory examinations focusing on
relationships with clients from the NPO sector, the CBM procedures require the examination of
compliance with the following aspects: (i) checking possible matching with the sanctions lists, (ii)
identification of all managers, members, donor and beneficial owners, as well as other persons
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and associations with which the NPO is connected and checking their business, (iii) checking the
reasons for opening an account in relation to the place of residence of the association and its
manager, (iv) identifying the nature and volume of expected projects, donations, logistics, and the
intended beneficiaries, (v) monitoring the account activity, which should be expected on monthly
and quarterly basis, semi-annual and annual level, (vi) assessment of payment methods used and
of the alignment of performed activities with the nature of expected activities and announced
expenditures and the registered activity of the NPO client, (vii) review of payments and cash
withdrawals for detection of activities possibly related to combat zones, and identification of
transactions with the natural/legal persons whose business does not have a clear link with the
NPO business.

442. Moreover, the CBM Rulebook for identifying suspicious customers and transactions contains
a list of indicators which also cover the misuse of NPOs for TF purposes.

443.1t is worth mentioning that all banks interviewed on-site follow the CBM Guidelines
according to which NPOs are classified as high-risk by default, while one bank suggested not
having appetite for on-boarding NPOs. This is resulting in excessive measures being applied to
NPOs, irrespective of their scope of activities and level of risk, which impacts the access of
legitimate NPOs to conducting transactions via regulated financial channels.

444.The NPOs showed a general awareness of ways in which they could be misused by criminals,
although less specifically for TF purposes. NPOs indicated that they refrain from initiatives
dealing with high-risk jurisdictions. NPOs were of the view that the TF risk level is low, with the
only NPOs at risk of abuse being the small ones, given their low level of awareness. The NPOs met
on-site criticised the lack of outreach and advised that such initiatives are only being undertaken
by NPOs themselves, with support from their donors. Nonetheless, it is worth mentioning that the
FIU organised two workshops in 2022 where NPOs representatives participated. The first
training was organised within the Project CRAAFT - Managing TF Risks in the NPO sector, where
representatives from the biggest NPOs were present and a second one in September 2022 on the
CoE Methodology for the Assessment of the risks of TF through the NPO sector.

4.3.3. Deprivation of TF assets and instrumentalities

445. According to the information provided by the Montenegrin authorities, there have been no
funds or assets frozen under UNSCRs 1267/1989 and 1988 or 1373 as there were no such cases.
Hence, there was no application of measures with respect to unfreezing funds.

446. Statistics related to the number of false positives were provided, including case examples.
This demonstrates that FIs and competent authorities have, in practice, mechanisms for detecting
designated persons and entities and give attention to possible actions that may be undertaken.
Hence, despite the technical gaps in relation to freezing of assets identified (see R.6) the actions
in practice are indicative of a certain level of effectiveness of the TFS regime with regards to the
detection of funds possibly connected with a listed person.

447.There is confusion amongst FIs’ and DNFBPs’ on which authority should matches with the
UNSCR lists and asset freezing be reported to. Some REs mentioned that they would report to the
FIU (by way of an STR) and/or to the MFA and/or to their supervisor. The IRM Law foresees “the
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state administration authority responsible for police affairs” as the recipient authority for the
aforementioned information. Furthermore, the authorities met during the on-site visit were not
able to identify precisely the designated authority within “the state administration authority
responsible for police affairs”, to which sanction hit should be reported to.

448.In the absence of prosecutions/convictions, restraint orders or confiscations for TF in
Montenegro (see 10.9), no other measures to deprive terrorists of assets have been applied.

4.3.4. Consistency of measures with overall TF risk profile

449. The overall TF risk in Montenegro has been identified as low in the 2020 NRA. Some doubts
however remain with the comprehensiveness of the TF risk assessment under the NRA (see 10.1
& 10. 9) and the reasonableness of the conclusion on the TF risk rating.

450. Nonetheless as highlighted under 10.9 the competent authorities’ understanding goes
beyond the 2020 NRA conclusions and were able to demonstrate through their intelligence
gathering efforts that they are cognisant of the main TF risks impacting the country. In view of
this, the absence of designations and of restrictive measures taken in relation to UNSCRs is to
some extent consistent with the Montenegro’s overall risk profile.

451. Nevertheless, it appears clearly, including from intelligence work undertaken, that NPOs are
at risk of being misused for TF purposes and this irrespective of the overall low TF risk rating
concluded upon. Overall, it is apparent that the measures to reduce the NPO sector vulnerability
to TF misuse are limited. As mentioned above, the authorities have only recently started to assess
the risks linked to the NPO sector. The NPO sector is not subject to targeted and proportionate
monitoring, in line with a risk-based approach, mainly due to a lack of: (i) comprehensive
understanding of the TF risks pertaining to the NPO sector and (ii) identification of the NPO
subset that may be vulnerable to TF abuse. Montenegro also did not demonstrate conducting
outreach to the NPO sector and the donor community.

452. Consequently, the risk of abuse of NPOs is not holistically addressed, with mitigating
measures being mainly those applied by banks which only cover transactions occurring through
the financial system.

453.0n a positive note, the country has made it a policy objective to address these deficiencies
and enhance the level of scrutiny of the sector. More precisely, the NRA Action Plan sets a number
of priority actions aimed to mitigate TF risks in relation to NPOs. There is no information as to
the status of their implementation. Moreover, enhanced due diligence applied to all NPOs by the
FIs might result in limited ability of NPOs to gain access to formal financial system.

Overall conclusions on 10.10

454. Montenegro has in place a legal framework for the implementation of TF-related UNSCRs
without delay. Technical deficiencies identified impact the effectiveness of the system (i.e. the
gaps related to the scope of the freezing obligation, and the high evidentiary threshold for
designations under the 1373 mechanism).
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455. The risk of abuse of NPOs for TF has not been sufficiently addressed by the Montenegrin
authorities, hence no risk-based measures to NPOs have been introduced. In addition, there is a
lack of visibility on the entire population of operating NPOs and no oversight over the NPO sector.

456.The FIs demonstrated a generally good awareness of the TF-related TFS obligations,
however, concerns remain in relation to DNFBPs. Adequate coordination and cooperation
mechanisms are not yet in place for TFS, nor processes to freeze and unfreeze assets and provide
access to the frozen funds.

457. Therefore, Montenegro is rated as having a moderate effectiveness level for 10.10.

4.4. Immediate Outcome 11 (PF financial sanctions)

458. Montenegro is neither a major weapons manufacturing country nor an international trade
centre or a large market for proliferation goods. There are no embassies of Iran and North Korea
in Montenegro. Montenegro does not have trade relationships with DPRK. Although Montenegro
has trade relations with Iran, the volume is negligeable (€1.6 million, i.e. 0.04% of the total trade
volume of Montenegro)!75 thus not entailing exposure to evasion of PF-related TFS. Montenegro
has no correspondent banking relationships established with Iran and/or DPRK.

4.4.1. Implementation of targeted financial sanctions related to proliferation financing
without delay

459. The framework for PF TFS implementation is the same as the one for TF PFS. Although all
UNSCRs including changes thereto are automatically applicable in Montenegro, the same
communication shortcomings outlined under 10.10 apply.

460. Montenegro has not proposed any listing to the UN pursuant to UNSCR 1718 and UNSCR
2231 and it has not frozen any funds or assets in relation to these Resolutions.

461.In practice, the technical deficiencies noted in relation to the implementation of TFS have a
major impact, especially in relation to (i) the lack of an explicit provision requiring all natural
and legal persons to freeze funds or assets of designated persons and entities, (ii) the lack of
publicly known procedures to submit de-listing requests to the Security Council for designated
persons and entities that, in the view of Montenegro, do not or no longer meet the criteria for
designation and (iii) the lack of procedures for the proper implementation of c.7.5 (on contracts,
agreements or obligations that arose prior to the date on which accounts became subject to TES).

4.4.2. Identification of assets and funds held by designated persons/entities and
prohibitions

462. Montenegro has not identified any assets of persons linked to relevant DPRK or Iran UNSCRs.
Consequently, no freezing measures have been applied in practice under UNSCRs 1718 and 2231
in Montenegro. In the period under review, no STRs have been filed in relation to proliferation or

175Montenegro, Iran stress promoting economic cooperation (iranpress.com) Iran - Embassies and consulates of
Montenegro and visa regimes for foreign citizens (www.gov.me)
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PF-related TFS. There have been no investigations and prosecutions on PF, including in relation
to border control. During the on-site visit, the authorities described an identified case of
smuggling of radioactive substances, none of which were confirmed as PF positive.

463.Between 2016 and 2020 Montenegro had in place a National Strategy for non-proliferation
of weapons of mass destruction aimed at improving the coordination for suppression of WMD,
strengthening the capacities for gathering and exchanging intelligence necessary to detect,
identify and monitor threats caused by WMD and dual use items. It resulted, inter alia, in the
creation of a coordination body on counter-proliferation. Since 2017, a National Coordination
Body on Counter-Proliferation has been in place, however its role does not extend to PF.

464. With regard to licensing of dual-use goods, permits are issued for foreign trade of weapons
and dual-use goods by the Ministry of Economic Development, after the approval of the MFA,
Ministry of Defence, Mol and, more recently, the NSA. The issuance of a permit is conditioned
upon verification of the applicant and the end user, including screening them against UN, EU lists
and a database containing a consolidated version for various other sanction lists.

465. Despite a small number of dual-goods licenses requested, the Ministry of Economy issued
two refusals in 2022: one to a foreign natural person who wanted to import arms from another
country and one to a domestic company willing to export military equipment and arms. Hence,
the authorities demonstrated vigilance in relation to potential sanctions evasions activities
through tracking dual-use goods via interagency coordination, as well as analysis and control of
importers and exporters activities. There was no detected case of smuggling dual-use goods.

466. The RCA received training in 2023 on port security management and sanctions compliance,
organized by the Ministry of Economic Development with the assistance of border security
authorities of a foreign jurisdiction. The RCA is also participating in the EU P2P - Export Control
Program for Dual-use goods, which is intended to raise awareness on the risks related to dual-
use goods, enhance the ability to stop shipment of listed/unlisted goods, ensure countries are
proactive to control dual-use items through effective licensing processes and bolster the capacity
of countries to investigate, prosecute and take enforcement actions for violation of export
controls related to dual-use goods. There were no preventive or awareness-raising activities for
other public authorities and private sectors, exporters, and the research community in relation
to PF or the control of dual-use goods.

4.4.3. FIs, DNFBPs and VASPs’ understanding of and compliance with obligations

467.Fis, especially banks and MVTSs, demonstrated a good understanding of the action they had
to undertake in implementing their TFS obligations. Some banks confirmed the existence of
instances where the checks at the on-boarding stage and further customer monitoring revealed
partial matches. Further detailed analysis determined these cases to be false positive matches.

468. DNFBPs had a limited understanding of their TFS obligations (particularly lawyers, real
estate agents and accountants, with the exception of one large accountancy firm), and advised
relying on other institutions, namely banks, for the implementation of their obligations arising
from PF-related TFS. Some DNFBPs also mentioned that in case of positive hits, they would exit
or not establish a business relationship, without reporting it.

135



469. There is also confusion amongst Fis’ and DNFBPs’ on which authority should matches with
the UNSCR lists and asset freezing be reported to. Some REs mentioned that they would report to
the FIU (by way of an STR) and/or to the MFA and/or to their supervisor. The IRM Law foresees
“the state administration authority responsible for police affairs” as the recipient authority for
the aforementioned information. Furthermore, the authorities met during the on-site visit were
not able to identify precisely the designated authority within “the state administration authority
responsible for police affairs”, to which sanction hit should be reported to.

470. As analysed under 10.10, most Fis mentioned that they rely primarily on automated and
screening mechanisms or group-level analytical systems as a source for designations in practice
regarding the implementation of PF-related TFS. Fis other than banks and MVTSs, such as some
MFIs and insurance companies, and DNFBPs indicated to apply manual screening as part of their
procedures in place for the implementation of UN related TFS. The REs met during the on-site
visit that did not have automated solutions mentioned that the screening frequency of an on-
boarded customer depends on its risk level, and the screening does not take place regularly.
Hence, some Fis and DNFBPs might not identify a potential match with the UNSCR lists of existing
customers in a timely manner.

471. Some Fis (including some banks but excluding the most material one serving the bulk of legal
persons in Montenegro) and DNFBPs (other than accountants), demonstrated issues relating to
the identification and verification of BO information. These deficiencies impact the proper
implementation of TF-TFS obligations (see the analysis under 10.5 and 10.4).

4.4.4. Competent authorities ensuring and monitoring compliance

472.The CBM is to be commended for taking initiative to conduct TFS related examinations. The
CBM confirmed that almost all on-site examinations conducted on banks, MVTSs, MFIs and
financial leasing companies since 2019 included elements of TFS compliance. The CBM’s on-site
checks focus on: (i) confirming the availability of automated solutions for sanctions screening,
however without checking their suitability and ii) hard evidence on the TFS checks performed
(namely, whether the client was screened against sanctions lists) in each individual client’s file
that is subject to KYC sample testing during onsite examinations. Several on-site examination
findings presented to the AT were mainly limited to the absence of automated solutions and no
further elaboration on compliance with TFS obligations, which evidences the limitations of these
examinations. Deficiencies identified were followed-up by the CBM which confirmed their
remediation.

473. With the exception of the CBM and the Mo, other supervisors have not undertaken an effort
to conduct inspections and do not have specific procedures in place for monitoring compliance
with PF-related UNSCRs. Human resource and expertise limitations coupled with issues
concerning the quality of examinations for authorities other than the CBM impact also the
supervision or the monitoring of compliance with PF-related TFS compliance (see also 10.3).

474. The same outreach activities as described under 10.10 are also relevant here.
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Overall conclusions on 10.11

475. Montenegro has in place a legal framework allowing for the automatic implementation of
PF-related UNSCRs. The gaps identified in relation to the communication mechanism are
mitigated for larger FIs using automated tools for ensuring compliance with obligations arising
from PF-related TFS. Larger FIs have demonstrated a better knowledge and understanding of
their PF-related TFS obligations. While no funds were frozen, some REs advised detecting false-
positive matches.

476.The CBM demonstrated targeting the implementation of TFS within the scope of its
inspections (which require improvements in terms of quality) and providing guidance and
outreach. For other sectors, supervisory efforts are not dedicated to TFS aspects, notably given
limited resources of varied significance for conducting AML/CFT supervision.

477.To some extent, the authorities demonstrated supporting PF efforts through the capacity to
detect sanctions evasion activities by tracking dual-use goods, despite the lack of interagency
coordination on PF.

478. Montenegro is rated as having a Moderate level of effectiveness for 10.11.
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5. PREVENTIVE MEASURES

5.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 4

a)

b)

d)

Banks have a good understanding of ML risks and effective risk assessment
procedures. Among most other FIs, the understanding of general ML risks is adequate,
however the understanding of business or sectoral specific risks is at times lacking.
Organisers of games of chance’s and real estate agents’ understanding of ML risks to
which they are exposed is negligible. Understanding of TF risk is generally lower
across all sectors. Banks and other FIs have a solid understanding of their AML/CFT
obligations. Except for accountants, auditors and other sporadic cases this awareness
is not replicated in the DNFBP sector.

Banks and MVTSs generally have effective risk mitigating systems and controls.
Investment sector firms' risk mitigating measures, including onboarding and
transaction monitoring processes are less developed. Mitigating measures adopted by
DNFBPs are generally insufficient to mitigate the specific risks to which they are
exposed. Except for accountants and auditors, the measures are mainly confined to
identifying the customer and do not always extend to understanding the nature of the
business relationship or customer’s activity and appropriately monitoring the
customer’s activity/transactions and source of funds.

The level and quality of CDD measures applied by Banks and MVTSs is good, sufficient
in the case of other non-bank FlIs and accountants/auditors, and inadequate in the
case of other DNFBPs. Banks that are part of international groups vary the level of
CDD according to the degree of client risk. A limited number of banks (including the
most material bank) verify the BOs of domestic legal entities through multiple sources
without relying exclusively on the CRBE. Other FIs and DNFBPs (except for some
accountancy firms, accountants and half of the lawyers met on-site) rely exclusively
on the CRBE to identify and verify the BOs of legal entities. The majority of REs
interpret the concept of beneficial ownership as exclusively limited to the ownership
of shares and voting rights.

Banks and MVTSs have systems in place for the application of EDD measures on
customers from high-risk countries and PEPs. Some banks and FIs (other than MVTSs,
insurance and financial leasing companies) rely exclusively on PEP declarations to
identify PEPs at onboarding stage and on an ongoing basis. MFIs and insurance
companies did not demonstrate an adequate understanding and application of PEP-
related EDD obligations. Within the DNFBP sector the awareness and application of
PEP EDD measures is limited and applied only by accountants and some notaries.
Most DNFBPs do not undertake appropriate actions to identify PEPs. Some FIs (other
than banks, MVTSs and insurance companies) and DNFBPs (other than accountants,

138




auditors and firms) demonstrated a lack of awareness of EDD obligations in respect
of clients from high-risk jurisdictions.

The volume of STR reports is generally low particularly amongst REs other than Banks
and MVTSs. Banks and MVTSs demonstrate a strong awareness of their reporting
obligations. Some smaller banks are unaware of the obligation to report attempted
suspicious transactions. Investment sector and life insurance firms are aware of the
reporting obligations however in some instances the monitoring of activity and
identification of suspicious transactions is not sufficient. Except for some accountants
there is lack of awareness of reporting obligations by DNFBPs and are not equipped
to recognise suspicious transactions. Notaries and lawyers view the obligation to
report suspicious activity as conflicting with client confidentiality obligations. This is
directly impeding the ability of notaries and lawyers to report suspicious transactions.

Recommended Actions

Immediate Outcome 4

a)

b)

c)

d)

Montenegro should take steps to improve the awareness of ML/TF risks among and
across Fls and DNFBPs (other than banks and MVTSs) focusing on those DNFBPs
exposed to higher ML/TF risks (i.e. notaries, company formation agents and casinos).
Steps should also be taken to improve the understanding of TF risks across the
banking and MVTS sectors.

Supervisory authorities should take further action (through sectoral guidance and
supervisory actions) to improve the application of AML/CFT obligations, particularly
(i) the monitoring of customer activity and scrutiny of transactions, and (ii) the
application of EDD on PEPs and high-risk countries. Specific focus should be made on
banks (for the scrutiny of transactions), MFIs and high-risk DNFBPs (other than large
accountancy firms).

AML/CFT supervisors should improve the REs’ understanding of the concept of
beneficial ownership and the requirement to verify the identity of BOs from numerous
independent sources based on risk.

Authorities should promote a better understanding of risks, red flags and typologies
associated with tax evasion related ML, amongst the most exposed sectors (i.e. banks,
lawyers, accountants, auditors, and company formation agents) and ensure the
application of appropriate preventive measures.

479.The relevant 10 considered and assessed in this chapter is 10.4. The Recommendations
relevant for the assessment of effectiveness under this section are R.9-23, and elements of R.1, 6,

15 and 29.

5.2. Immediate Outcome 4 (Preventive Measures)

480. Considering the materiality and risk in Montenegro (see section 1.4.3), the effectiveness of

preventive measures applied by the relevant sectors is weighted as follows:
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Most Important: (i) Banks

Important: (i) Casinos, (ii) Company Service Providers!’, (iii) Lawyers and (iv) Notaries
Moderately Important: (i) Investment Sector (ii) Micro-Financing Institutions (MFIs), (iii)
MVTSs, (iv) Real Estate Agents and (v) VASPs.

Less Important: (i) DPMSs, (ii) Insurance and (iii) Other Fls

481. The assessment of this IO is based on documentation supplied by the authorities and private
sector entities (such as statistics, internal AML/CFT policies, supervisory examination
procedures and reports, and lists of indicators of ML/TF suspicion among others), and meetings
held with supervisory authorities and private sector entities. The AT met a total of 37 private
sector entities, which included a sample of the largest firms and professions in a combination of
ML/TF risk exposure as was presented by the supervisory authorities. These in total represent a
significant share of the market in terms of volume of assets held or transactions processed.

5.2.1. Understanding of ML/TF risks and AML/CFT obligations

Financial Institutions

482.The level of understanding of ML risks, while largely in line with the NRA findings, varies
across sectors. Banks and MVTSs that are part of international groups and some of the domestic
banks demonstrated a sophisticated understanding of ML risks, and their entity specific ML risks.
The other non-bank FIs’ understanding of ML risks is adequate but mainly confined to the NRA
conclusions and at times does not involve a proper understanding of business and sector specific
risks. The understanding and awareness of TF risks and vulnerabilities (except for one MVTS who
could articulate its exposure to TF risks mentioning a specific typology involving the remittance
of funds to countries associated with terrorism activities) was superficial across all sectors. The
predominant view among non-bank Fls appears to be that there was almost no TF risk exposure.

483.Banks generally agree with the risks identified in the NRA, although one Bank perceived
corruption as a more prevalent risk than portrayed in the NRA. Banks can articulate their own
views on their exposure to ML risks and vulnerabilities, beyond the NRA. They observe risks
related to the use of cash, OCGs, tax evasion, real estate, non-residents, new technologies and the
misuse of legal entities. Banks were also aware of the ML risks associated with VASPs and VAs
Generally, Banks that are part of international groups and some smaller domestic banks have a
broader understanding of ML risks. The banks’ understanding of TF risks is generally inadequate
and less developed compared to their knowledge of ML risks. One Bank could articulate specific
TF risks to which it is exposed (naming the misuse of NPOs by religious fundamentalists).

484. Banks conduct business wide risk assessments, covering customer risk, product, distribution
channel and geographical risk. The majority of banks make use of business risk assessment
software adapted to fit their own particular context and continuously refined. Others were in the
process of developing or enhancing current tools. The internal risk assessments are for the most

176 Company services in Montenegro are typically provided by accountants, and lawyers. Notaries are also involved in
notarising statutory documents required for incorporation. It also transpired that company services are also offered
by other third parties and entities that do not belong to these professions, which are unknown to the supervisors.
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part updated annually. Where the bank is part of a larger group, risk assessments generally also
take into account the group’s assessment of risks.

485. All banks assess customer risk prior to establishing a business relationship, with some banks
demonstrating a more nuanced approach to customer risk assessments. This is done via the use
of software, matrixes or methodologies that help calculate risks or is done manually following the
completion of a “KYC Questionnaire”. Almost all banks refer to the CBM’s Guidance on Risk
Assessments to enhance their customer risk assessment methodology.

486.Banks showed a clear understanding of AML/CFT obligations and could articulate these
obligations and their implementation in detail. In most cases this level of understanding was
demonstrated across the various bank strata including front office and client facing staff. Some
concerns with the understanding of the BO concept and reporting of attempted suspicious
transactions were identified (see sections 5.2.3 and 5.2.5). Some banks established restrictions
on specific customers and activities (e.g. Montenegrin legal entities having no meaningful
connection to the country, offshore legal entities, providers of games of chance and VASPs). These
restrictions result from policies established by financial groups or correspondent banks and are
linked to high-risk areas set out in the CBM’s Guidance on Risk Assessments.

487. All MVTSs established in Montenegro are agents of large EU payment institutions and
generally demonstrated a good understanding of the ML risks to which they are exposed. Half of
the MVTSs could elaborate in more detail on specific ML risks referring to risks relating to fraud,
tax evasion, users from high risk third countries and money mules. Others had a more basic and
generic understanding of ML risks. The understanding and awareness of TF risks and
vulnerabilities was superficial except for one MVTS where it was more nuanced.

488. MVTSs had a good understanding of their AML/CFT obligations and were able to explain
them in detail. The processes for the application of these requirements are integrated into the
systems and databases used by the EU payment institutions they are agents of.

489. MFIs’ understanding of the specific ML risks they are exposed to was adequate, with some
MFTIs able to mention particular ML practices (e.g. early repayments of loans, repayments by third
parties and loans to legal entities). MFIs could not demonstrate a documented assessment of ML
or TF risks. They were also knowledgeable of the NRA and in agreement with its conclusions.
MFIs demonstrated an adequate understanding of their AML/CFT obligations and were able to
articulate what is expected of them to implement the same.

490. To the exception of one investment firm, all other firms and fund managers demonstrated a
very limited understanding of the ML risks, including the national risks set outin the NRA. In most
cases it appeared that they do not consider any risks apart from customer risks. Investment
services entities have a good understanding of their AML/CFT obligations and were able to
specifically explain how these obligations are to be implemented.

491.Insurance Companies have a clear view of their ML risk exposure and mentioned risks

associated with lump-sum payments and early redemption of life insurance premia. They share

the NRA outcomes and low risk assigned to the life insurance sector. Insurance intermediaries

have a weaker understanding of ML risks, which is understandable given that they intermediate

the selling of life insurance policies for local insurance companies and depend heavily on them
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for the formulation of AML/CFT policies and controls. Insurance companies demonstrated an
adequate understanding of AML/CFT obligations. Insurance intermediaries had a very limited
understanding and approach the implementation as a mere process of adhering to procedures
and checklists established by the insurance companies. Financial leasing firms demonstrated a
sound understanding of their ML risks and were able to articulate in detail how their assessment
was conducted. Their understanding of AML/CFT obligations was good.

492. Similarly to most banks, non-Bank FIs had issues with the understanding of the BO concept
(see section core issue 5.2.3).

DNFBPs

493. The majority of the DNFBPs did not display appropriate knowledge of ML risks, including of
the NRA outcomes, and could not identify and articulate the individual ML risks to which they are
exposed. DNFBPs had very limited knowledge of the TF risks.

494. Lawyers and notaries have a basic understanding of ML risks mostly confined to risks
associated with clients from high risk third countries, the use of cash to purchase property, and
in some cases, risks associated with use of companies. The understanding of AML/CFT obligations
was mainly confined to client identification and verification processes and client background
checks, with no appreciation and understanding of crucial obligations such as the scrutiny of
transactions and obtainment of source of funds information.

495. Accountants (which also provide company services!?7) and auditors, demonstrated the most
developed knowledge of ML risks among DNFBPs, however the smaller accountants focus almost
exclusively on the ML risk posed by legal and natural persons from high risk third countries. The
auditors and larger accountants were aware of the necessity to conduct and regularly update
ML/TF risk assessments. Accountancy and audit firms were aware of the findings of the NRA,
particularly the conclusions on the abuse of legal entities for ML purposes. They were also able to
articulate specific ways in which legal entities could be abused for ML purposes (e.g. by hiding
ownership and funnelling proceeds of crime through fictitious documentation and misuse of
shareholders’ loans) and respective mitigating measures. Accountants demonstrated a good
understanding of their AML/CFT obligations beyond identification and verification requirements.
They could articulate obligations in detail, including the obligation to formulate and understand
customers’ profiles and monitoring of transactions.

496. Casinos and other organisers of games of chance (including online service providers)
demonstrated a very limited knowledge of the risks outlined in the NRA. Their ML risk
understanding was confined to the use of cash, and in some cases high risk jurisdictions. The
sector is not accustomed to perform any meaningful ML/TF assessments. The understanding of
AML/CFT obligations within this sector is poor and mainly confined to identification and
verification of clients, with lack of awareness regarding on-going monitoring of transactions and
understanding the source of funds that are important mitigating measures in this sector.

177 According to the authorities, company services are mostly provided by accountants followed by lawyers. However
other DNFBPs also mentioned that there are other entities that provide CSP services. These are unknown to the
supervisors and hence not part of the supervised population.
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497.Real estate agents recognise the ML exposure of the real estate sector in Montenegro
particularly in light of the recent property boom, however almost all could not articulate specific
risks to which they are exposed beyond the use of cash. Real estate operators are of the view that
the ML risks do not crystallise since their role is mainly to broker or facilitate the deed and do not
play a central role in the conclusion of deeds. They take comfort from the fact that notaries and
banks are involved in real estate transactions and ensure that all AML/CFT requirements are met.
Real estate agents were not cognisant of the NRA and its conclusions. Their understanding of
AML/CFT obligations was mostly confined to the identification and verification of clients, and the
identification of clients hailing from high-risk jurisdictions. While having a vague understanding
they were not able to articulate the specific expectations when it comes to obtaining source of
wealth and funds information, and they had issues with the proper understanding of the BO
concept (see section 5.2.3).

498. DNFBPs had issues with the understanding of the BO concept (see section 5.2.3).

5.2.2. Application of risk mitigating measures

499. Generally, banks have put in place AML/CFT policies and procedures which include risk
mitigating measures aligned to identified risks. All of Montenegro’s MVTSs act as agents for
international payment institutions and have well developed AML/CFT frameworks. While less
developed and sophisticated, the risk mitigating measures applied by insurance entities,
investment sector and financial leasing firms are sufficient to mitigate ML and TF risks. The risk
mitigating measures in place at MFIs require further development. Except for accountancy/audit
firms DNFBPs do not have appropriate risk mitigating measures.

Financial Institutions

500. Banks forming part of international groups and one of the smaller domestic banks adopted
a systematic risk-based approach to implement AML/CFT measures and displayed a detailed
knowledge of suspicious transaction indicators. These banks were able to adjust the regularity
and extent of their CDD according to their specific ML risks. By way of example the front office
team is by way of procedure barred from onboarding clients that are categorised as high risk
without the approval of the AML/CFT authorised officer. Most banks interviewed also explained
how their transaction monitoring systems assist in identifying transactions that are not in line
with normal customer behaviour in real time enabling these transactions to be temporarily
blocked to analyse and substantiate their purpose and the source of funds. One smaller domestic
bank however did not show the same capability of adopting risk-based mitigating measures, apart
from adjusting the regularity of on-going monitoring according to risk.

501. Banks have also taken steps to mitigate risks associated with VAs. Some Banks stated that
they refuse to onboard foreign VASPs, while all Montenegrin Banks indicated that they either
apply EDD on customers who use their accounts to purchase VAs from foreign VASPs, or else
prohibit the use of accounts for such purpose.

502. Banks were interviewed on the level of controls to curb their exposure to the most significant
ML threats in Montenegro i.e. drug trafficking, loan sharking, tax evasion and high-level
corruption. Banks demonstrated effective controls to curb the misuse for drug trafficking, loan
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sharking and corruption purposes, however, were less equipped and knowledgeable when it
came to handling tax evasion related risks. Banks mainly focus on ascertaining the legitimate
origin of the funds (even in cases of use of cash or property deals involving substantial amounts)
which while effective to mitigate the laundering of proceeds of other crimes is not enough to
prevent undeclared income from being introduced in the banking system.

503. All MVTSs that are part of the agency networks of international payment institutions have
put in place robust internal systems and controls to mitigate ML/TF risks. By way of example one
MVTSs carries out background checks on NPOs, who are beneficiaries of money remittances, to
detect any potential links to criminal or terrorist organisations. This control is carried out since
they acknowledge the elevated TF risks associated with NPOs and is line with the guidance
provided by the CBM to REs dealing with NPOs. Furthermore, another MVTS operating a stand-
alone money remittance business put in place comprehensive risk sensitive measures to mitigate
ML/TF risks. These measures are multifaceted and comprise limits on transfer amounts,
screening of the payor and payee and monitoring of linked transactions.

504. The level of risk-based controls within MFIs varies. Some MFIs do not have well developed
controls, mainly focusing on avoiding certain types of clients (i.e. they have a low appetite to
provide loans to foreign persons). One MFI however monitors and scrutinises loan re-payments
by third parties and early repayments which it considers as high risk.

505. Except for one firm the risk mitigating measures put in place by investment firms and
moreso fund managers are not developed and are impacted by their limited understanding of
ML/TF risks. The risk mitigating measures adopted by life insurance firms are adequate, in
particular the controls in place to ensure that the risk of clients referred by brokers has been
adequately assessed before commencing a policy. Financial leasing entities demonstrated strong
risk-mitigating measures tailored to the ML risks identified.

DNFBPs

506. Except in the case of accountancy firms and auditors, the DNFBPs’ risk-mitigating measures
are not systematic in nature and in many cases not commensurate to ML/TF risks.

507.Lawyers displayed little knowledge of the required risk mitigating measures, which is
influenced by the lack of understanding of the ML/TF risks. Lawyers held that as a result of the
reduced role of lawyers in real estate transactions (taken over by notaries) and company
formations, the ML/TF focus should be on notaries and not lawyers. This view may explain the
general lack of appropriate controls described by the lawyers. Comparatively notaries displayed
a better understanding, but mitigating measures focus primarily on the reporting of real estate
contracts to the FIU and identifying clients from high-risk jurisdictions. There was no awareness
of the appropriate mitigating measures to counteract ML/TF risks associated with use of cash and
misuse of companies in property deals.

508. Organisers of games of chance have implemented basic risk mitigating measures such as

customer identification, although in some cases this only applies above a certain monetary

threshold. Organisers of games of chance do not conduct any checks on the source of funds even

where online gambling accounts are topped up via cash payments at high street kiosks. There are

examples of land-based casinos monitoring linked transactions, but it is not clear that this
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information is analysed with a view to identifying cash transactions over €15,000. In the case of
one casino, it also transpired that customers may request winnings to be transferred from their
gaming to their bank account, and this amidst very lax CDD measures exclusively oriented at
identifying and verifying clients.

509. Real estate agents have a limited understanding of the ML/TF risks posed by the sale and
purchase of real estate and consequently did not demonstrate the application of appropriate risk
mitigating measures. Real estate agents rely heavily on the fact that they are not responsible for
holding funds and executing financial transactions relating to the sale or purchase of properties.

5.2.3. Application of CDD and record-keeping requirements

510. The effective application of CDD measures varied extensively across sectors. FIs across all
sectors demonstrated a sufficiently effective application of CDD obligations. This was most
evolved in the banking and MVTS sectors with room for improvement when it comes to the
application of BO obligations and on-going monitoring.

511. A common trend noted across all sectors concerned the understanding of the BO concept for
legal entities. In most cases beneficial ownership is interpreted by REs exclusively as the
ownership of 25% or more of shares or voting rights with no consideration being given to
detecting individuals who may control the legal entity by other means. Moreover, most REs
confirmed that they rely exclusively on the CRBE or similar foreign registers’ excerpts to
determine beneficial ownership.

512.1t was clear across the financial sector that all REs would not be prepared to enter into a
business relationship unless CDD is completed.

513. Statistics on the type of AML/CFT breaches identified were provided by the CBM and the
Authority for Inspection Affairs (Games of Chance). Such statistics indicate that the most common
CDD failure in the case of Banks relates to on-going monitoring of transactions, while record-
keeping has been identified as an issue within the gaming sector.

Financial Institutions

514. All banks could articulate the CDD measures which apply to them, with some of the smaller
domestic banks and banks that are part of international groups demonstrating the most
comprehensive approach to their application. Statistics on identified AML/CFT breaches suggest
that CDD failures such as (i) obtaining information on the purpose of a business relationships and
(ii) identification and verification of clients and BOs were prominent in 2017 - 2018 but are no
longer so. This suggests that the sector has matured in the application of CDD measures at
onboarding stage and is more prone to shortcomings in applying more complex type of
obligations such as on-going monitoring and risk assessments. This was confirmed throughout
the discussions with banks with almost all explaining robust measures to gather and verify
information on the clients’ profiles such as information relating to the customers employment
and/or business activity. Some banks also referred to measures they take to understand the
rationale for non-resident persons and legal persons to open accounts in Montenegro.
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Table 5.1: Data on common AML/CFT breaches - Banks 2017- 2022

Art 7 (Risk Analysis)

2017 Art 8 (CDD for business relationships)

Art 14 (Verifying client's identity)

Art 21 (Identifying UBO)

2018 Art 26 (Obtaining data on purpose and presumed nature of a business relationship)
Article 27 (On-going Monitoring)

Art 7 (Risk Analysis)

2019 Art 41 (Reporting STRs)

Art 53 (Applying the list of indicators to identify suspicions)
Art 27 (On-going Monitoring)

2020 Art 7 (Risk Analysis),

Art 35 (Scrutiny of complex and unusual transactions)

Art 7 (Risk Analysis),

2021 Art 27 (On-going Monitoring),

Art 35 (Scrutiny of complex and unusual transactions)

Art 35 (Scrutiny of complex and unusual transactions)

2022 Art 41 (Reporting STRs)

Art 53 (Applying the list of indicators to identify suspicions)

515.Banks are not allowed to onboard clients remotely. Clients that are natural persons and
representatives of legal persons are required to be physically present for identification purposes.
This practice was confirmed by reference to a number of internal AML/CFT procedures provided
by Banks.

516. Concerns however remain with the proper application of BO obligations by banks. While all
banks were able to explain the concept of beneficial ownership and mentioned that they keep
scrutinising corporate structures until they identify the ultimate natural person/s owning the
entity, it appeared clearly that they interpret beneficial ownership to exclusively mean the
ownership of a significant percentage of shareholding or voting rights within an entity. None of
the banks defined beneficial ownership as including the notion of control of an entity through
means other than shares. Moreover, some banks indicated that they rely exclusively on the CRBE
to verify beneficial ownership of Montenegrin entities. While this is somewhat concerning due to
the doubts about the accuracy of BO data held in the CRBE or CRBO given the lack of effective
verification measures (see 105). On the positive side it however transpires that the largest bank
in Montenegro (serving most Montenegrin legal persons) and another bank are not relying
exclusively on the CRBE, while the CBM’s supervisory findings did not identify serious BO related
deficiencies (see 105). In respect of foreign legal persons, Montenegrin banks are more cautious
with the majority requiring additional supporting documentation such as memoranda & articles
of associations, apart from excerpts of foreign company or beneficial ownership registers.

517.Furthermore, the CBM statistics on AML/CFT breaches indicate that banks need to improve
the application of on-going CDD. The NRA also highlights that some banks still lack software
solutions to monitor transactions (particularly in relation to electronic banking).

518. All Banks also explained that they do not rely on other REs, nor do they outsource the
application of any CDD or other AML/CFT obligations, and that they would not enter into business
relationships unless CDD is conducted.
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519.MVTSs, all of which are agents of international payment institutions, use sophisticated
systems to obtain and record customer identification and verification documents and information
on the specific purpose of the transaction. With regards to source of funds information MVTSs
obtain and verify such information when pre-defined thresholds are met. These thresholds varied
marginally between MVTSs but were all considered sensible and appropriately risk based.

520. The general understanding and application of CDD obligations by MFIs was adequate. The
effective implementation of on-going monitoring is however questionable, with some MFIs
indicating that they monitor transactions randomly and were not able to detect third party or
early repayments of loans. Given that they only accepted payments through banks, there
appeared to be heavy reliance on transaction monitoring carried out by banks. Some MFIs
however did not appropriately understand the concept of beneficial ownership of legal entities
and focus more on identifying the administrators of the entity rather than the BOs. The impact of
this limited understanding is minimal considering that a very small minority of MFI clients (i.e.
only 0.3% in 2022) are legal persons.

521.Investment sector entities are aware of their CDD obligations. Firms providing remote
services and onboarding clients online make use of software to verify client identity. Such
software has inbuilt pre-sets of various identification documents and implement facial feature
recognition techniques to verify the authenticity of documents and the identity of the client
uploading the identification document. Firms showed good ability to monitor transactions based
on risk and divergences from the client profile. There is evidence that the CMA identified some
very minor deficiencies in the CDD documentation obtained by investment sector entities
however these deficiencies were confined to dating and signing copies of ID documents and not
about the quality of the documents themselves.

522.Life insurance firms demonstrated adequate knowledge and application of CDD
requirements for both legal and natural persons and provided examples of cases where the CDD
obtained by a broker was insufficient and was supplemented. Leasing companies also
demonstrated adequate knowledge and application of CDD obligations, including effective client
profiling measures and risk-based application of on-going monitoring of transactions.

DNFBPs

523. Generally, all DNFBPs showed good awareness and application of client identification and
verification requirements, with the extent of documentation and information gathered varying
across sectors. With the exception of accountants and auditors there is however weak application
of other CDD measures and most importantly (given Montenegro’s risk profile) the
implementation of BO obligations, transaction scrutiny and scrutiny of source of funds.

524.Regarding BO obligations most lawyers and all real estate agents met on-site did not grasp
the concept of beneficial ownership, while those that do exclusively interpret beneficial
ownership as the ownership of 25% of the shareholding/voting rights, without considering
individuals who may control the legal entity by other means. Half of the lawyers stated that when
dealing with legal entities they are focused on verifying the existence of the entity and ensuring
that who is representing it is duly authorised to do so, with no concern or awareness about the
need to identify the real owners behind the entity.
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525.Most DNFBPs (except for some accountancy firms, accountants, and some of the lawyers)
rely exclusively on excerpts from the CRBE or other registers to identify and verify the BOs of
legal entities. These sources will not necessarily provide information on beneficial ownership,
and information which is reliable and up-to date (especially considering the 105 findings on the
accuracy of BO data). It was also concerning that notaries tend to rely on client declarations to
identify the BOs of legal entities. Some accountancy firms, accountants, and half of the lawyers on
the other hand stated that they would not rely on excerpts from registers but ask for additional
information such as company documents, or declarations by other independent professionals.

526.The AT also considered the DNFBP’s awareness of and approach to understand the purpose
of business relationships, and scrutinising transactions including occasional transactions. Within
the context of DNFBPs this would include measures to understand: (i) the rationale for the setting
up of companies in Montenegro, (ii) the funding of such companies, (iii) the business activities
such companies undertake and the alignment of transactions with that activity, (iv) the origin of
funds to acquire immovable property especially where this is self-funded (i.e. not through a bank
loan) and moreso, when financed in cash, and (v) the source of funding for gaming activity
especially when this is considerable in value and funded in cash.

527.Accountants remarked that they obtain information confirming the nature of the
employment and/or business activity of the customer, and when providing ongoing services
monitor transactions to ensure that they fit the activities of the client including by requesting
supporting documentation (e.g. contracts or invoices) to verify this. Lawyers on the other hand
do not scrutinise transactions or understand the source of funding when this is necessary, on the
premise that company formations and real estate transactions are scrutinised by notaries.
Notaries do not do any meaningful checks apart at times resorting to client declarations attesting
that the funds used to purchase property are legitimate. In the case of company formations,
notaries consider their involvement to be a mere formality (i.e. notarising statutory documents)
and hence do not carry out any such checks. Real estate agents as well as casinos do not carry out
any transaction scrutiny.

528. One of the factors that contributes to the unsatisfactory application of CDD obligations by
notaries and lawyers are the technical deficiencies within the CDD requirements (see R.22/23),
and the fact that notaries and lawyers are not considered to be REs subject to the same AML/CFT
regime, but to specific AML/CFT obligations presenting a number of deficiencies (see R.22/23).

529. Moreover, while not all providers of company services are designated as REs and subject to
AML/CFT obligations (i.e. only those providing company formation services and fiduciary
services to companies), it was clear from the discussions held that this technical deficiency is not
impacting the implementation of AML/CFT obligations by accountants providing company
services. Nonetheless, there are persons (not belonging to the professional categories) providing
company services which are unregulated and unknown to the authorities. The AT could not assess
their level of adherence to AML/CFT obligations.

530. The identity verification requirements conducted by online organisers of games of chance
are not robust enough. Checks to verify that the person submitting identification documentation
is who he says he is (i.e. upload of selfie with identification document showing) are carried out
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only when account opening information details do not match with the identification document or
when payment will be made through a particular online payment platform.

531.The DNFBP sector also displayed less awareness of the need to review and update CDD
documentation at regular intervals.

Record keeping (all sectors)

532.Record keeping appears to be consistent across all entities interviewed. All REs agreed that
CDD records and records of transactions amongst others are retained for ten years, in line with
the requirements envisaged under the LPMLTF.

5.2.4. Application of EDD measures

533. Banks (particularly those forming part of international groups) and MVTSs demonstrate the
greatest understanding and implementation of EDD measures. The effective implementation of
EDD measures is not as effective in MFIs, investment sector entities and the life insurance sector.
Generally, the application of EDD measures is weakest across the majority of the DNFBPs.

PEPs

534. Some Banks rely exclusively on PEP declarations by customers (including the more material
banks), while others carry out additional searches to identity PEPs, family members and close
associates. A minority (which includes one of the largest three banks) uses commercial databases
to identify PEPs on an on-going basis. Some banks check whether clients become PEPs, family
members or close associates thereof while carrying out CDD reviews which in some cases are
carried out every 3 years (medium risk clients) and 5 years for low-risk clients. PEP EDD
measures are well understood by banks. All banks mentioned that the decision to onboard or
sustain a relationship with a PEP, family member or close associate is escalated to senior
management and PEP relationships are subject to more rigorous on-going monitoring.

535. All MVTSs have systems (provided by the international payment institutions) in place to
screen customers and identify PEPs. Some MVTSs (including the largest ones) explained that they
would check for PEP status when particular transactions thresholds are met (i.e. €1,500). MVTSs
stated that in relation to PEPs, family members or close associates they escalate the decision for
transaction clearance to senior management, however the smallest MVTSs delegate this decision
to the international payment institutions. MVTSs demonstrated awareness of the requirement to
perform additional SOF checks before undertaking transactions for PEPs.

536. MFIs are aware of the requirement to identify PEPs, make use of the list of public functions
provided by the Agency for the Prevention of Corruption and rely on customer declarations. Some
MFIs were not knowledgeable of and applying EDD measures related to PEPs, while others
referred to the application of rigorous controls but could not articulate what these entail.

537.The majority of investment sector entities rely on PEP declarations to identify PEPs with
only one entity making use of commercial databases or other sources. Investment firms carry out
more regular transaction monitoring checks for PEPs (every six months as for high-risk clients).
Life insurance companies use commercial databases to identify PEPs, while insurance
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intermediaries rely on PEP declarations (these checks are reviewed and confirmed subsequently
by the insurance company prior to the issuance of the life insurance policy). Insurance companies
and intermediaries were aware of PEP EDD obligations nonetheless rely on customer
declarations to determine the source of funds. Financial Leasing companies have effective
measures to check for PEP status on an ongoing basis and are aware of the relative EDD measures.

538. Within the DNFBP sector the awareness and application of PEP EDD measures, such as
source of wealth/funds checks and enhanced monitoring is limited and applied only by
accountants and some notaries. Large accountancy firms use commercial databases or conduct
online searches to verify client PEP declarations. All lawyers and half of the notaries rely on the
fact that Montenegro is a small country where PEPs are generally well known to all. Other DNFPBs
(real estate agents, some notaries and casinos) rely on self-declarations, or the national PEP
functions database, which are not considered sufficient to identify PEPs, family members and
close associates. Some casinos, including online ones, took no measures to identify PEPs.

New Technologies

539.REs are required to perform a risk assessment before introducing or using new technologies.
Except for the larger banks, that are part of international groups, the AT did not observe any
instances where new technologies were introduced. Where this took place (e.g. electronic
banking), banks assessed the risk as high and took the necessary control measures.

540. With the exception of the roll out of online gaming by certain organisers of games of chance,
the AT did not observe any particular use of new technologies in the DNFBP sector. In relation to
the online gaming sector, it was apparent that no meaningful assessment of the risks associated
with online products had taken place and the relative controls were weak.

Correspondent banking

541.The provision of correspondent banking services is not a significant element of most
Montenegrin banks’ business. Only two banks provide correspondent banking services (i.e. a total
of current eight relationships which over a five-year period (2018-2022) saw the processing of
almost €2 billion). One of these banks is part of an international group and offers correspondent
services exclusively to six banks belonging to the same group and situated in neighbouring states.
The other bank also provides correspondent services to one group bank (subject to group-wide
group AML/CFT policies) and a third Bank from the region. Banks have a very good
understanding and application of correspondent banking enhanced obligations.

Wire Transfers

542.There are serious technical deficiencies within the Rulebook on Electronic Funds Transfers.
These include legal uncertainty whether PSPs of the payer should transmit payer information,
while there are no obligations to collect and transmit payee information (see R.16).
Notwithstanding these technical deficiencies all banks and MVTS confirmed that they ensure that
all wire transfers are accompanied with both payer and payee details, in most cases to align with
the group’s AML/CFT policies. All such REs have processes in place to detect transactions with
missing information and would not process transactions with missing information.
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543.Banks and MVTS also explained that compliance with wire transfer rules is a fixed
component of the CBM’s supervisory reviews, and the CBM goes beyond the technical limitations
within the rulebook expecting that Banks and MVTSs ensure that wire transfers are always
accompanied with both payer and payee information. REs are cooperative and deem it in their
interest to ensure that the system is in line with international standards in view of international
group and correspondent bank policies.

TES

544. Almost all Banks and MVTSs use tools that are integrated into their customer onboarding
systems to screen customers at various intervals and when sanction lists are updated. These tools
are provided by the group or international payment institutions or developed in house. These
tools incorporate UN sanctions lists and are updated regularly and when new designations are
made. One MVTS providing its own money remittance service (i.e. not as agent), while using tools
to screen clients, relied on the authorities to provide updates of designations to keep its internal
tool updated. It was not clear that the MFA and EKIP (regulating such entity) were circulating
these updated lists. Banks and MVTSs demonstrated awareness and effective application of
freezing and reporting obligations (see [0.10). There was however confusion as to the authority
to which reports should be made. Most banks and MVTSs would report to various authorities i.e.
FIU, CBM and MFA.

545. All insurance companies (covering also clients introduced by brokers and agents), financial
leasing companies, some of the MFIs and most investment firms make use of automated screening
tools. Some MFIs, investment firms and all investment intermediaries rely on manual checks and
open-source information/databases and carry out checks only at on-boarding. All FIs were
knowledgeable about TFS requirements but there was unclarity as to which authority reports of
any potential hits should be made.

546.Most DNFBPs are not aware about the need to detect and take measures to prevent their
services from being used by designated persons and entities. This lack of awareness was
particularly evident in the case of lawyers, accountants (except one large firm) and real estate
agents. DNFBPs are unaware about the need to report if they are approached by designated
persons or entities and to whom such reports are to be made. Notaries screen customers against
UN lists and were doing so manually using a database provided by the Serbian FIU and more
recently (February 2023) an online tool provided by the FIU and also made available on the MFA
website. Casinos also mentioned making use of this online tool. Most DNFBPs that establish
business relationships (except for one large accountancy firm) conduct manual screening at the
time of establishment of the business relationship and do not regularly update or repeat such
screening.

547.The deficiencies with the implementation of BO obligations effecting some FIs and DNFBPs
impact the proper implementation of TF-TFS obligations (see section 5.2.3).

Higher-risk countries
548. Banks, MVTSs and the vast majority of other FIs and DNFBPs are aware of the listing of high-
risk jurisdictions, although not necessarily cognisant of the rationale thereof. Some Banks (in
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particular the ones forming part of international groups), MVTSs and one investment firm
mentioned that they go beyond the FATF list and in line with internal AML/CFT policies, include
other jurisdictions that they consider as high risk, including countries known to have terrorist or
terrorist organisations operating within which increase the RE’s exposure to TF risks. Some
smaller FIs (other than banks, MVTSs, and insurance companies) and DNFBPs (other than
accountancy firms and accountants) while being aware of the FATF list of high-risk jurisdictions,
were not aware of the applicable countermeasures.

5.2.5. Reporting obligations and tipping off

549.REs are required to submit suspicious transaction reports (STRs) and all REs, excluding
lawyers and notaries, cash transaction reports (CTRs). Notaries are required to provide the FIU
on a weekly basis with all real estate contracts of a value exceeding €15,000. In the case of banks,
and to some extent gaming companies reporting is done via the FIU dedicated portal. Banks and
MVTSs report the highest number of STRs however (to the exception of MVTSs) the level of
reporting remains low across all sectors. STR reporting among all DNFPBs, in particular those
exposed to high ML/TF risks (i.e. lawyers, notaries, casinos and CSPs) is low.

Financial Institutions

550. Banks are aware of their reporting and tipping-off obligations and have been provided with
guidance and training to detect suspicious transactions by the CBM and the FIU. The majority of
banks have well developed internal reporting mechanisms and a good understanding of the
typologies for identifying suspicious transactions. It was concerning that some smaller banks
were unaware of the obligation to report suspicious attempted transactions, and stated that in
such cases they simply desist from establishing a business relationship or carrying out a
transaction without following up with a STR.

551. The level of reporting within the banking sector is generally low and has not seen any notable
increases over the past five years (see Table 5.3). Table 5.2 provides a comparison between the
volume of STRs/CTRs submitted in 2022 and the materiality of individual banks. The volume of
STRs/CTRs seems to be distributed amongst all banks, however certain material Banks are
submitting few STRs (e.g. Bank 10 which processed 13% of all outward transactions in 2022
submitted 12 STRs, Bank 7 with 10% of all outward transactions in the same year submitted only
eight STRs and Bank 3 with 27% of all client deposits 21 STRs). This low volume of STRs
submitted by the banking sector is also corroborated by supervisory information. In fact, the CBM
reported that there have been a number of misdemeanour proceedings initiated in respect to
banks who failed to report STRs.

552.The banking sector has reported very few TF suspicions (i.e. one in six years). This is
indicative of a lack of appreciation of TF risks and red flags (as highlighted under section 5.2.1),
especially considering that MVTSs are submitting a much larger volume of TF related STRs (i.e.
183 in six years).
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Table 5.2: Analysis of STRs/CTRs against market data - Banks 2022

% of Total % of Total % of Total
Annual value | Annual Value | Annual value Number of Number of
of outward of Client of Cash STRs / SARs178 CTRs
transactions Deposits Deposits
Bank 1 27,17% 40,41% 49,07% 68 9452
Bank 2 10,82% 2,15% 1,34% 26 4 887
Bank 3 11,15% 27,46% 20,41% 21 4448
Bank 4 0,84% 0,42% 0,54% 28 2673
Bank 5 0,00% 0,00% 1,42% 14 3783
Bank 6 11,69% 13,67% 15,62% 32 7 403
Bank 7 10,18% 4,64% 0,08% 8 403
Bank 8 4,16% 0,74% 8,25% 12 4978
Bank 9 9,46% 4,59% 0,45% 4 391
Bank 10 13,08% 5,32% 0,37% 12 296
Bank 11 1,45% 0,59% 2,44% 12 289

553.MVTSs are the second top-most REs in terms of STR reporting after banks. In 2022 three
MVTSs processed €22M in outward transactions compared to the €7.6B processed by Banks. At
the same time MVTS reported 84 STRs in comparison to the Banks’ 233. [t is also positive to note
a consistent upward trend of reporting volume within the MVTS sector over the past three years.
Similar to banks, MVTSs demonstrated good knowledge of their STR and tipping-off obligations
making reference to internal reporting mechanisms and procedures to prevent tipping off. Of
concern was the fact that some MVTSs mentioned that they escalate dubious transactions to the
international payment institution which they are agents of, delegating their responsibility to
decide whether to report potential suspicious transactions. The AT also learnt that at times the
international payment institution takes up to a month to conclude its analysis. This hampers the
prompt submission of STRs by the Montenegrin payment institutions.

554.While aware of their obligation to report STRs, REs within the insurance, investment and
MFI sectors do not demonstrate a strong level of awareness of ML/TF typologies, which is
reflected in the very low volumes of STRs submitted. Insurance Intermediaries rely completely
on the insurance companies they sell life policies for to determine when and whether to submit
STRs, which is reasonable considering that it is the company that determines whether a policy is
to be issued or not.

555. Financial leasing companies are more knowledgeable, compared to FIs (other than banks
and MVTSs) of their reporting and tipping-off obligations. This is also reflected in their reporting
volumes where one leasing companies submitted four STRs in six years almost as much as all
investment, insurance firms and MFIs put together (six).

178 Total STRs/CTRs in 2022 does not tally fully with Tables 5.3./5.4 given that the data for Table 5.2. was provided
by banks while Table 5.3. was based on FIU data and slight divergences were noted.
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DNFBPs

556. Except for some accountants, a lack of awareness of reporting obligations is present across
all DNFPBs. Some DNFBPs (in particular casinos) were not aware of which authority they should
submit STRs to. It was also noticeable across all DNFBPs (excluding some accountants), that they
have difficulty identifying what a suspicious transaction or suspicious activity might look like.
This despite several of them referring to the STR indicators provided by the Mol.

557. Despite the high level of risk they are exposed to, and the important role that they play in the
incorporation of companies and real estate transactions, reporting is low within sectors such as
notaries and lawyers. Notaries being the top-most reporting DNFBP, submitted 19 STRs in six
years, with only two STRs submitted in 2021, and none in 2022.

558. Concerning issues consistently emerged throughout discussions with notaries and lawyers.
Notaries are reluctant to submit STRs out of fear that their clients would become aware. As a
result, most notaries advised that they rely on reporting the real estate contracts as an alternative
mechanism for alerting the FIU. Notaries and lawyers moreover believe that the reporting
obligation runs contrary to their client confidentiality obligations and submitting STRs (especially
based on mere suspicions) would expose them to lawsuits for damages by clients. Lawyers stated
that they would desist from servicing suspicious clients to protect their reputation but would not
report these incidents to the FIU.

Table 5.3: Number of STRs/SARs submitted by REs to the FIU

. 2017 2018 2019 2020 2021 2022
Reporting
entities ML |TF |ML |[TF |ML |TF |ML |TF |ML |TF |ML |[TF
Banks7® 190 0 189 1 207 0 l18?2 0 201 0 233 0
Payment 181
Service 9 4 8 19 6 11 29 30 41 53 17 67
Providers
Post of 0 0 0 0 3 0 2 0 1 0 0 0
Montenegro
Leasing
Companies
Investment 0 0 0 0 1 0 1 0 0 0 1 0
Firms
Life insurance | 0 0 0 0 0 0 2 0 0 0 0 0
companies

182

Notaries 0 0 0 0 12 0 5 0 2 0 0 0
Construction 0 0 0 0 0 0 1 0 0 0 1 0
Companies

179 The number of licensed banks went down from 15 to 11 over the review period.

180 Decrease in STRs is due to reduced cash transactions and account opening challenges for staff working remotely.
181 [ncrease in reports by PSPs since 2020 is also owed to the added focus placed on ongoing monitoring and STR
reporting through supervisory examinations and measures by the CBM.

182 Spike in STRs is the result of defensive type of reports which had no basis of suspicion.
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Real Estate 0 0 0 0 0 0 0 0 0 0 1 0
Investors/Int
ermediaries

Auditors and
accountants

Games on 0 0 0 0 0 0 518 0 0 0 0 0
gaming
devices
Total 199 4 197 20 229 11 211 30 245 53 254 67

Table 5.4: Number of CTRs18¢ submitted by reporting entities to the FIU

Reporting 2017 2018 2019 2020 2021 2022
entities

Banks 31,057 31,296 33,966 25,435 30,176 38,9151
Payment 0 0 0 0 0 0
Service

Providers

Post of | 0 0 0 0 0 0
Montenegro

Financial 0 0 0 0 0 0
Leasing

Companies

Investment 0 0 0 0 0 0
Firms

Life insurance | 1 0 0 0 0 0
companies

Notaries 0 0 0 0 0 5,105186
Traders in | 160 274 313 265 301 367
Property and

Real Estate

Agents

Car dealers 108 112 106 77 99 144
Auditors and | 0 1 0 6 0 0
accountants

Casinos and | 581 1,156 1,412 324 402 662
Games on

gaming devices

Former RE 1 6 4 0 0 0
Total 31,908 32,845 35,801 26,107 30,978 45,193

183 Spike in STRs is the result of defensive type of reports which had no basis of suspicion.

184 Reports of transactions in cash in the amount of €15,000 or more

185 Spike is due to reduced cash transactions over the COVID-19 period and the influx of Ukrainian refugees in 2022.
186 This figure includes cash transactions handled by notaries. A property contract may include more than one cash
payment (e.g. four buyers all paying one seller in cash will add up to four CTRs).
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5.2.6. Internal controls and legal/regulatory requirements impeding implementation

559. While only large REs are required to have an officer at management level to oversee the
implementation of AML/CFT obligations and to establish an independent audit function (see Rec.
18), it transpired from the on-site discussions that the majority of REs have such dedicated officer.

560.The majority of the banks, MVTSs and financial leasing firms have implemented
sophisticated and effective internal controls. Investment firms and insurance firms are by their
nature smaller and appear to rely heavily on the authorised officer to ensure compliance with
AML/CFT obligations. The internal controls for MFIs require improvement.

561. All banks have a culture of AML/CFT compliance and for the most part reported systems and
procedures commensurate to their risks. Banks being part of international groups invested
heavily in their AML/CFT controls including through the use of technology. The decisions for
onboarding of high-risk customers and the reporting/not reporting of STRs in the case of Banks
are handled by the AML/CFT authorised officer.

562.MVTSs also have dedicated AML/CFT compliance teams and procedures in place requiring
that decisions on the onboarding of certain users or the execution of certain payments should be
escalated to the AML/CFT authorised officer. Regular AML/CFT internal audits are conducted by
Banks and MVTS, and their AML/CFT policies and procedures are reviewed at least once a year
or more regularly if required in response to updates to the legal requirements.

563. Over the course of the review period, banks have increased the human resources dedicated
to AML/CFT compliance. The 11 banks have on average five officers specifically dedicated to
AML/CFT compliance. The three largest banks, in terms of client deposits, have seven, three and
ten officers respectively. While this is not considered sufficient, dedicated AML/CFT compliance
personnel are complemented by other banks staff such as branch officials and internal audit staff
that are also trained (see section 5.2.1) and conduct AML/CFT related functions.

564.Most other non-bank FIs have dedicated AML/CFT compliance teams, however their
procedures for the execution of high-risk transactions and reporting of STRs are not well
developed and do not in all cases involve review or sign-off by the AML/CFT authorised officer.
Insurance companies have effective levels of interaction with and control of intermediaries who
introduce clients, and in fact reported having a two-tier level of CDD i.e. done by the
intermediaries which is then vetted by the insurance company. This is relevant given that some
75% of insurance policies are sold through agents or intermediaries.

DNFBPs
565. The internal control mechanisms within the DNFBP sector vary. Larger accountancy firms

providing company formation, accountancy, and audit services, have set-up effective internal
control mechanisms to ensure the proper application of AML/CFT obligations.

566.In other DNFBP sectors internal AML/CFT controls require further development. Lawyers
mostly operate as small firms or sole-practitioners and notaries as sole-practitioners and hence
do not necessitate internal control processes to ensure AML/CFT compliance, however, have
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insufficient AML/CFT controls. This was evident when it comes to verifying the source of funds
of clients for real estate transactions, with notaries tending to rely on clients’ affidavits.

567. Despite the cash intensive nature of the business, organisers of games of chance do not have
in place sufficient internal control procedures. This became apparent when discussing: (i) the
steps to be taken by staff when a client is identified as a PEP; and (ii) the application of source of
fund checks and/or their approach to reporting unusual activity. It was evident that there are
limited procedures to guide staff in implementing AML/CFT requirements, and their main focus
is on ensuring that the casino or gaming entity is not defrauded by customers. Notaries and
lawyers held that conflicts between reporting obligations and professional secrecy legal
requirements are hampering effective reporting of suspicious activities.

Overall conclusions on 10.4

568. The most material sector by far in Montenegro is the banking sector which demonstrated a
good understanding of ML risks and good level of implementation of AML/CFT obligations. The
understanding of ML risks was adequate across most other non-bank FIs, with the effectiveness
of mitigating measures varying but being the strongest in important FIs such as MVTSs. The
understanding of TF risks is limited across sectors. Certain deficiencies with the identification of
BOs persisted across all sectors, in particular the over reliance on the CRBE and CRBO to identify
the BOs. It transpired that this was not the case in some banks and most accountancy
professionals which took additional measures.

569. Accountants and auditors (which play a central role in the provision of company services)
showed a good level of understanding of ML risks and implementation of preventive measures in
particular regarding legal persons. Other DNFBPs, such as organisers of games of chance, lawyers
and notaries did not demonstrate an adequate understanding of risk and implementation of
preventive measures, while the AT could not determine the level of effectiveness by unregulated
non-professional third parties providing CSP services. This impacts the effectiveness rating for
104 given the materiality and risk-exposure of these DNFBPs. STRs are mostly filed by the banks
and MVTSs with the volume being generally low across all sectors (except MVTSs), and in
particular within the DNFBP sector.

570. Montenegro is rated as having a Moderate level of effectiveness for 104.
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6. SUPERVISION

6.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 3

a)

b)

The CBM and CMA have a solid licensing process for banks, other FlIs and investment
services entities, which would benefit from more systematic cooperation with local
and foreign authorities. The overreliance on supplied information and
documentation, and lack of cooperation with local and foreign authorities in the case
of ISA and the accreditation of professionals hampers all other licensing and
authorisation processes. There are no entry requirements and on-going checks to
prevent criminals and their associates from being involved in the VASP sector, real
estate agents, CSPs, DPMSs and accountancy or legal firms, while it is doubtful
whether the Administration for Games of Chance is able to impede criminals from
owning casinos. Authorities do not undertake proactive measures to detect
unauthorised activities, however they react to reported cases where unauthorised
activity is identified.

The CBM and ISA have the most developed understanding of ML risk. The CMA and
Mol demonstrated an adequate understanding of generic ML risks. The remaining
supervisors showed limited understanding. The understanding of TF risks among all
supervisors requires further development. Since 2020 the CBM has established an
AML/CFT Risk Assessment Framework for banks, and in 2022 for MFIs. Further
refinement is needed. The CMA and Authority for Inspection Affairs (Games of
Chance) have also recently (end 2022) developed AML/CFT Risk Assessment
Frameworks, which in the case of the CMA requires improvement. The remaining
supervisors rely on very generic information to understand specific sectorial /entity
risks or possess no risk information.

The CBM has recently (2021) implemented a risk-based supervisory model for banks
that aligns the frequency of supervisory engagements with risk. This risk-assessment
framework requires further enhancements. The CBM conducts good quality
examinations, which are predominantly full scope irrespective of risk. Thematic
reviews started being used recently but are limited to follow-up on remediation
exercises. Risk-based supervision of MFIs commenced in 2022, however the
underlying risk assessment is based on limited data. The supervision of DNFBPs, and
other less important FIs is not risk based. However, some authorities have been able
to vary the intensity of examinations according to risk (ISA and Mol). No or very
limited supervisory measures have been undertaken in respect of high-risk sectors
such as lawyers, notaries and CSPs. The quality of supervisory examinations needs
improvement in the case of the CMA, ISA and Mol and significant improvements in the
case of the Authority for Inspection Affairs.
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d)

The CBM is the most active in taking measures to drive compliance, relying mostly on
remedial measures, which are used regularly and systematically and positively impact
AML/CFT compliance. Pecuniary fines have been mainly imposed by the CBM, the
Mol, and to a more limited extent the Administration for Inspection Affairs. These are
however not effective and dissuasive, while the process for their imposition is
hampered by excessively bureaucratic procedures and stringent prescriptive periods.
ISA and EKIP base their enforcement actions on written warnings and remediation
orders. The CMA makes use of remedial actions and has also withdrawn
authorisations on the back of AML/CFT concerns. Other DNFBP supervisory
authorities are not taking any supervisory or enforcement measures to drive
compliance including in sectors such as gaming, lawyers and notaries which are
exposed to high ML/TF risks.

There is limited data available to monitor the impact of supervisory efforts. However,
the CBM was able to evidence that its remedial actions are effective. REs in the
financial sector reported positive engagement with the supervisory authorities and
the FIU. The CBM and the FIU have in recent times put effort into developing training
for REs, which however was mainly focused on the dissemination of information on
ML/TF risks. Guidance material for most sectors (apart from Fls covered by the CBM)
is not practical and sector oriented, while no STR quality feedback is provided except
for banks.

Recommended Actions

Immediate Outcome 3

a)

b)

d)

CSPs, DPMSs, legal and accountancy firms, real estate agents and VASPs should be
subject to market entry requirements and ongoing controls to prevent criminals and
their associates from owning and controlling them. The Administration for Games of
Chance should enhance the authorisation regime for operators of games of chance to
ensure that it is able to scrutinise BOs of operators systematically and continuously
and apply effective source of fund controls.

DNFPB supervisors should improve the understanding of sectorial and entity specific
ML/TF risks, devise risk-based supervisory models, and carry out risk-based
inspections.

Montenegro should make sure that all supervisory authorities have adequate
resources and expertise to enable good quality and risk-based supervision.

Montenegro should strengthen the AML/CFT enforcement regime by: (i) ensuring
that all REs may have their licenses suspended or revoked in view of serious,
systematic and repetitive AML/CFT breaches; (ii) reviewing the level of fines that can
be imposed so that these may effectively act as a deterrent; (iii) address the
bureaucratic process of imposition of misdemeanour fines and the short prescription
periods; and (iv) subsequently ensure that supervisory authorities make effective use
of the enhanced enforcement regime as appropriate to drive compliance.
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e) Enhance cooperation and exchange of information and intelligence between the FIU,
law enforcement and supervisory authorities to assist supervisory authorities in
ensuring that potential criminals and their associates do not infiltrate regulated
sectors.

f) The CBM should continue to enhance its ML/TF risk based supervisory model for all
REs by: (i) enhancing the AML/CFT questionnaires issued for banks and MFIs, (ii)
collecting relevant risk data which enables it to detect and focus on specific ML/TF
vulnerabilities (relevant to Montenegro) to which REs are exposed; (iii) fine-tuning
the risk allocation methodology to ensure a better balance between materiality and
risk within the banking sector; and (iv) make wider use of thematic type of reviews to
horizontally examine cross-sectorial vulnerabilities that impact Montenegro’s ML/TF
risk.

g) The CBM should ensure that all identified VASPs established in Montenegro are
subject to AML/CFT obligations and supervision.

h) The CMA and ISA should continue with the development and enhancement of their
risk assessment models with a view to adopting a risk-based approach to both the
frequency and intensity of their supervision.

i) Authorities should introduce appropriate mechanisms to proactively identify persons
and entities that are operating without a licence.

j)  Supervisory authorities should establish mechanisms to assess the impact that their
supervisory actions have on compliance and to assist in modelling their outreach,
which should include granular statistics on the number and nature of breaches.

571.The relevant 10 considered and assessed in this chapter is 10.3. The Recommendations
relevant for the assessment of effectiveness under this section are R.14, 15, 26-28, 34, 35 and
elements of R.1 and 40.

6.2. Immediate Outcome 3 (Supervision)

572. The weighting allocated to assess the effectiveness of supervision of FIs, DNFBPs and VASPs,
is based on the relative importance of each sector in terms of materiality and risk, as detailed
under section 1.4.3. and applied for preventive measures (10.4).

573.There are four AML/CFT supervisory authorities for the financial sector in Montenegro - the
CBM, CMA, ISA and EKIP.

574. The majority of DNFPBs are supervised for AML/CFT purposes by the Ministry of Interior.
The other DNFBP supervisors are the Authority for Inspection Affairs (Games of Chance), the Bar
Association and Notary Chamber (self-regulatory bodies).

575. Refer to Tables 1.3 and 1.4 for information on division of supervisory responsibilities for Fls
and DNFBPs.

576.The analysis of R. 15, 22 and 23 identified that: (i) not all VASPs and company services are
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subject to AML/CFT obligations and (ii) the AML/CFT obligations applicable to lawyers and
notaries are subject to deficiencies. These shortcomings and the technical deficiencies identified
in R.26-28 and 35, impact Montenegro’s level of effectiveness for 103.

6.2.1. Licensing, registration and controls preventing criminals and associates from
entering the market

CBM - Banks

577.The number of banks in Montenegro went down from 15 to the 11 over the review period.
This was a result of bankruptcy proceedings initiated against two banks, and several mergers.
The licensing and market entry requirements for banks are set out in the Law on Credit
Institutions. These requirements are supplemented with two Decisions: (i) the Decision for the
Selection and Appointment of Members of the Management Body and Holders of Core Functions
and (ii) the Decision on the Criteria and Documentation for Assessing the Suitability and Financial
Soundness of the Acquirer of a qualifying holding in a credit institution. Licensing and
authorisation decisions are taken by the CBM'’s Governor upon the advice of the CBM'’s
Supervision Committee, ensuring collegiality in decisions. The AT found a solid licensing process.

578. Applicants wishing to acquire or increase an existing qualifying holding in a bank must
provide the CBM with all relevant information on the nature of the qualifying holding and the
source of funds for the acquisition. Applicants that are legal persons must provide details on all
BOs, and all applicants must provide proof that they are not subject to any criminal convictions.

579.The CBM assesses the source of funds by examining the audited financial statements, or by
engaging auditors to check the assets and financial position of the acquirer. This assessment
extends beyond the direct acquirer and to entities in which the prospective acquirers have
substantial holdings. In addition, the CBM requires detailed information on how the funds were
acquired and information about any property being sold to finance the acquisition.

580. The CBM may refuse to approve the acquisition of a qualifying holding where the applicant
does not demonstrate an appropriate degree of financial soundness (case no 6.1), or where the
applicant has been convicted of a criminal offence or is subject to criminal or misdemeanour
proceedings that may cast doubt on the reputation of the acquirer, or where there are indications
that the proposed acquisition will increase the risk of ML/TF (case no 6.2).

Case No. 6.1: Rejected Application - Lack of Financial Stability

A natural person, citizen of a foreign European jurisdiction, applied to become the sole founder (100%
participation in the share capital) of a prospective bank in Montenegro. Based on supplied documents it
appeared that the said individual owned another 17 legal entities, which, according to the submitted
individual and consolidated reports, were evaluated as highly indebted. The prevailing number of those
companies were under capitalised and with low profitability, which exposed this group of entities to
serious business risk.

In that context, the potential founder failed to meet the “fit and proper” requirements for acquiring
qualified participation, which is a process that is formally and essentially legally integrated into the
prescribed bank licensing process and was not allowed to become shareholder of a bank in the system.
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Case No. 6.2: Rejected QH Application - Adverse Intelligence

The CBM, while assessing an application to acquire shares in a Montenegrin bank, requested intelligence
from the FIU. The FIU identified that the BO of the prospective acquirer was implicated in a number of
suspicious transactions. On the basis of this information, and even though there were no ongoing criminal
procedures, the CBM determined that one of the legal requirements envisaged under the Law on Credit
Institutions for “fitness and properness” was not met; i.e. that there must not be any reasonable grounds to
suspect that, in connection with the acquisition, ML/TF is being committed or being attempted or that the
acquisition would increase the risk of ML/TF financing taking place. The application to acquire the
qualifying holding was rejected by the CBM.

Table 6.1 Processed License Applications (Banks 2017-2022)

License  Applications | License = Applications | License  Applications | License  Applications
Received Approved Rejected Withdrawn
1 0 1 (see case no 6.1) 0

581. Applicants for roles on the management body or to hold a core function in a bank must
demonstrate to the satisfaction of the CBM that they are of “good repute”. Individuals are not
considered to be of good repute if they are: (i) convicted of a criminal offence, (ii) subject to
ongoing criminal proceedings, or (iii) if there is other information that raises doubts on their
reputation. Applicants who were subject to previous regulatory action or part of the management
of a firm that was subject to regulatory or criminal action, and applicants who are not transparent
with competent authorities or have had previous applications or authorisations turned down or
revoked are also considered unsuitable.

582.In respect of both applications (i.e. to acquire a qualifying holding or hold a management or
core function role) the CBM’s AML unit liaises with the FIU to ascertain if it holds any adverse
intelligence on the applicants (including on any BOs of the applicants). The CBM also seeks
information from other Montenegrin authorities where applicants are known to have previous
operations in Montenegro and foreign supervisors in respect of non-resident persons or entities.
Table 6.3 presents the number of such requests. The CBM’s AML/CFT unit also uses commerecial
databases and open-source information to carry out background checks on prospective
applicants and to screen for any TFS designated persons. This practice of liaising with local and
foreign authorities is not followed systematically which is evident when comparing the number
of authorisation applications (Tables 6.1 & 6.2.) with the volume of requests sent to local and
foreign authorities (Table 6.3). This impacts the CBM’s ability to, consistently and
comprehensively, identify adverse information, and detect criminal associates that may be
seeking to infiltrate the ownership or management of banks.

Table 6.2 Processed QHs/Managerial & Core Functions Applications (Banks - 2017-2022)

Applications Applications Applications Applications
Received Approved Rejected Withdrawn
2017 40 34 2 4
2018 29 28 0 1
2019 37 37 0 0
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2020 43 43 0 0
2021 1367 128 6 2
2022 19 18 1 0

583. The CBM confirmed that the majority of rejected or withdrawn applications resulted from a
lack of professional knowledge of the applicant.

Table Error! No text of specified style in document.3 CBM Requests for Information
(Approval Processes for all FIs - 2017-2022)

Requests to FIU Requests to Montenegro Requests to Foreign Supervisory
Supervisory Authorities Authorities
9 5 10

584.Each bank is required to regularly (at least annually and on trigger events) assess the
continued suitability (from a knowledge, skills and reputability point of view) of members of the
management and supervisory bodies and core functions holders and to inform the CBM about the
results thereof. In the eventuality of adverse information on the suitability of such members, the
CBM may withdraw their approval. In relation to qualifying holders, the CBM entirely relies on
supervisory examinations and other information it may obtain from public sources or other
authorities. Where the CBM forms the view that a qualifying holder is no longer suitable it may
withdraw their authorisation. The CBM does not itself undertake any on-going reviews of
suitability of management or shareholders of banks.

585. The CBM provided the AT with a case study concerning employees who defrauded a bank,
with the bank failing to report the matter to the CBM as required under the Law on Credit
Institutions. In response, the CBM removed two members of the Supervisory Board on the basis
that they: (i) failed to report the misconduct of the employees to the CBM and (ii) should have
been aware of the weaknesses in the systems and controls that allowed the employees to
perpetrate the fraud (see case 6.4.).

586. 1t appears that the CBM has been hesitant to act on the back of information other than
criminal convictions, as is demonstrated in the Atlas Bank case (see case 6.3). In this case the CBM
did not take immediate action to suspend or otherwise restrict the involvement of members of
the management board that were being investigated for suspected criminal conduct and
association in an organised crime group. However more recently the CBM is seen to take a less
restrictive approach. As seen from case no. 6.4, the CBM in 2022 withdrew the authorisation of
two members of the board of directors of a bank in circumstances where the individuals
facilitated, through ineffective internal controls, embezzlement of bank funds by employees.

Case No. 6.3: Forced Administration - Atlas Bank

An investigation was initiated by the Special State Prosecutor on the 6 June 2018, in relation to the misuse
of an e-commerce service provided by Atlas Bank to launder the proceeds of undeclared income. The
laundering allegedly took place through resident legal entities, owned by BOs (through foreign legal

187 The increase in applications in 2021 is due to the entry into force of the Law on Credit Institutions on the 1st January
2022 and which replaced the Banking Law. Members of management and supervisory bodies of banks were required to
obtain authorisation under the new law.
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entities) most of whom were related to employees of Atlas Bank. The legal entities used fictitious deals and
documentation to transfer monies through the bank, to offshore destinations, and subsequently were
liquidated. The owner of Atlas Bank was part of the organised crime group and allegedly facilitated the
perpetration of these offences through the bank.

The CBM launched an on-site examination in June 2018, during which Atlas Bank notified the CBM that the
Special State Prosecutor's Office froze all the accounts of suspected domestic legal persons (e-commerce
merchants) which amounted to around EUR 63 million. The CBM deemed that it was not purposeful to
revoke the authorisations granted at that stage, since the nature of available information on account
freezing was not sufficient to revoke the authorisation to acquire qualifying holding and because the CBM,
as an authority that exercises public-legal powers, is obliged to respect the presumption of innocence when
undertaking activities and measures within its competence.

Interim administration was introduced in Atlas Bank on 7 December 2018 and once the on-site examination
results showed that the Bank was critically undercapitalised and insolvent, and hence according to the
Banking Law the introduction of the interim administration was required. A number of individuals
including the owner Atlas Bank were indicted on the 13 November 2020.

Case No. 6.4: Withdrawal of authorisation of two members of the Board of Directors

In 2022, the CBM became aware through public sources that a number of bank employees were being
investigated for the embezzlement of bank funds. The Bank notified the CBM about the case on the same
day the case went public. The CBM reported the matter to the relevant authorities.

At the end of February 2022, the CBM initiated an on-site targeted examination, following which the CBM
identified inadequate internal control systems and ordered the Bank to enhance them. The CBM also
proceeded to withdraw the authorisation of the supervisory board members since they were directly
responsible for the weak internal controls (which they had to monitor and ensure the proper functioning
of) which facilitated the embezzlement of funds.

Table Error! No text of specified style in document..4 Suspension / Revocation of License by
the CBM - (2017 -2022)

Licenses Licenses Revoked Management Qualifying Holders
Suspended Authorisation Authorisation
Withdrawn Withdrawn
Banks 2 0 8 1
Payment 0 0 0 0
Institutions
Other FIs 1 0 3 1

CBM non-bank Fls

587.The licensing procedures for payment service providers (i.e. payment and electronic money
institutions) and non-bank FIs licensed by the CBM are set out in the main laws regulating these
sectors, and in the case of non-bank FIs licensed by the CBM supplemented by more detailed
subsidiary laws (see R.26).

588.The market entry and integrity requirements for managers and owners of these FIs are
explained in c.26.3. The analysis identified limitations in banning criminal associates, and no
requirements for qualifying holders of payment and electronic money institutions to be of good
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repute. The CBM, while agreeing that the laws need to be enhanced, confirmed that proof of lack
of criminal convictions (in the form of confirmation from the Ministry of Justice) is obtained for
all prospective qualifying holders, board members and executive directors of these FIs. The CBM
verifies this information through additional checks, similar to those undertaken for banks.

589. Regarding the acquisition of qualifying holding in non-bank FIs, the CBM adopts the same
approach undertaken for banks when assessing the source of funds. Unlike the obligation placed
on banks to regularly assess the fitness and probity of members of the management board and
core function holders, there are no similar requirements for payment institutions and Fls, and
hence the CBM is completely reliant on supervisory examinations and public or other information
sourced from authorities.

Table Error! No text of specified style in document.5 License Applications (Payment
Institutions and Other FlIs - 2017-2022)

License License License License
Applications Applications Applications Applications
Received Approved Rejected Withdrawn

2017 1 1 0 0

2018 2 2 0 0

2019 3 3 0 0

2020 2 2 0 0

2021 1 1 0 0

2022 2 1 0 1

Table Error! No text of specified style in document..6 QHs / Managerial & Core Functions
Applications (Payment Institutions and Other FIs - 2017-2022)

Applications Applications Applications Applications
Received Approved Rejected Withdrawn

2017 0 0 0 0

2018 9 9 0 0

2019 168 16 0 0

2020 10 10 0 0

2021 9 9 0 0

2022 13 11 1 1

CBM - VASPs

590.The CBM has received authorisation applications from VASPs operating in Montenegro
which were rejected as there is no licensing or registration regime in place. Nonetheless there
are no legal prohibitions to operate a VASP. The CBM explained that in a particular case where it
was notified about a Bitcoin ATM located in Montenegro it referred the matter to the Police which
proceeded to shut it down. While taking note of this action, the AT still remains unconvinced
about the authorities’ ability to prevent VASPs from operating. Montenegro intends to introduce
a licencing regime for VASPs, with a draft law to be presented shortly.

188 Spike in application is a result of the introduction of the Law governing financial leasing, factoring, purchase of
receivables, micro-lending, and credit-guarantee operations.
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591. As set outin section 1.4.3., there were indications of VASPs operating in Montenegro and use
of VAs by residents as well as OCGs. The volume of identified activity is not considered to be
material in comparison to activity going on in more important sectors.

592. There are legal provisions prohibiting banks and non-bank FIs from operating without a
license (see R.26). To identify entities operating without a licence the CBM relies on (i) reports
from the CRBE on companies registered with a particular activity code for which an authorisation
is necessary; (ii) information from members of the public (which may report via dedicated
channels made public on the CBM’s website); or (iii) the media. It does not carry out proactive
market surveillance.

The CMA - Investment Services Entities

593. Prospective qualifying holders and directors of investment firms and fund managers
undergo an approval process. There are no similar processes for funds and voluntary pension
funds. The requirements are set out in the Law on Capital Markets, the Law on Investment Funds
and the Law on Voluntary Pension Funds (see c.26.3). Qualifying holders, and management
officials of investment sector entities, must be of good repute.

594. Prospective qualifying holders that are corporate entities must provide information on BOs.
The applicant must also supply details of any other legal entities in which it holds a qualifying
holding. The CMA in practice requires applicants for qualifying holding and management
functions to submit evidence that they are not subject to any criminal convictions, even though
for qualifying holders of investment firms and voluntary pension fund managers this is not
explicitly required in the law (see c.26.3).

595. A prospective qualifying holder or director must also not be subject to any regulatory action
by a domestic or foreign regulatory body. In this regard, the CMA relies on self-declarations and
does not seek information from other domestic or foreign supervisory bodies. Acquirers are also
required, whether natural or legal persons, to submit evidence on the source of funds for the
acquisition or increase in qualified participation.

596. The CMA uses open-source information to check whether any persons involved in licensed
entities are connected to criminals. Since September 2022, qualifying holders, their BOs, and
directors are also subject to TFS screening, and screening by the FIU upon the request of the CMA
(so far there have already been six requests for information made to the FIU).

597. Throughout the majority of the review period, the CMA had no formal mechanism to assess
the continued fitness and probity of acquirers or members of senior management. In January
2022, the CMA adopted a procedure (applicable to all investment sector entities apart from
funds), which obliges the CMA to collect data at least once every six months from credible sources
on whether the persons in the management and ownership structures of REs are subject to
criminal proceedings. Where information obtained suggests that an individual no longer fulfils
the fitness and probity requirements, the CMA will revoke the individual’s authorisation.

598. Although the AT was not provided with any cases where the CMA took action to suspend or
revoke licenses or authorisations in view of links to criminality and issues of integrity, there were
instances when these actions were taken due to serious AML/CFT breaches that were identified
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and not addressed. This demonstrates the CMA’s willingness to withdraw and restrict licenses to
safeguard the integrity of the sector.

599. The CMA does not have any processes in place to monitor and detect unlicensed operators.
It entirely relies on reports from other authorities or members of the public. The AT was however
informed about two entities that were detected to be providing investment services without a
license. These cases were identified after the review period (i.e. September 2023), however
demonstrate the CMA’s actions to detect and deal with such cases. The CMA drew the public’s
attention to these cases through information published on its website.

The ISA - Life Insurance Companies & Intermediaries

600. The licensing requirements for insurance companies, brokers and agents are set out under
the Insurance Law. In the case of insurance companies, a rulebook and a decision setting out more
details on the licensing process are in place (see c.26.3). The rulebook is relatively new and does
not appear to have been fully operationalised.

601. Qualifying holders, members of the board of directors and executive directors of insurance
companies, brokers and agents must obtain the prior consent of ISA and are assessed based on
their business reputation, the reputation of persons holding a management position (in case of
potential acquirers that are legal entities) and whether the prospective qualifying holder will
increase the risk of ML/TF occurring through the entity. The ISA requests criminal conduct
certificates as part of the authorisation process for qualifying holders and management officials
of any insurance entity, broker or agent.

602. The ISA bases its assessment of applications exclusively on the documents submitted by the
applicants and liaises with other competent authorities only where a deeper analysis of the
authenticity of documents is warranted. The ISA does not seek any further information or carry
out any background checks such as seeking intelligence from the FIU or foreign authorities in case
of foreign owned entities. This limits its ability to detect and prevent criminal associates from
managing and owning insurance entities.

603.In the case of insurance companies, the ISA relies on self-declarations to identify
management officials who cease to fulfil the eligibility criteria. Other than that the ISA does not
have any mechanism for assessing the ongoing fitness and probity of acquirers of qualifying
holdings or senior management, and no procedures for proactively identifying operators acting
without a licence.

Table Error! No text of specified style in document..7 License Applications (Investment &
Insurance Entities - 2017-2022)

License License License License
Applications Applications Applications Applications
Received Approved Rejected Withdrawn
Investment Firms | 11 9 2189 0
Fund Managers 3 3 0 0

189 These application rejections were due to the incomplete submission of required application documents.
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Life Insurance | 0 0 0 0
Companies

Life Insurance | 12 12 0 0
Intermediaries

Table Error! No text of specified style in document..8 QHs/Management Applications
(Investment & Insurance Entities - 2017-2022)

Applications Applications Applications Applications
Received Approved Rejected Withdrawn
Investment Firms | 76 71 41% 1
Fund Managers 74 71 1191 2
Life Insurance | 99 99 0 0
Companies
Life Insurance | 0 0 0 0
Intermediaries

Table Error! No text of specified style in document..9 License Suspension/Revocation
(Investment & Insurance Entities - 2017-2022)

Licenses Licenses Revoked Directors’ Qualifying Holders
Suspended Authorisation Authorisation
Withdrawn Withdrawn
Investment 3 1 1192 0
Firms
Fund 3 4 1193 0
Managers
Life Insurance | 0 1 0 0
Companies
Life Insurance | 0 10 0 0
Intermediaries

604. The CMA revoked the license of an investment firm due to serious AML/CFT breaches that
were not remedied, and of four investment fund managers for various reasons including: (i)
failure to appoint a custody bank, (ii)bankruptcy, (iii) capital inadequacy, (iv)misuse of client
funds and (v) inability to deliver official regulatory notifications at the licensee’s address. The ISA
withdrew one license of a life insurance company due to capital inadequacy and nine licenses of
intermediaries as a result of a prolonged period of inactivity. The remaining licence was
withdrawn by the ISA as a result of the firm’s failure to appoint an executive director as well as
other non-AML/CFT governance issues (see Table 6.9).

EKIP - The Post of Montenegro

605. EKIP supervises postal operators including those providing financial postal services. At the

190 One application was rejected due to lack of academic qualifications, while two applications for acquisition of
qualifying holding were rejected due to a potential 100% acquisition without specific pre-approval and risks of potential
market manipulation.

191 One application was rejected in view of lack of academic qualifications.

192 Authorisation withdrawn in view of actions taken against the firm for misuse of client funds.

193 Individual considered unfit in view of previous irregularities committed in a bank he was involved in.
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time of the on-site mission there was only one such operator (i.e. the Post of Montenegro). The
Post of Montenegro is fully owned by the State which makes all decisions as regards its
management structure. The board of directors and all management members are required to
provide evidence that they are not subject to criminal convictions.

The Administration for Games of Chance - Casinos

606.For legal entities to be authorised to offer games of chance they must be granted a
concession. Online games of chance may only be provided by entities that are authorised to
operate land-based casinos or betting shops. Persons managing the casino must provide proof
that they have not been convicted of criminal offences against the payment system and
commercial operations!%4, however there are no requirements for casino owners to provide proof
of absence of criminal convictions (see. C. 28.1). The Administration of Games of Chance explained
that it requires evidence of lack of criminal convictions for those managing casinos and other
gaming operators, and occasionally (although not systematically) also for BOs. The AT was made
aware about a case when the Administration for Games of Chance was not able to refuse a licence
to an individual convicted for grievous bodily harm from owning a gaming operator. This
evidences the limitations in barring criminals from being involved in casinos and gaming entities.

607.When processing applications, the Administration for Games of Chance obtains publicly
available information on the management, owners and BOs, checks whether any such individuals
are designated for TFS purposes or are coming from FATF high risk jurisdictions. The
Administration for Games of Chance also requests the FIU to confirm if there is any adverse
information on the individuals, identified as managers, owners and beneficial owners of the
prospective licensee. The Administration for Games of Chance does not perform inquiries with
foreign regulators in relation to prospective operators established in foreign jurisdictions.

608. Prospective owners of casinos and other gaming entities are not required to provide
information about the source of funds for the acquisition and the Administration of Games of
Chance does not carry out any checks. This limits the ability of to detect criminals and criminal
associates.

609. The Administration for Games of Chance does not have a procedure for assessing the ongoing
fitness and probity of owners and management holders and relies on supervisory examinations
conducted by the Authority for Inspection Affairs. The AT was informed that in 2016 the
Administration for Games of Chance carried out a probity assessment on the owners and BOs of
casinos with no issues being identified. No gaming license or authorisation for management or
owners thereof was ever suspended or withdrawn.

610. The Authority for Inspection Affairs (being the supervisor of operators of games of chance)
identifies unlicensed operators on the basis of tip-offs from the public, information from other
authorities and through supervisory activities. The Authority provided a case example showing
how regular inspections in the Herceg Novi Municipality led to the identification of a betting shop

194 This covers some 30 finance-related offences but does not include all the designated categories of offences
envisaged in the FATF Recommendations (e.g. terrorism, terrorism financing and trafficking in human beings and
migrant smuggling among others).
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that was operating without a license. Action was taken to prohibit further provision of services,
while the entity and responsible person were subject to misdemeanour fines.

The Ministry of the Interior - accountants, real estate agents, CSPs and DPMSs

611. The Mol supervises accountants, real estate agents, CSPs and DPMSs. Real estate agents, CSPs
and DMPSs are not subject to any licencing, registration, or market entry requirements. Not all
company services as envisaged under the FATF Recommendations are subject to AML/CFT
obligations (see R. 22/23).

612. The Ministry of Finance has delegated responsibility for the professional accreditation of
accountants to the Institute of Certified Accountants of Montenegro. The Ministry of Finance
retains responsibility for the accreditation of auditors. In order to obtain certification, an
accountant or auditor must among other criteria prove that he/she has not been convicted of a
criminal offense that makes him or her unworthy, which includes all those criminal offences
against payment transactions and economic operations (see footnote 194). Lack of criminal
convictions is determined based on criminal conduct certificates issued by the Ministry for
Justice. Audit Firms need to obtain an audit permit, and the majority of holders of voting rights
and majority of members of the management body need to be certified auditors.

613. Auditors and accountants may have their authorisation withdrawn if they no longer fulfil the
requirements of the law, including being found guilty of criminal offences against payment
transactions and economic operations. There are no registration or market entry requirements
for accountancy firms or requirement for the managing officials and owners of such firms to be
accountants themselves that would have undergone probity checks.

614. Company services such as company formation, directorship, registered office and other
services (see 104) are, according to the Mol mostly provided by accountants and lawyers.
Accountants and lawyers that provide company services are not subject to any additional
licensing or registration requirements. The AT understands that there are entities other than
accountants or lawyers that provide these services (see section 1.4.3), which are not required to
register or be authorised. As a result, the Mol does not have any visibility on the number of entities
that are not accountants / lawyers and providing company services, nor of which accountants
and lawyers are providing such services.

615. Real estate agents are not subject to any authorisation or registration requirements. The Mol
relies exclusively on information contained in the CRBE to identify the entities operating as real
estate agents. There are approximately 1,168 real estate agents that are supervised by the Mol.

The Notary Chamber and the Bar Association — Notaries and Lawyers

616. Notaries are supervised for AML/CFT purposes by the Notary Chamber, while lawyers are
supervised by the Bar Association. Notaries and lawyers are subject to professional accreditation,
which involves confirmation of professional qualifications, practical experience and confirmation
that they are not subject to any criminal convictions. (see R.28). The Notary Chamber and the Bar
Association do not have a mechanism for identifying individuals acting without registration.

617.While there is no mechanism in place for the Notary Chamber or the Bar Association to
proactively identify any issues relating to the ongoing fitness and probity of notaries and lawyers,
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the AT was informed that both bodies have established disciplinary committees that are
responsible for receiving complaints about breaches of ethics or other issues of integrity, and they
also pay attention to any media allegations in such regard. The Bar Association also made
reference to a particular case where an individual was barred from practicing as a lawyer due to
an ongoing prosecution relating to corruption and involvement in organised crime.

6.2.2. Supervisors’ understanding and identification of ML/TF risks

618. Understanding of ML risks by financial sector supervisors varied, with the CBM and the ISA
having the most developed understanding, while the CBM is the most advanced in terms of ability
to collect and exploit data to understand sectorial and RE risks. Across the remaining financial
sector supervisors, the concept of risk identification and assessment is still nascent. The Mol
demonstrated an adequate understanding of general ML risks, and the Authority for Inspection
Affairs (casinos) took recent commendable steps to improve risk understanding. The
understanding of ML risks by the remaining DNFBP supervisors is underdeveloped and
superficial, while the understanding of TF risk requires further development across all
supervisors.

CBM - Banks

619.The CBM demonstrates a sufficient degree of understanding of general ML risks within its
supervisory population. In relation to banks, the risks highlighted related to deals in real estate,
corporate accounts, custody services, electronic banking, clients providing gaming services and
transactions to and from accounts held in offshore jurisdictions. The CBM has a limited
understanding of TF risks and could only refer to the risks associated with NPOs.

620.1In 2020, the CBM developed an ML/TF risk assessment model for banks. The central plank
of this risk assessment model is the questionnaire for assessing ML/TF risk (“the Questionnaire”),
which banks are required to and have been completing yearly since 2021. The AT is of the view
that the Questionnaire constitutes a solid basis for the risk categorisation of banks and
understanding of the risk exposure. Data obtained is also verified to improve the quality, through
flagging of empty fields, provision of pre-determined answers, comparison of entries to
connected data fields, and cross-checking with data already available to the CBM.

621.The AT believes that some aspects of the Questionnaire would benefit from further
refinement to enable an appropriate assessment and weighting of all relevant inherent ML risks
and corresponding control measures, which would facilitate the choice of entities and client files
for specific thematic reviews in line with the country risks. By way of example, no information is
collected on how many corporate clients have multi-tiered or complex structures, or on the
geographic location of their BOs. The Questionnaire would also benefit from further
enhancements on AML/CFT control information (e.g. not enough detailed questions to
understand the banks’ on-going monitoring capabilities and information on internal suspicious
reports raised and analysed). In addition, while the Questionnaire requires information on
inward and outward financial flows to high-risk countries, this information is not necessarily
sufficient to identify potential outflows to countries with elevated risks of terrorism or presence
of terrorist organisations. This hampers the ability to understand TF risks.
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622.The data on inherent ML/TF risks and controls sourced through the Questionnaire is
combined with information obtained during supervisory inspections to calculate an individual
risk rating for each bank. Based on the analysis of the data, each bank is rated as high, medium or
low risk. The AT is concerned that the final risk rating allocated to the various banks may not
adequately reflect the actual ML/TF risk of each bank. In particular, the AT notes that the largest
three banks in terms of volume of client deposits (i.e. accounting for 70% of all client deposits
within the sector), and the largest bank in terms of value of outward transactions (i.e. 30% of all
outward bank transactions), have been categorised as L in one case and M in two other cases. This
means that in 2023 one of these three banks is considered to pose less risk than another eight
banks, while the other two banks are considered to pose the same level of risk as another five less
material banks (see Table 6.10).

Table Error! No text of specified style in document..10 Risk Categorisation of Banks

Name of the ML Risk Category | ML Risk Category | ML Risk Category | TF Risk 2021 -
institution 2023 2023
Bank 1
Bank 2
Bank 3
Bank 4
Bank 5
Bank 6
Bank 7
Bank 8
Bank 9
Bank 10
Bank 11
Bank 1219
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623. Another Questionnaire has also been rolled out by the CBM for MFIs at the end of 2022,
which all MFIs have submitted. This enables the CBM to collect sufficient information to formulate
a good understanding of the ML risks to which MFIs are exposed. As is the case with the
Questionnaire for banks, the MFI Questionnaire is limited when it comes to the collection of
information on controls and needs to be refined.

624. Questionnaires have not been rolled out to the other FIs supervised by the CBM however, in
the case of the three licenced payment institutions, the CBM already possesses information (i.e.
data from previous supervisory examinations and statistics on their operations) which enables it
to assess the primary ML/TF risks. The number of remaining non-bank FIs is very small (six in
total) and therefore the fact that they are not required to complete a Questionnaire has a
negligible impact on the CBM’s understanding of ML/TF risk.

The CMA

625.The CMA has a basic understanding of the generic ML/TF risks impacting the investment
sector. For several years it has required REs to complete and submit questionnaires twice a year,
which provides information on the inherent ML/TF risks and the level of controls. The

195 Bank no longer in operation.
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information on inherent risks collected via this questionnaire is limited and further
enhancements are necessary. By way of example the AT would expect the CMA to collect
information on funding methods, information on significant investors, volume of investments
held by intermediaries, information on type of products/services offered and jurisdictions of
origin of investments, among others.

626. The CMA has not been using the collected information to analyse ML/TF risks. It was only at
the end of 2022 that the CMA adopted a risk matrix to risk rate REs using the collected
information. This risk matrix categorises risk according to a very limited set of data fields and the
CMA plans to enhance it and improve the data collected in the annual questionnaire in 2023.

The ISA

627.The ISA has a sufficient understanding of ML/TF risks impacting the life insurance sector. It
does not have a process to assess the specific ML/TF risk within the life insurance sector, with all
insurance companies rated as medium risk, and brokers as low risk. This rating is based on the
inherent risks for the life insurance industry as set out in the NRA. The ISA is currently developing
a ML/TF risk model with the assistance of the CBM and a foreign authority.

628. Furthermore, the ISA has not been able to identify the licensed insurance brokers and agents
that provide life insurance related services. While this undermines ISA’s ability to effectively
supervise these brokers and agents, the impact is limited given that intermediaries do not handle
funds and as is explained under 104 are subject to effective scrutiny by insurance companies. A
legal obligation for intermediaries to inform the ISA when they terminate or conclude new
contracts with life insurance companies has been introduced after the review period.

EKIP

629. EKIP’s understanding of the ML/TF risks is based on the information provided semi-annually
and/or quarterly by the Post of Montenegro. These reports contain information on cash
transactions exceeding €15,000, transactions of €1,000 or more, suspicious and suspended
transactions, total number of transactions carried out as agents of international payment
institutions, data on linked transactions (i.e. name of persons, transaction data, postal office/s
involved in these transactions), actions to address issues with suspicious transaction detection
and reporting, and information on AML/CFT training.

630.To assess ML/TF risks, EKIP also relies on data collected through supervision, the data
collected from reports of international organisations and media information. EKIP uses this data
and information to update the ML/TF risks and to identify threats. In assessing ML/TF risks, EKIP
also has regard to the risk factors set out in the guidelines for developing risk analysis.

DNFBPs

Authority for Inspection Affairs (Games of Chance)

631. The Authority’s understanding of generic ML/TF risks and specific risks within the gaming

sector is basic and requires significant development. The Authority develops annual supervisory

plans based on a rudimentary understanding of risk derived from a limited set of data. Such data

includes NRA conclusions, information on non-compliance with the gaming rules, adverse

intelligence obtained from the FIU, the size, turnover and location of REs. Based on this
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methodology, the Authority for Inspection Affairs assesses casinos to pose a medium risk, with
organisers of online gaming/betting considered to be the highest risk entities.

632. The Authority issued an AML Questionnaire to REs in 2023, for which it is commended. The
Questionnaire is comprehensive and enables the collection of extensive data on inherent risks
and AML/CFT controls. Given that the process of data analysis and subsequent risk conclusions
was still underway the AT was not able to assess the risk assessment methodology and outcomes.

Ministry of the Interior

633. Officials of the Mol were able to demonstrate an adequate knowledge of the ML/TF risks
associated with real estate and use of companies, in line with the findings of the NRA. They were
cognisant of risks associated with property deals by foreign nationals and drug dealers mostly in
the coastal areas, and the misuse of companies through the use of fictitious and fabricated
evidence to launder proceeds of crime.

634.When it comes to the understanding and the assessment of the specific ML/ TF risks within
the regulated sectors, the Mol bases its assessment of ML/TF risks on data from the Tax
Administration and Customs (turnover data) as well as data from the CRBE (company structure)
and the Real Estate Administration (property deals). The Mol also has regard to any relevant
open-source information. The Mol does not obtain any specific data on inherent ML/TF risks and
control measures from the REs. The information collected by the Mol is therefore limited. While
it allows the Mol to formulate a basic understanding of entity risk, it does not enable it to
sufficiently understand the specific ML/TF risks to which its REs are exposed.

The Notary Council and the Bar Association

635.The Notary Chamber and the Bar Association confirmed that they do not conduct an
assessment of the risk of their respective RE populations. The Notary Chamber has a rudimentary
and generic understanding of ML risks within the sector confirming what is highlighted in the
NRA. The Bar Association was not aware and took no part in the formulation of the NRA.
Moreover, it does not take any steps to assess the ML/TF risks of lawyers and has no appreciation
and understanding of the ML/TF risks of the sector.

6.2.3. Risk-based supervision of compliance with AML/CFT requirements

636. The risk-based approach to supervision is well developed in the case of credit institutions,
but less developed for other FIs. Supervisory initiatives in the DNFBP sector are limited, in most
cases not risk-based and of lacking quality (except to a limited extent in the case of the Mol).

The CBM - Banks

637.In2019-2020 the CBM carried out several reforms to strengthen AML/CFT supervision. This
included the setting up of a dedicated AML/CFT Supervision directorate (currently composed of
five officials with another four vacancies to be filled) and the development of a risk-based
supervisory manual and strategy. The Risk-Based Supervisory Manual defines the process for the
rating of individual REs and the frequency and type of inspections that are to be undertaken (see
Table 6.11 below). This supervisory model was first implemented in 2021 and following this
strategy, the CBM develops multi-annual and annual supervisory plans.
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Table Error! No text of specified style in document..11 Frequency/Type of Inspections - 2021
Supervisory Model - CBM

Scope and frequency of Scope and frequency of
Risk category p_ . q-y p_ . q_y
on-site inspections off-site inspections
High risk Annual full-scope inspections
Biennial full-scope inspections i i
Medium risk ol . p p Annual inspections
Thematic inspections when deemed necessary Thematic inspections when
Following initial inspection, full-scope inspections deemed necessary
Low risk only in response to an incident
Thematic inspections

638. The CBM'’s Risk-Based Supervisory Manual envisages four types of examinations: Full scope
examinations covering all AML/CFT controls and implementation of all AML/CFT obligations;
Targeted/thematic examination - targets a specific topic or risk; Incident (by request)
examinations - which are triggered by requests received from domestic or foreign authorities;
and off-site examinations - desk-based analysis of documentation.

639. The frequency of examinations for banks is aligned to risk. High risk and medium risk REs
are subject to a full scope AML/CFT inspection once a year, and every two years respectively. Low
risk entities are subject to thematic reviews, while full-scope examinations are incident based.
The CBM has implemented this frequency of supervisory engagement in past three years, with all
high-risk entities being inspected once a year, and eight inspections have been carried out on
medium risk entities over the same period (see Table 6.12).

640. Given that the risk assessment framework is leading to most banks being rated as medium
risk (see Table 6.10), the CBM started increasing the number of examinations on medium risk
banks. Three of these reviews were conducted in December 2022 (see case 6.5) targeting the two
largest banks (in terms of client deposits and the largest bank in terms of volume of outward
flows). This ad-hoc revision to the supervisory plan results from the issues with the risk rating
methodology highlighted under section 6.2.2, which is leading to the most material banks being
rated as medium or low risk. In the longer term, the refinement of the risk assessment framework
is necessary to enable the CBM to systematically ensure that the frequency of supervisory
engagement is commensurate to ML/TF risk.

Table Error! No text of specified style in document..12 Risk-Based Supervisory Inspections -
Banks

Sector Year [t Full Scope Thematic | Incident-Based Off-Site

(H/M/L) | Inspections | Inspections | Inspections | Examinations

2018 | H | 1 1
M 6 4 1
L 8 4

Banks 2019 H 1

M 6 4 3
L 6 2 1

2020 | H | 1 1
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M 7 3
L 4 2
2021 H 2 2 1
M 3 1 1
L 6 3 1
2022 H 1 1
M 6 3 3 0
L 4 2

641. The type and scope of supervisory inspections on banks is not aligned to risk. According to
the Supervisory Manual, all high and medium risk banks are subject to the same type of
examination (i.e. full scope inspections), while thematic inspections (which are an ideal tool to
focus on specific themes and risks) are only envisaged systematically for low-risk entities and are
only considered for higher risk firms in certain limited circumstances. In practice, the purpose of
most thematic reviews carried out in 2022 was to follow-up on the remediation of identified
breaches. The CBM explained that it adopted this approach of conducting full-scope inspections
as opposed to thematic reviews in respect of banks to ensure that all banks would have been
extensively examined in line with the new supervisory framework launched in 2019. The CBM is
encouraged to widen the use of thematic reviews to also horizontally examine vulnerabilities that
impact Montenegro’s ML/TF risks.

Case Study 6.5 - Thematic Risk-Based Inspections - Bank A

The CBM carried out a thematic review on Bank A in December 2022. The focus of this examination was
narrow, as the Bank was under supervisory measures, with strict deadlines to perform several activities.
Hence, the strategy when selecting the sample was to consider all areas where deficiencies were
identified in the previous examination (concluded in June 2022), and other higher risk areas identified
via the annual AML/CFT questionnaire and the analysis of trends over a three-year period.

For Bank A these areas were: private banking, clients based in off-shore jurisdictions and custody clients.
Additionally, the risks recognized in NRA were included, as in every examination (points related to PEPs,
real-estate, games of chance). For these clients, the sample selection took place on a semi-random basis
and based on all of the client information the Bank provided just before the on-site examination. For
example, through client turnover information and number of transactions, it was possible to filter clients
by average transaction value; based on client business activity this filtering could also be done for
specific business sectors, clients could as be filtered by country of residence, employment status, type of
institution etc.

In addition, examiners also took care to cover the whole predefined observation period, in order to
establish whether practices of the Bank are showing improvements in relation to imposed measures.

642.The CBM also conducts incident-based inspections at the direction of the FIU, when the FIU
identifies potential deficiencies in REs’ AML/CFT controls. To date, all incident-based inspections
have arisen out of reports by the FIU that a RE failed to report STRs and led to identification of
breaches in all cases except one.

643. 1t was also clear (including from meetings held with Banks) that the CBM adjusts the extent
of the sampling of client files and transactions as well as the focus and intensity of supervisory
examinations according to the size of the entity and its risk exposure (see case 6.6). When
significant deficiencies are detected, the sample is extended to establish whether deficiencies are
systemic. CBM officials indicated that on average, in the case of banks, 60 client files are reviewed,
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and would always cover the top ten clients in terms of volume of transactions and a sample of
clients posing higher ML risk (e.g. legal entities, non-residents, PEPs, private banking clients,
clients carrying out particularly risky activities, e.g. gaming, MVTSs and NPOs). The effectiveness
of transaction monitoring is also tested based on a sample review. Banks are required to submit
transaction reports in a manner which allows the CBM to filter transaction information and detect
more relevant ones based on value and lack of transaction purpose information.

Case Study 6.6 - Full Scope Inspection - Bank B

Bank B is a large bank offering various products and services, having a large client base and numerous
branches and employees. The pre-examination letter of requests would involve additional tailored
requests over and above the standard ones to cater for the increased materiality and risk such as:

— Overview of accounts (according to residency) opened per individual branch

— Overview of private banking clients

— Overview of clients who are trusts or have trusts in their ownership structure

— Overview of 20 largest resident accounts for NP and LP

— Overview of 20 largest non-resident accounts for NP and LP

— Overview of 50 largest transactions

— Overview of clients who use custody services

— Overview of transactions and checks that the Bank conducted for holders of