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Informacija o potrebi potpisivanja Konvencije Ujedinjenih nacija protiv sajber kriminala -
ja€anje medunarodne saradnje u borbi protiv odredenih kriviénih djela izvrSenih putem
sistema informacionih i komunikacionih tehnologija i razmjeni dokaza u elektronskom
obliku za teska kriviéna djela

Konvencija Ujedinjenih nacija protiv sajber kriminala - jaCanje medunarodne saradnje u borbi
protiv odredenih kriviénih djela izvrSenih putem sistema informacionih i komunikacionih
tehnologija i razmjeni dokaza u elektronskom obliku za teska krivicna djela (United Nations
Convention against Cybercrime; Strengthening International Cooperation for Combating Certain
Crimes Committed by Means of Information and Communications Technology Systems and for
the Sharing of Evidence in Electronic Form of Serious Crimes) usvojena je 24. decembra 2024.
godine Rezolucijom 79/243, na 55. plenarnom zasijedanju Generalne skups$tine Ujedinjenih
nacija. U skladu sa ¢lanom 64 Konvencije, ona je otvorena za potpisivanje svim drzavama i
regionalnim organizacijama za ekonomsku integraciju u Hanoju, Vijetham, od 25. do 26. oktobra
2025. godine, a nakon toga u sjedistu Ujedinjenih nacija u Njujorku, do 31. decembra 2026.
godine.

Konvencija je zami$ljena kao prvi sveobuhvatni globalni ugovor Ujedinjenih nacija o sajber
kriminalu i ima za cilj uspostavljanje globalnog pravnog okvira za prevenciju i borbu protiv sajber
kriminala, kao i za medunarodnu saradnju u razmjeni elektornskih dokaza. Njena posebna
vaznost ogleda se u Cinjenici da sajber kriminal po svojoj prirodi prevazilazi nacionalne granice —
izvrSilac, Zrtva, serveri, elektronski podaci i finansijski tragovi Cesto se nalaze u razli€itim
drzavama. Konvencija stoga uspostavlja zajedni¢ke standarde za kriminalizaciju odredenih oblika
sajber kriminala, sprovodenje istraznih i procesnih mjera, oCuvanje i pribavljanje elektronskih
dokaza, medunarodnu pravnu pomo¢ i saradnju nadleznih organa.

Pregovori o Konvenciji vodeni su kroz Sest glavnih pregovarackih sjednica od februara 2022. do
septembra 2023. godine, tokom kojih su drzave razmatrale i usaglasavale odredbe o
kriminalizaciji, proceduralnim mjerama, medunarodnoj saradnji, elektronskim dokazima i
tehniCkoj pomoci. Nakon toga odrzana je zavrSna sjednica u dva kruga januar/februar 2024.
godine i 29. jul-9. avgust 2024. godine, kada je Ad hoc komitet usaglasio i odobrio konacni nacrt
Konvencije. U radu Ad hoc komiteta i pregovorima oko izrade teksta konvencije ucestvovao je i
predstavnik Ministarstva pravde, kao nacionalni delegat Crne Gore.

Pored drzava Clanica, u proces rada Ad hoc komiteta su bili uklju¢eni i UNODC i druga tijela
sistema UN, regionalne i medunarodne meduvladine organizacije, kao i civilno drustvo,
akademska zajednica i privatni sektor, Cime je obezbjedena Siroka uklju¢enost svih



zainteresovanih aktera, sto je vazna €injenica obzirom na znacaj ovog multilateralnog instrumenta
i njegov obuhvat.

Po svojoj strukturi, Konvencija je podijeljena na viSe tematskih cjelina koje obuhvataju opste
odredbe i svrhu Konvencije, kriminalizaciju pojedinih oblika ponasanja povezanih sa
informaciono-komunikacionim tehnologijama, procesne mjere i mehanizme za pribavljanje
elektronskih dokaza, medunarodnu saradnju, preventivne mjere, tehnicku pomo¢ i izgradnju
kapaciteta, kao i institucionalne i zavrSne odredbe. Posebno mjesto zauzimaju odredbe koje se
odnose na medunarodnu pravnu pomoc¢ i saradnju u vezi sa elektronskim dokazima, ukljuCujuci
oCuvanje i pribavljanje podataka, kao i uspostavljanje mehanizama za efikasniju komunikaciju
izmedu nadleznih organa drzava. Konvencija istovremeno predvida zastitne mehanizme kojima
se osigurava da se mjere preduzimaju uz postovanje ljudskih prava, proporcionalnosti i drugih
relevantnih pravnih garancija. Takva struktura odrazava njen sveobuhvatan pristup — od
prevencije i kriminalizacije, preko istrage i procesuiranja, do medunarodne saradnje i jacanja
nacionalnih kapaciteta.

S obzirom da je Ministarstvo pravde kao jedan od kljuénih programskih cilieva u oblasti javnih
politika iz nadleznosti resora definisalo unapredenje medunarodne saradnje u borbi protiv svih
oblika kriminala, uklju€ujuéi i sajber kriminal kao jedan od najrelevantnijih izazova danas$njice na
polju vladavine prava i sprovodenja zakona, pristupanje Konvenciji i njeno uvodenje u pravni
sistem u buduéem periodu doprinije¢e ostvarivanju tog cilja kroz stvaranje uslova za bolji krivi¢no-
pravni odgovor u oblasti sajber kriminala i omogucéavanje novih mehanizama medunarodne
saradnje na planu efikasnijeg pribavljanja elektronskih dokaza, unapredenja kapaciteta i
ovlascéenja policije, tuzilastva i pravosuda u postupanju u slozenim predmetima prekograni¢nih
istraga.

Imajuci u vidu navedeno, vaznost Konvencije, njen buduci globalni zna€aj te Cinjenicu da ¢e ista
kada stupi na snagu predstavljati najkompletniji i sveobuhvatan globalni instrument saradnje u
ovoj oblasti koji se pojavio nakon Budimpes&tanske konvencije, Ministarstvo pravde smatra vaznim
da Crna Gora u budu¢em periodu postane strana potpisnica odnosno ¢&lanica pomenute
Konvencije.

Konvencija Ujedinjenih nacija protiv sajber kriminala trenutno je potpisalo 95 drzava, dok su tri
drzave do sada deponovale instrumente ratifikacije. U skladu sa ¢lanom 65, Konvencija ¢e stupiti
na snagu devedesetog dana od dana deponovanja Cetrdesetog instrumenta ratifikacije,
prihvatanja, odobrenja ili pristupanja. Evropska unija i 16 drzava €lanica su potpisale Konvenciju
Ujedinjenih nacija protiv sajber kriminala. Pozicija Evropske unije i drzava €lanica je da ohrabruju
druge drzave da zaklju¢e Konvenciju. Konvencija je otvorena za potpisivanje do 31. decembra
2026. godine u Njujorku, nakon Cega Ce drzave koje su je potpisale moc¢i da nastave proces
ratifikacije u skladu sa svojim unutras$njim pravnim procedurama. !

Prilog: Konvencija Ujedinjenih nacija protiv sajber kriminala - jacanje medunarodne saradnje u
borbi protiv odredenih krivi¢nih djela izvrSenih putem sistema informacionih i komunikacionih
tehnologija i razmjeni dokaza u elektronskom obliku za teska krivicna djela
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Agenda item 108

Countering the use of information and communications
technologies for criminal purposes

Resolution adopted by the General Assembly
on 24 December 2024

[on the report of the Third Committee (A/79/460, para. 15)]

79/243. United Nations Convention against Cybercrime;

Strengthening International Cooperation for Combating Certain
Crimes Committed by Means of Information and Communications
Technology Systems and for the Sharing of Evidence in Electronic
Form of Serious Crimes

The General Assembly,

Recalling its resolution 74/247 of 27 December 2019, in which it established an
open-ended ad hoc intergovernmental committee of experts, representative of all
regions, to elaborate a comprehensive international convention on countering the use
of information and communications technologies for criminal purposes, taking into
full consideration existing international instruments and efforts at the national,
regional and international levels on combating the use of information and
communications technologies for criminal purposes, in particular the work and
outcomes of the open-ended intergovernmental Expert Group to Conduct a
Comprehensive Study on Cybercrime,

Recalling also its resolution 75/282 of 26 May 2021, in which it decided that
the Ad Hoc Committee to Elaborate a Comprehensive International Convention on
Countering the Use of Information and Communications Technologies for Criminal
Purposes would carry out its work in New York and Vienna, commencing in January
2022, in order to provide a draft convention to the General Assembly at its seventy -
eighth session,

Strongly convinced of the urgent need to strengthen international cooperation to
prevent and combat cybercrime, in view of its negative economic and social
implications and its ability to undermine sustainable development and the rule of law,

Strongly convinced also that the United Nations Convention against
Cybercrime; Strengthening International Cooperation for Combating Certain Crimes
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Committed by Means of Information and Communications Technology Systems and
for the Sharing of Evidence in Electronic Form of Serious Crimes will constitute an
effective tool and the necessary legal framework for international cooperation in
preventing and combating cybercrime and in ensuring the timely and lawful collection
and sharing of evidence in electronic form of a broad range of crimes that may be
committed through the use of information and communications technology systems,
including money-laundering, corruption, acts of terrorism, trafficking in persons, the
smuggling of migrants, the illicit manufacturing of and trafficking in firearms, their
parts, components and ammunition, illicit drug trafficking and illicit trafficking in
cultural property,

Expressing its appreciation to the Government of Viet Nam for the offer to host
a signing ceremony for the Convention,

1.  Takes note of the report of the Ad Hoc Committee to Elaborate a
Comprehensive International Convention on Countering the Use of Information and
Communications Technologies for Criminal Purposes on its reconvened concluding
session, in which the Ad Hoc Committee submitted the final text of the draft United
Nations Convention against Cybercrime; Strengthening International Cooperation for
Combating Certain Crimes Committed by Means of Information and Communications
Technology Systems and for the Sharing of Evidence in Electronic Form of Serious
Crimes to the General Assembly for its consideration and action, and commends the
Ad Hoc Committee for its work;

2. Adopts the United Nations Convention against Cybercrime; Strengthening
International Cooperation for Combating Certain Crimes Committed by Means of
Information and Communications Technology Systems and for the Sharing of
Evidence in Electronic Form of Serious Crimes annexed to the present resolution, and
opens it for signature in Hanoi in 2025 and thereafter at United Nations Headquarters
in New York until 31 December 2026;

3.  Urges all States and competent regional economic integration
organizations to sign and ratify the Convention as soon as possible in order to ensure
its rapid entry into force;

4.  Decides that, until the Conference of the States Parties to be established
pursuant to the Convention decides otherwise, the account referred to in article 56 of
the Convention will be operated by the United Nations Office on Drugs and Crime,
and encourages Member States to begin making adequate voluntary contributions to
the above-mentioned account for the provision to developing countries and countries
with economies in transition of the technical assistance that they might require to
prepare for ratification and implementation of the Convention;

5.  Also decides that the Ad Hoc Committee shall continue its work, mutatis
mutandis, in accordance with General Assembly resolutions 74/247 and 75/282, with
a view to negotiating a draft protocol supplementary to the Convention, addressing,
inter alia, additional criminal offences as appropriate, and that, for that purpose, two
sessions of a duration of 10 days each, with the first session taking place two years
after the adoption of the Convention by the General Assembly and the second session
in the following calendar year, in Vienna and New York, respectively, shall be
convened for the purpose of submitting the outcomes to the Conference of the States
Parties to the Convention, for its consideration and further action, in accordance with
articles 57, paragraph 5 (g), 61 and 62 of the Convention;

6.  Further decides that the Ad Hoc Committee will complete its tasks arising
from the negotiation of the Convention by holding a session, mutatis mutandis, in
accordance with General Assembly resolutions 74/247 and 75/282, of a duration of
up to five days in Vienna, one year after the adoption of the Convention, in order to
prepare the draft text of the rules of procedure of the Conference of the States Parties
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to the Convention and of other rules described in article 57 of the Convention, which
will be submitted to the Conference for consideration at its first session;

7. Urges Member States to provide voluntary contributions to the United
Nations Office on Drugs and Crime to ensure funding to enable the participation of
representatives of developing countries, especially those that do not have resident
representation in Vienna, in the work of the Ad Hoc Committee, including by covering
their travel costs and accommodation expenses;

8. Requests the Conference of the States Parties to the Convention to keep
abreast of technological developments in the area of cybercrime, to make
recommendations regarding appropriate action in that regard, to promote regional and
international meetings of national cybercrime focal points for the exchange of
experiences, challenges and good practices, and to ensure synergies with relevant
work carried out by other competent intergovernmental bodies;

9.  Requests the Secretary-General to designate the United Nations Office on
Drugs and Crime to serve as the secretariat for and under the direction of the
Conference of the States Parties to the Convention, in accordance with article 58 of
the Convention;

10. Also requests the Secretary-General to provide the United Nations Office
on Drugs and Crime with the resources necessary to enable it to promote in an
effective manner the rapid entry into force of the Convention and to discharge the
functions of secretariat of the Conference of the States Parties to the Convention, and
to support the Ad Hoc Committee in its work pursuant to paragraphs 5 and 6 above;

11.  Further requests the Secretary-General to prepare a report on the activities
undertaken to promote the rapid entry into force of the Convention for submission to
the General Assembly at its eightieth session;

12. Decides that, in order to raise awareness of cybercrime and of the role of
the Convention in combating and preventing it, 24 December should be designated
International Anti-Cybercrime Day.

55th (resumed) plenary meeting
24 December 2024

Annex
United Nations Convention against Cybercrime;

Strengthening International Cooperation for Combating Certain Crimes
Committed by Means of Information and Communications Technology Systems
and for the Sharing of Evidence in Electronic Form of Serious Crimes

Preamble
The States Parties to the present Convention,

Bearing in mind the purposes and principles of the Charter of the United
Nations,

Noting that information and communications technologies, while having
enormous potential for the development of societies, create new opportunities for
perpetrators, may contribute to the increase in the rate and diversity of criminal
activities, and may have an adverse impact on States, enterprises and the well-being
of individuals and society as a whole,

Concerned that the use of information and communications technology systems
can have a considerable impact on the scale, speed and scope of criminal offences,
including offences related to terrorism and transnational organized crime, such as
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trafficking in persons, the smuggling of migrants, the illicit manufacturing of and
trafficking in firearms, their parts, components and ammunition, drug trafficking and
trafficking in cultural property,

Convinced of the need to pursue, as a matter of priority, a global criminal justice
policy aimed at the protection of society against cybercrime by, inter alia, adopting
appropriate legislation, establishing common offences and procedural powers and
fostering international cooperation to prevent and combat such activities more
effectively at the national, regional and international levels,

Determined to deny safe havens to those who engage in cybercrime by
prosecuting these crimes wherever they occur,

Stressing the need to enhance coordination and cooperation among States by,
inter alia, providing technical assistance and capacity-building, including the transfer
of technology on mutually agreed terms, to countries, in particular developing
countries, upon their request, to improve national legislation and frameworks and
enhance the capacity of national authorities to deal with cybercrime in all its forms,
including its prevention, detection, investigation and prosecution, and emphasizing
in this context the role that the United Nations plays,

Recognizing the increasing number of victims of cybercrime, the importance of
obtaining justice for those victims and the necessity to address the needs of persons
in vulnerable situations in measures taken to prevent and combat the offences covered
by this Convention,

Determined to prevent, detect and suppress more effectively international
transfers of property obtained as a result of cybercrime and to strengthen international
cooperation in the recovery and return of proceeds of the crimes established in
accordance with this Convention,

Bearing in mind that preventing and combating cybercrime is a responsibility
of all States and that they must cooperate with one another, with the support and
involvement of relevant international and regional organizations, as well as
non-governmental organizations, civil society organizations, academic institutions
and private sector entities, if their efforts in this area are to be effective,

Recognizing the importance of mainstreaming a gender perspective in all
relevant efforts to prevent and combat the offences covered by this Convention, in
accordance with domestic law,

Mindful of the need to achieve law enforcement objectives and to ensure respect
for human rights and fundamental freedoms as enshrined in applicable international
and regional instruments,

Acknowledging the right to protection against arbitrary or unlawful interference
with one’s privacy, and the importance of protecting personal data,

Commending the work of the United Nations Office on Drugs and Crime and
other international and regional organizations in preventing and combating
cybercrime,

Recalling General Assembly resolutions 74/247 of 27 December 2019 and
75/282 of 26 May 2021,

Taking into account the existing international and regional conventions and
treaties on cooperation in criminal matters, as well as similar treaties that exist
between Member States of the United Nations,
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Have agreed as follows:

Chapter I
General provisions

Article 1
Statement of purpose

The purposes of this Convention are to:

(a) Promote and strengthen measures to prevent and combat cybercrime more
efficiently and effectively;

(b) Promote, facilitate and strengthen international cooperation in preventing
and combating cybercrime; and

(c) Promote, facilitate and support technical assistance and capacity-building
to prevent and combat cybercrime, in particular for the benefit of developing
countries.

Article 2
Use of terms

For the purposes of this Convention:

(a) “Information and communications technology system” shall mean any
device or group of interconnected or related devices, one or more of which, pursuant
to a program, gathers, stores and performs automatic processing of electronic data;

(b) “Electronic data” shall mean any representation of facts, information or
concepts in a form suitable for processing in an information and communications
technology system, including a program suitable to cause an information and
communications technology system to perform a function;

(c) “Traffic data” shall mean any electronic data relating to a communication
by means of an information and communications technology system, generated by an
information and communications technology system that formed a part in the chain
of communication, indicating the communication’s origin, destination, route, time,
date, size, duration or type of underlying service;

(d) “Content data” shall mean any electronic data, other than subscriber
information or traffic data, relating to the substance of the data transferred by an
information and communications technology system, including, but not limited to,
images, text messages, voice messages, audio recordings and video recordings;

(e) “Service provider” shall mean any public or private entity that:

(i) Provides to users of its service the ability to communicate by means of an
information and communications technology system; or

(i) Processes or stores electronic data on behalf of such a communications
service or users of such a service;

(f) “Subscriber information” shall mean any information that is held by a
service provider, relating to subscribers of its services other than traffic or content
data and by which can be established:

(i) The type of communications service used, the technical provisions related
thereto and the period of service;

(ii)) The subscriber’s identity, postal or geographical address, telephone or
other access number, billing or payment information, available on the basis of
the service agreement or arrangement;
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(iii) Any other information on the site of the installation of communications
equipment, available on the basis of the service agreement or arrangement;

(g) “Personal data” shall mean any information relating to an identified or
identifiable natural person;

(h) “Serious crime” shall mean conduct constituting an offence punishable by
a maximum deprivation of liberty of at least four years or a more serious penalty;

(i) “Property” shall mean assets of every kind, whether corporeal or
incorporeal, movable or immovable, tangible or intangible, including virtual assets,
and legal documents or instruments evidencing title to, or interest in, such assets;

(j) “Proceeds of crime” shall mean any property derived from or obtained,
directly or indirectly, through the commission of an offence;

(k) “Freezing” or “seizure” shall mean temporarily prohibiting the transfer,
conversion, disposition or movement of property or temporarily assuming custody or
control of property on the basis of an order issued by a court or other competent
authority;

(I)  “Confiscation”, which includes forfeiture where applicable, shall mean the
permanent deprivation of property by order of a court or other competent authority;

(m) “Predicate offence” shall mean any offence as a result of which proceeds
have been generated that may become the subject of an offence as defined in article 17
of this Convention;

(n) “Regional economic integration organization” shall mean an organization
constituted by sovereign States of a given region to which its member States have
transferred competence in respect of matters governed by this Convention and which
has been duly authorized, in accordance with its internal procedures, to sign, ratify,
accept, approve or accede to it; references to “States Parties” under this Convention
shall apply to such organizations within the limits of their competence;

(o) “Emergency” shall mean a situation in which there is a significant and
imminent risk to the life or safety of any natural person.

Article 3
Scope of application

This Convention shall apply, except as otherwise stated herein, to:

(a) The prevention, investigation and prosecution of the criminal offences
established in accordance with this Convention, including the freezing, seizure,
confiscation and return of the proceeds from such offences;

(b) The collecting, obtaining, preserving and sharing of evidence in electronic
form for the purpose of criminal investigations or proceedings, as provided for in
articles 23 and 35 of this Convention.

Article 4
Offences established in accordance with other United Nations conventions
and protocols

1.  In giving effect to other applicable United Nations conventions and protocols to
which they are Parties, States Parties shall ensure that criminal offences established
in accordance with such conventions and protocols are also considered criminal
offences under domestic law when committed through the use of information and
communications technology systems.
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2. Nothing in this article shall be interpreted as establishing criminal offences in
accordance with this Convention.

Article 5
Protection of sovereignty

1. States Parties shall carry out their obligations under this Convention in a manner
consistent with the principles of sovereign equality and territorial integrity of States
and that of non-intervention in the domestic affairs of other States.

2. Nothing in this Convention shall entitle a State Party to undertake in the territory
of another State the exercise of jurisdiction and performance of functions that are
reserved exclusively for the authorities of that other State by its domestic law.

Article 6
Respect for human rights

1. States Parties shall ensure that the implementation of their obligations under this
Convention is consistent with their obligations under international human rights law.

2. Nothing in this Convention shall be interpreted as permitting suppression of
human rights or fundamental freedoms, including the rights related to the freedoms
of expression, conscience, opinion, religion or belief, peaceful assembly and
association, in accordance and in a manner consistent with applicable international
human rights law.

Chapter I1
Criminalization

Article 7
Illegal access

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as a criminal offence under its domestic law, when committed
intentionally, the access to the whole or any part of an information and
communications technology system without right.

2. A State Party may require that the offence be committed by infringing security
measures, with the intent of obtaining electronic data or other dishonest or criminal
intent or in relation to an information and communications technology system that is
connected to another information and communications technology system.

Article 8
Illegal interception

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the interception, made by technical means, of
non-public transmissions of electronic data to, from or within an information and
communications technology system, including electromagnetic emissions from an
information and communications technology system carrying such electronic data.

2. A State Party may require that the offence be committed with dishonest or
criminal intent, or in relation to an information and communications technology
system that is connected to another information and communications technology
system.
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Article 9
Interference with electronic data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the damaging, deletion, deterioration, alteration or
suppression of electronic data.

2. A State Party may require that the conduct described in paragraph 1 of this
article result in serious harm.

Article 10
Interference with an information and communications technology system

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the serious hindering of the functioning of an
information and communications technology system by inputting, transmitting,
damaging, deleting, deteriorating, altering or suppressing electronic data.

Article 11
Misuse of devices

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right:

(a) The obtaining, production, sale, procurement for use, import, distribution
or otherwise making available of:

(1) A device, including a program, designed or adapted primarily for the
purpose of committing any of the offences established in accordance with
articles 7 to 10 of this Convention; or

(i1) A password, access credentials, electronic signature or similar data by
which the whole or any part of an information and communications technology
system is capable of being accessed;

with the intent that the device, including a program, or the password, access
credentials, electronic signature or similar data be used for the purpose of committing
any of the offences established in accordance with articles 7 to 10 of this Convention;
and

(b) The possession of an item referred to in paragraph 1 (a) (i) or (ii) of this
article, with intent that it be used for the purpose of committing any of the offences
established in accordance with articles 7 to 10 of this Convention.

2. This article shall not be interpreted as imposing criminal liability where the
obtaining, production, sale, procurement for use, import, distribution or otherwise
making available, or the possession referred to in paragraph 1 of this article is not for
the purpose of committing an offence established in accordance with articles 7 to 10
of this Convention, such as for the authorized testing or protection of an information
and communications technology system.

3. Each State Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concern the sale, distribution or otherwise
making available of the items referred to in paragraph 1 (a) (ii) of this article.
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Article 12
Information and communications technology system-related forgery

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the input, alteration, deletion or suppression of
electronic data resulting in inauthentic data with the intent that they be considered or
acted upon for legal purposes as if they were authentic, regardless of whether or not
the data are directly readable and intelligible.

2. A State Party may require an intent to defraud, or a similar dishonest or criminal
intent, before criminal liability attaches.

Article 13.
Information and communications technology system-related theft or fraud

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as a criminal offence under its domestic law, when committed
intentionally and without right, the causing of a loss of property to another person by
means of:

(a) Any input, alteration, deletion or suppression of electronic data;

(b) Any interference with the functioning of an information and
communications technology system;

(c) Any deception as to factual circumstances made through an information
and communications technology system that causes a person to do or omit to do
anything which that person would not otherwise do or omit to do;

with the fraudulent or dishonest intent of procuring for oneself or for another person,
without right, a gain in money or other property.

Article 14
Offences related to online child sexual abuse or child sexual exploitation material

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the following conduct:

(a) Producing, offering, selling, distributing, transmitting, broadcasting,
displaying, publishing or otherwise making available child sexual abuse or child
sexual exploitation material through an information and communications technology
system,;

(b) Soliciting, procuring or accessing child sexual abuse or child sexual
exploitation material through an information and communications technology system;

(c) Possessing or controlling child sexual abuse or child sexual exploitation
material stored in an information and communications technology system or another
storage medium;

(d) Financing the offences established in accordance with subparagraphs (a)
to (c) of this paragraph, which States Parties may establish as a separate offence.

2. For the purposes of this article, the term “child sexual abuse or child sexual
exploitation material” shall include visual material, and may include written or audio
content, that depicts, describes or represents any person under 18 years of age:

(a) Engaging in real or simulated sexual activity;

(b) In the presence of a person engaging in any sexual activity;
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(c) Whose sexual parts are displayed for primarily sexual purposes; or

(d) Subjected to torture or cruel, inhumane or degrading treatment or
punishment and such material is sexual in nature.

3. A State Party may require that the material identified in paragraph 2 of this
article be limited to material that:

(a) Depicts, describes or represents an existing person; or
(b) Visually depicts child sexual abuse or child sexual exploitation.

4.  Inaccordance with their domestic law and consistent with applicable international
obligations, States Parties may take steps to exclude the criminalization of:

(a) Conduct by children for self-generated material depicting them; or

(b) The consensual production, transmission, or possession of material
described in paragraph 2 (a) to (c) of this article, where the underlying conduct
depicted is legal as determined by domestic law, and where such material is
maintained exclusively for the private and consensual use of the persons involved.

5. Nothing in this Convention shall affect any international obligations which are
more conducive to the realization of the rights of the child.

Article 15
Solicitation or grooming for the purpose of committing a sexual offence against
a child

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the act of
intentionally communicating, soliciting, grooming, or making any arrangement
through an information and communications technology system for the purpose of
committing a sexual offence against a child, as defined in domestic law, including for
the commission of any of the offences established in accordance with article 14 of
this Convention.

2. A State Party may require an act in furtherance of the conduct described in
paragraph 1 of this article.

3. A State Party may consider extending criminalization in accordance with
paragraph 1 of this article in relation to a person believed to be a child.

4.  States Parties may take steps to exclude the criminalization of conduct as
described in paragraph 1 of this article when committed by children.

Article 16
Non-consensual dissemination of intimate images

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the selling, distributing, transmitting, publishing or
otherwise making available of an intimate image of a person by means of an
information and communications technology system, without the consent of the
person depicted in the image.

2. For the purpose of paragraph 1 of this article, “intimate image” shall mean a
visual recording of a person over the age of 18 years made by any means, including
a photograph or video recording, that is sexual in nature, in which the person’s sexual
parts are exposed or the person is engaged in sexual activity, which was private at the
time of the recording, and in respect of which the person or persons depicted
maintained a reasonable expectation of privacy at the time of the offence.
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3. A State Party may extend the definition of intimate images, as appropriate, to
depictions of persons who are under the age of 18 years if they are of legal age to
engage in sexual activity under domestic law and the image does not depict child
abuse or exploitation.

4.  For the purposes of this article, a person who is under the age of 18 years and
depicted in an intimate image cannot consent to the dissemination of an intimate
image that constitutes child sexual abuse or child sexual exploitation material under
article 14 of this Convention.

5. A State Party may require the intent to cause harm before criminal liability
attaches.

6.  States Parties may take other measures concerning matters related to this article,
in accordance with their domestic law and consistent with applicable international
obligations.

Article 17
Laundering of proceeds of crime

1.  Each State Party shall adopt, in accordance with fundamental principles of its
domestic law, such legislative and other measures as may be necessary to establish as
criminal offences, when committed intentionally:

(a) (i) The conversion or transfer of property, knowing that such property is
the proceeds of crime, for the purpose of concealing or disguising the illicit
origin of the property or of helping any person who is involved in the
commission of the predicate offence to evade the legal consequences of that
person’s actions;

(ii) The concealment or disguise of the true nature, source, location,
disposition, movement or ownership of or rights with respect to property,
knowing that such property is the proceeds of crime;

(b) Subject to the basic concepts of its legal system:

(i) The acquisition, possession or use of property, knowing, at the time of
receipt, that such property is the proceeds of crime;

(ii) Participation in, association with or conspiracy to commit, attempts to
commit and aiding, abetting, facilitating and counselling the commission of any
of the offences established in accordance with this article.

2. For purposes of implementing or applying paragraph 1 of this article:

(a) Each State Party shall establish as predicate offences relevant offences
established in accordance with articles 7 to 16 of this Convention;

(b) In the case of States Parties whose legislation sets out a list of specific
predicate offences, they shall, at a minimum, include in that list a comprehensive
range of offences established in accordance with articles 7 to 16 of this Convention,;

(c) For the purposes of subparagraph (b) of this paragraph, predicate offences
shall include offences committed both within and outside the jurisdiction of the State
Party in question. However, offences committed outside the jurisdiction of a State
Party shall constitute predicate offences only when the relevant conduct is a criminal
offence under the domestic law of the State where it is committed and would be a
criminal offence under the domestic law of the State Party implementing or applying
this article, had it been committed there;
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(d) Each State Party shall furnish copies of its laws that give effect to this
article and of any subsequent changes to such laws or a description thereof to the
Secretary-General of the United Nations;

(e) Ifrequired by fundamental principles of the domestic law of a State Party,
it may be provided that the offences set forth in paragraph 1 of this article do not
apply to the persons who committed the predicate offence;

(f) Knowledge, intent or purpose required as an element of an offence set
forth in paragraph 1 of this article may be inferred from objective factual
circumstances.

Article 18
Liability of legal persons

1. Each State Party shall adopt such measures as may be necessary, consistent with
its legal principles, to establish the liability of legal persons for participation in the
offences established in accordance with this Convention.

2. Subject to the legal principles of the State Party, the liability of legal persons
may be criminal, civil or administrative.

3. Such liability shall be without prejudice to the criminal liability of the natural
persons who have committed the offences.

4.  Each State Party shall, in particular, ensure that legal persons held liable in
accordance with this article are subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions, including monetary sanctions.

Article 19
Participation and attempt

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as a criminal offence, in accordance with its domestic law, when
committed intentionally, the participation in any capacity, such as that of an
accomplice, assistant or instigator, in an offence established in accordance with this
Convention.

2. Each State Party may adopt the necessary legislative and other measures to
establish as a criminal offence, in accordance with its domestic law, when committed
intentionally, any attempt to commit an offence established in accordance with this
Convention.

3.  Each State Party may adopt the necessary legislative and other measures to
establish as a criminal offence, in accordance with its domestic law, when committed
intentionally, the preparation for an offence established in accordance with this
Convention.

Article 20
Statute of limitations

Each State Party shall, where appropriate, considering the gravity of the crime,
establish under its domestic law a long statute of limitations period in which to
commence proceedings for any offence established in accordance with this
Convention and establish a longer statute of limitations period or provide for the
suspension of the statute of limitations where the alleged offender has evaded the
administration of justice.
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Article 21
Prosecution, adjudication and sanctions

1. Each State Party shall make the commission of an offence established in
accordance with this Convention liable to effective, proportionate and dissuasive
sanctions that take into account the gravity of the offence.

2. Each State Party may adopt, in accordance with its domestic law, such
legislative and other measures as may be necessary to establish aggravating
circumstances in relation to the offences established in accordance with this
Convention, including circumstances that affect critical information infrastructures.

3. Each State Party shall endeavour to ensure that any discretionary legal powers
under its domestic law relating to the prosecution of persons for offences established
in accordance with this Convention are exercised in order to maximize the
effectiveness of law enforcement measures in respect of those offences and with due
regard to the need to deter the commission of such offences.

4.  Each State Party shall ensure that any person prosecuted for offences established
in accordance with this Convention enjoys all rights and guarantees in conformity
with domestic law and consistent with the applicable international obligations of the
State Party, including the right to a fair trial and the rights of the defence.

5. In the case of offences established in accordance with this Convention, each
State Party shall take appropriate measures, in accordance with its domestic law and
with due regard to the rights of the defence, to seek to ensure that conditions imposed
in connection with decisions on release pending trial or appeal take into consideration
the need to ensure the presence of the defendant at subsequent criminal proceedings.

6.  Each State Party shall take into account the gravity of the offences concerned
when considering the eventuality of early release or parole of persons convicted of
such offences.

7.  States Parties shall ensure that appropriate measures are in place under domestic
law to protect children who are accused of offences established in accordance with
this Convention, consistent with the obligations under the Convention on the Rights
of the Child and the applicable Protocols thereto, as well as other applicable
international or regional instruments.

8.  Nothing contained in this Convention shall affect the principle that the
description of the offences established in accordance with this Convention and of the
applicable legal defences or other legal principles controlling the lawfulness of
conduct is reserved to the domestic law of a State Party and that such offences shall
be prosecuted and punished in accordance with that law.

Chapter II1
Jurisdiction

Article 22
Jurisdiction

1. Each State Party shall adopt such measures as may be necessary to establish its
jurisdiction over the offences established in accordance with this Convention when:

(a) The offence is committed in the territory of that State Party; or

(b) The offence is committed on board a vessel that is flying the flag of that
State Party or an aircraft that is registered under the laws of that State Party at the
time when the offence is committed.
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2.  Subject to article 5 of this Convention, a State Party may also establish its
jurisdiction over any such offence when:

(a) The offence is committed against a national of that State Party; or

(b) The offence is committed by a national of that State Party or a stateless
person with habitual residence in its territory; or

(c) The offence is one of those established in accordance with article 17,
paragraph 1 (b) (ii), of this Convention and is committed outside its territory with a
view to the commission of an offence established in accordance with article 17,
paragraph 1 (a) (i) or (ii) or (b) (i), of this Convention within its territory; or

(d) The offence is committed against the State Party.

3. For the purposes of article 37, paragraph 11, of this Convention, each State Party
shall take such measures as may be necessary to establish its jurisdiction over the
offences established in accordance with this Convention when the alleged offender is
present in its territory and it does not extradite such person solely on the ground that
the person is one of its nationals.

4.  Each State Party may also adopt such measures as may be necessary to establish
its jurisdiction over the offences established in accordance with this Convention when
the alleged offender is present in its territory and it does not extradite the person.

5. If a State Party exercising its jurisdiction under paragraph 1 or 2 of this article
has been notified, or has otherwise learned, that any other States Parties are
conducting an investigation, prosecution or judicial proceeding in respect of the same
conduct, the competent authorities of those States Parties shall, as appropriate, consult
one another with a view to coordinating their actions.

6.  Without prejudice to norms of general international law, this Convention shall
not exclude the exercise of any criminal jurisdiction established by a State Party in
accordance with its domestic law.

Chapter IV
Procedural measures and law enforcement

Article 23
Scope of procedural measures

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this chapter for the
purpose of specific criminal investigations or proceedings.

2. Except as provided otherwise in this Convention, each State Party shall apply
the powers and procedures referred to in paragraph 1 of this article to:

(a) The criminal offences established in accordance with this Convention;

(b) Other criminal offences committed by means of an information and
communications technology system; and

(c) The collection of evidence in electronic form of any criminal offence.

3. (a) Each State Party may reserve the right to apply the measures referred to in
article 29 of this Convention only to offences or categories of offences specified in
the reservation, provided that the range of such offences or categories of offences is
not more restricted than the range of offences to which it applies the measures referred
to in article 30 of this Convention. Each State Party shall consider restricting such a
reservation to enable the broadest application of the measures referred to in article 29;
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(b) Where a State Party, owing to limitations in its legislation in force at the
time of the adoption of this Convention, is not able to apply the measures referred to
in articles 29 and 30 of this Convention to communications being transmitted within
an information and communications technology system of a service provider which:

(1) Is being operated for the benefit of a closed group of users; and

(i) Does not employ public communications networks and is not connected
with another information and communications technology system, whether
public or private;

that State Party may reserve the right not to apply these measures to such
communications. Each State Party shall consider restricting such a reservation to
enable the broadest application of the measures referred to in articles 29 and 30 of
this Convention.

Article 24
Conditions and safeguards

1. Each State Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this chapter are subject to
conditions and safeguards provided for under its domestic law, which shall provide
for the protection of human rights, in accordance with its obligations under
international human rights law, and which shall incorporate the principle of
proportionality.

2. In accordance with and pursuant to the domestic law of each State Party, such
conditions and safeguards shall, as appropriate in view of the nature of the procedure
or power concerned, include, inter alia, judicial or other independent review, the right
to an effective remedy, grounds justifying application, and limitation of the scope and
the duration of such power or procedure.

3. To the extent that it is consistent with the public interest, in particular the proper
administration of justice, each State Party shall consider the impact of the powers and
procedures in this chapter upon the rights, responsibilities and legitimate interests of
third parties.

4.  The conditions and safeguards established in accordance with this article shall
apply at the domestic level to the powers and procedures set forth in this chapter, both
for the purpose of domestic criminal investigations and proceedings and for the
purpose of rendering international cooperation by the requested State Party.

5. References to judicial or other independent review in paragraph 2 of this article
are references to such review at the domestic level.

Article 25
Expedited preservation of stored electronic data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified electronic data, including traffic data, content
data and subscriber information, that have been stored by means of an information
and communications technology system, in particular where there are grounds to
believe that the electronic data are particularly vulnerable to loss or modification.

2. Where a State Party gives effect to paragraph 1 of this article by means of an
order to a person to preserve specified stored electronic data in the person’s
possession or control, the State Party shall adopt such legislative and other measures
as may be necessary to oblige that person to preserve and maintain the integrity of
those electronic data for a period of time as long as necessary, up to a maximum of
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90 days, to enable the competent authorities to seek their disclosure. A State Party
may provide for such an order to be subsequently renewed.

3. Each State Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the electronic
data to keep confidential the undertaking of such procedures for the period of time
provided for in its domestic legislation.

Article 26
Expedited preservation and partial disclosure of traffic data

Each State Party shall adopt, in respect of traffic data that are to be preserved
under the provisions of article 25 of this Convention, such legislative and other
measures as may be necessary to:

(a) Ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the transmission
of a communication; and

(b) Ensure the expeditious disclosure to the State Party’s competent authority,
or a person designated by that authority, of a sufficient amount of traffic data to enable
the State Party to identify the service providers and the path through which the
communication or indicated information was transmitted.

Article 27
Production order

Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

(a) A person in its territory to submit specified electronic data in that person’s
possession or control that are stored in an information and communications
technology system or an electronic data storage medium; and

(b) A service provider offering its services in the territory of the State Party
to submit subscriber information relating to such services in that service provider’s
possession or control.

Article 28
Search and seizure of stored electronic data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly access:

(a) An information and communications technology system, part of it, and
electronic data stored therein; and

(b) An electronic data storage medium in which the electronic data sought
may be stored;

in the territory of that State Party.

2. Each State Party shall adopt such legislative and other measures as may be
necessary to ensure that, where its authorities search or similarly access a specific
information and communications technology system or part of it, pursuant to
paragraph 1 (a) of this article, and have grounds to believe that the electronic data
sought are stored in another information and communications technology system or
part of it in its territory, and such data are lawfully accessible from or available to the
initial system, such authorities shall be able to expeditiously conduct the search to
obtain access to that other information and communications technology system.
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3. Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure electronic
data in its territory accessed in accordance with paragraph 1 or 2 of this article. These
measures shall include the power to:

(a) Seize or similarly secure an information and communications technology
system or part of it, or an electronic data storage medium,;

(b) Make and retain copies of those electronic data in electronic form;
(c) Maintain the integrity of the relevant stored electronic data;

(d) Render inaccessible or remove those electronic data in the accessed
information and communications technology system.

4.  Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who has
knowledge about the functioning of the information and communications technology
system in question, the information and telecommunications network, or their
component parts, or measures applied to protect the electronic data therein, to
provide, as is reasonable, the necessary information to enable the undertaking of the
measures referred to in paragraphs 1 to 3 of this article.

Article 29
Real-time collection of traffic data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to:

(a) Collect or record, through the application of technical means in the
territory of that State Party; and

(b) Compel a service provider, within its existing technical capability:

(i) To collect or record, through the application of technical means in the
territory of that State Party; or

(i) To cooperate and assist the competent authorities in the collection or
recording of;

traffic data, in real time, associated with specified communications in its territory
transmitted by means of an information and communications technology system.

2. Where a State Party, owing to the principles of its domestic legal system, cannot
adopt the measures referred to in paragraph 1 (a) of this article, it may instead adopt
such legislative and other measures as may be necessary to ensure the real-time
collection or recording of traffic data associated with specified communications
transmitted in its territory, through the application of technical means in that territory.

3.  Each State Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the execution
of any power provided for in this article and any information relating to it.

Article 30
Interception of content data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious criminal offences to be determined by
domestic law, to empower its competent authorities to:

(a) Collect or record, through the application of technical means in the
territory of that State Party; and
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(b) Compel a service provider, within its existing technical capability:

(i) To collect or record, through the application of technical means in the
territory of that State Party; or

(i) To cooperate and assist the competent authorities in the collection or
recording of;

content data, in real time, of specified communications in its territory transmitted by
means of an information and communications technology system.

2. Where a State Party, owing to the principles of its domestic legal system, cannot
adopt the measures referred to in paragraph 1 (a) of this article, it may instead adopt
such legislative and other measures as may be necessary to ensure the real-time
collection or recording of content data on specified communications in its territory,
through the application of technical means in that territory.

3. Each State Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the execution
of any power provided for in this article and any information relating to it.

Article 31
Freezing, seizure and confiscation of the proceeds of crime

1.  Each State Party shall adopt, to the greatest extent possible within its domestic
legal system, such measures as may be necessary to enable the confiscation of:

(a) Proceeds of crime derived from offences established in accordance with
this Convention or property the value of which corresponds to that of such proceeds;

(b) Property, equipment or other instrumentalities used in or destined for use
in offences established in accordance with this Convention.

2. Each State Party shall adopt such measures as may be necessary to enable the
identification, tracing, freezing or seizure of any item referred to in paragraph 1 of
this article for the purpose of eventual confiscation.

3. Each State Party shall adopt, in accordance with its domestic law, such
legislative and other measures as may be necessary to regulate the administration by
the competent authorities of frozen, seized or confiscated property covered in
paragraphs 1 and 2 of this article.

4. If proceeds of crime have been transformed or converted, in part or in full, into
other property, such property shall be liable to the measures referred to in this article
instead of the proceeds.

5. If proceeds of crime have been intermingled with property acquired from
legitimate sources, such property shall, without prejudice to any powers relating to
freezing or seizure, be liable to confiscation up to the assessed value of the
intermingled proceeds.

6. Income or other benefits derived from proceeds of crime, from property into
which proceeds of crime have been transformed or converted or from property with
which proceeds of crime have been intermingled, shall also be liable to the measures
referred to in this article, in the same manner and to the same extent as proceeds of
crime.

7.  For the purposes of this article and article 50 of this Convention, each State
Party shall empower its courts or other competent authorities to order that bank,
financial or commercial records be made available or be seized. A State Party shall
not decline to act under the provisions of this paragraph on the ground of bank
secrecy.
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8.  Each State Party may consider the possibility of requiring that an offender
demonstrate the lawful origin of alleged proceeds of crime or other property liable to
confiscation, to the extent that such a requirement is consistent with the principles of
their domestic law and with the nature of the judicial and other proceedings.

9.  The provisions of this article shall not be construed as prejudicing the rights of
bona fide third parties.

10. Nothing contained in this article shall affect the principle that the measures to
which it refers shall be defined and implemented in accordance with the provisions
of the domestic law of a State Party.

Article 32
Establishment of criminal record

Each State Party may adopt such legislative or other measures as may be
necessary to take into consideration, under such terms as, and for the purpose that, it
deems appropriate, any previous conviction in another State of an alleged offender
for the purpose of using such information in criminal proceedings relating to an
offence established in accordance with this Convention.

Article 33
Protection of witnesses

1. Each State Party shall take appropriate measures, in accordance with its
domestic law and within its means, to provide effective protection from potential
retaliation or intimidation for witnesses who give testimony or, in good faith and on
reasonable grounds, provide information concerning offences established in
accordance with this Convention or otherwise cooperate with investigative or judicial
authorities and, as appropriate, for their relatives and other persons close to them.

2. The measures envisaged in paragraph 1 of this article may include, inter alia,
without prejudice to the rights of the defendant, including the right to due process:

(a) Establishing procedures for the physical protection of such persons, such
as, to the extent necessary and feasible, relocating them and permitting, where
appropriate, non-disclosure or limitations on the disclosure of information concerning
the identity and whereabouts of such persons;

(b) Providing evidentiary rules to permit witness testimony to be given in a
manner that ensures the safety of the witness, such as permitting testimony to be given
through the use of communications technology such as video links or other adequate
means.

3. States Parties shall consider entering into agreements or arrangements with
other States for the relocation of persons referred to in paragraph 1 of this article.

4.  The provisions of this article shall also apply to victims insofar as they are
witnesses.

Article 34
Assistance to and protection of victims

1. Each State Party shall take appropriate measures within its means to provide
assistance and protection to victims of offences established in accordance with this
Convention, in particular in cases of threat of retaliation or intimidation.

2. Each State Party shall, subject to its domestic law, establish appropriate
procedures to provide access to compensation and restitution for victims of offences
established in accordance with this Convention.
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3. Each State Party shall, subject to its domestic law, enable views and concerns
of victims to be presented and considered at appropriate stages of criminal
proceedings against offenders in a manner not prejudicial to the rights of the defence.

4.  With respect to the offences established in accordance with articles 14 to 16 of
this Convention, each State Party shall, subject to its domestic law, take measures to
provide assistance to victims of such offences, including for their physical and
psychological recovery, in cooperation with relevant international organizations,
non-governmental organizations, and other elements of civil society.

5. In applying the provisions of paragraphs 2 to 4 of this article, each State Party
shall take into account the age, gender and the particular circumstances and needs of
victims, including the particular circumstances and needs of children.

6. Each State Party shall, to the extent consistent with its domestic legal
framework, take effective steps to ensure compliance with requests to remove or
render inaccessible the content described in articles 14 and 16 of this Convention.

Chapter V
International cooperation

Article 35
General principles of international cooperation

1.  States Parties shall cooperate with each other in accordance with the provisions
of this Convention, as well as other applicable international instruments on
international cooperation in criminal matters, and domestic laws, for the purpose of:

(a) The investigation and prosecution of, and judicial proceedings in relation
to, the criminal offences established in accordance with this Convention, including
the freezing, seizure, confiscation and return of the proceeds from such offences;

(b) The collecting, obtaining, preserving and sharing of evidence in electronic
form of criminal offences established in accordance with this Convention;

(c) The collecting, obtaining, preserving and sharing of evidence in electronic
form of any serious crime, including serious crimes established in accordance with
other applicable United Nations conventions and protocols in force at the time of the
adoption of this Convention.

2. For the purpose of the collecting, obtaining, preserving and sharing of evidence
in electronic form of offences as provided for in paragraph 1 (b) and (c) of this article,
the relevant paragraphs of article 40, and articles 41 to 46 of this Convention shall
apply.

3. In matters of international cooperation, whenever dual criminality is considered
a requirement, it shall be deemed fulfilled irrespective of whether the laws of the
requested State Party place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting State Party, if the
conduct underlying the offence for which assistance is sought is a criminal offence
under the laws of both States Parties.

Article 36
Protection of personal data

1. (a) A State Party transferring personal data pursuant to this Convention shall
do so in accordance with its domestic law and any obligations the transferring Party
may have under applicable international law. States Parties shall not be required to
transfer personal data in accordance with this Convention if the data cannot be
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provided in compliance with their applicable laws concerning the protection of
personal data;

(b) Where the transfer of personal data would not be compliant with
paragraph 1 (a) of this article, States Parties may seek to impose appropriate
conditions, in accordance with such applicable laws, to achieve compliance in order
to respond to a request for personal data;

(c) States Parties are encouraged to establish bilateral or multilateral
arrangements to facilitate the transfer of personal data.

2. For personal data transferred in accordance with this Convention, States Parties
shall ensure that the personal data received are subject to effective and appropriate
safeguards in the respective legal frameworks of the States Parties.

3.  In order to transfer personal data obtained in accordance with this Convention
to a third country or an international organization, a State Party shall notify the
original transferring State Party of its intention and request its authorization. The
State Party shall transfer such personal data only with the authorization of the original
transferring State Party, which may require that the authorization be provided in
written form.

Article 37
Extradition

1. This article shall apply to the criminal offences established in accordance with
this Convention where the person who is the subject of the request for extradition is
present in the territory of the requested State Party, provided that the offence for
which extradition is sought is punishable under the domestic law of both the
requesting State Party and the requested State Party. When the extradition is sought
for the purpose of serving a final sentence of imprisonment or another form of
detention imposed in respect of an extraditable offence, the requested State Party may
grant the extradition in accordance with domestic law.

2. Notwithstanding paragraph 1 of this article, a State Party whose law so permits
may grant the extradition of a person for any of the criminal offences established in
accordance with this Convention that are not punishable under its own domestic law.

3. Iftherequest for extradition includes several separate criminal offences, at least
one of which is extraditable under this article and some of which are not extraditable
by reason of their period of imprisonment but are related to offences established in
accordance with this Convention, the requested State Party may apply this article also
in respect of those offences.

4.  Each of the offences to which this article applies shall be deemed to be included
as an extraditable offence in any extradition treaty existing between States Parties.
States Parties undertake to include such offences as extraditable offences in every
extradition treaty to be concluded between them.

5. If a State Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another State Party with which it has no
extradition treaty, it may consider this Convention the legal basis for extradition in
respect of any offence to which this article applies.

6.  States Parties that make extradition conditional on the existence of a treaty shall:

(a) At the time of deposit of their instruments of ratification, acceptance or
approval of or accession to this Convention, inform the Secretary-General of the
United Nations whether they will take this Convention as the legal basis for
cooperation in extradition with other States Parties to this Convention; and
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(b) If they do not take this Convention as the legal basis for cooperation in
extradition, seek, where appropriate, to conclude treaties on extradition with other
States Parties to this Convention in order to implement this article.

7. States Parties that do not make extradition conditional on the existence of a
treaty shall recognize offences to which this article applies as extraditable offences
between themselves.

8.  Extradition shall be subject to the conditions provided for by the domestic law
of the requested State Party or by applicable extradition treaties, including, inter alia,
conditions in relation to the minimum penalty requirement for extradition and the
grounds upon which the requested State Party may refuse extradition.

9.  States Parties shall, subject to their domestic law, endeavour to expedite
extradition procedures and to simplify evidentiary requirements relating thereto in
respect of any offence to which this article applies.

10. Subject to the provisions of its domestic law and its extradition treaties, the
requested State Party may, upon being satisfied that the circumstances so warrant and
are urgent, and at the request of the requesting State Party, including when the request
is transmitted through existing channels of the International Criminal Police
Organization, take a person whose extradition is sought and who is present in its
territory into custody or take other appropriate measures to ensure the person’s
presence at extradition proceedings.

11. A State Party in whose territory an alleged offender is found, if it does not
extradite such person in respect of an offence to which this article applies solely on
the ground that the person is one of its nationals, shall, at the request of the State
Party seeking extradition, be obliged to submit the case without undue delay to its
competent authorities for the purpose of prosecution. Those authorities shall take their
decisions and conduct their proceedings in the same manner as in the case of any
other offence of a comparable nature under the domestic law of that State Party. The
States Parties concerned shall cooperate with each other, in particular on procedural
and evidentiary aspects, to ensure the efficiency of such prosecution.

12. Whenever a State Party is permitted under its domestic law to extradite or
otherwise surrender one of its nationals only upon the condition that the person will
be returned to that State Party to serve the sentence imposed as a result of the trial or
proceedings for which the extradition or surrender of the person was sought and that
State Party and the State Party seeking the extradition of the person agree with this
option and other terms that they may deem appropriate, such conditional extradition
or surrender shall be sufficient to discharge the obligation set forth in paragraph 11
of this article.

13. If extradition, sought for purposes of enforcing a sentence, is refused because
the person sought is a national of the requested State Party, the requested State Party
shall, if its domestic law so permits and in conformity with the requirements of such
law, upon application of the requesting State Party, consider the enforcement of the
sentence imposed under the domestic law of the requesting State Party or the
remainder thereof.

14.  Any person regarding whom proceedings are being carried out in connection
with any of the offences to which this article applies shall be guaranteed fair treatment
at all stages of the proceedings, including enjoyment of all the rights and guarantees
provided by the domestic law of the State Party in the territory of which that person
is present.

15. Nothing in this Convention shall be interpreted as imposing an obligation to
extradite if the requested State Party has substantial grounds for believing that the
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request has been made for the purpose of prosecuting or punishing a person on
account of that person’s sex, race, language, religion, nationality, ethnic origin or
political opinions, or that compliance with the request would cause prejudice to that
person’s position for any one of these reasons.

16. States Parties may not refuse a request for extradition on the sole ground that
the offence is also considered to involve fiscal matters.

17. Before refusing extradition, the requested State Party shall, where appropriate,
consult with the requesting State Party to provide it with ample opportunity to present
its opinions and to provide information relevant to its allegation.

18. The requested State Party shall inform the requesting State Party of its decision
with regard to the extradition. The requested State Party shall inform the requesting
State Party of any reason for refusal of extradition unless the requested State Party is
prevented from doing so by its domestic law or its international legal obligations.

19. Each State Party shall, at the time of signature or when depositing its instrument
of ratification, acceptance, approval or accession, communicate to the Secretary-
General of the United Nations the name and address of an authority responsible for
making or receiving requests for extradition or provisional arrest. The Secretary-
General shall set up and keep updated a register of authorities so designated by the
States Parties. Each State Party shall ensure that the details held in the register are
correct at all times.

20. States Parties shall seek to conclude bilateral and multilateral agreements or
arrangements to carry out or to enhance the effectiveness of extradition.

Article 38
Transfer of sentenced persons

States Parties may, taking into consideration the rights of sentenced persons,
consider entering into bilateral or multilateral agreements or arrangements on the
transfer to their territory of persons sentenced to imprisonment or other forms of
deprivation of liberty for offences established in accordance with this Convention, in
order that they may complete their sentences there. States Parties may also take into
account issues relating to consent, rehabilitation and reintegration.

Article 39
Transfer of criminal proceedings

1.  States Parties shall consider the possibility of transferring to one another
proceedings for the criminal prosecution of an offence established in accordance with
this Convention where such a transfer is deemed to be in the interests of the proper
administration of justice, particularly in cases where several jurisdictions are
involved, with a view to concentrating the prosecution.

2. If a State Party that makes the transfer of criminal proceedings conditional on
the existence of a treaty receives a request for transfer from another State Party with
which it has no treaty in this matter, it may consider this Convention as the legal basis
for the transfer of criminal proceedings in respect of any offence to which this article
applies.

Article 40
General principles and procedures relating to mutual legal assistance

1. States Parties shall afford one another the widest measure of mutual legal
assistance in investigations, prosecutions and judicial proceedings in relation to the
offences established in accordance with this Convention, and for the purposes of the

23/46



A/RES/79/243

United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information
and Communications Technology Systems and for the Sharing of Evidence in
Electronic Form of Serious Crimes

24/46

collection of evidence in electronic form of offences established in accordance with
this Convention, as well as of serious crimes.

2. Mutual legal assistance shall be afforded to the fullest extent possible under
relevant laws, treaties, agreements and arrangements of the requested State Party with
respect to investigations, prosecutions and judicial proceedings in relation to the
offences for which a legal person may be held liable in accordance with article 18 of
this Convention in the requesting State Party.

3. Mutual legal assistance to be afforded in accordance with this article may be
requested for any of the following purposes:

(a) Taking evidence or statements from persons;
(b) Effecting service of judicial documents;
(c) Executing searches and seizures, and freezing;

(d) Searching or similarly accessing, seizing or similarly securing, and
disclosing electronic data stored by means of an information and communications
technology system pursuant to article 44 of this Convention;

(e) Collecting traffic data in real time pursuant to article 45 of this
Convention;

(f) Intercepting content data pursuant to article 46 of this Convention;
(g) Examining objects and sites;
(h) Providing information, evidence and expert evaluations;

(1) Providing originals or certified copies of relevant documents and records,
including government, bank, financial, corporate or business records;

(j) Identifying or tracing proceeds of crime, property, instrumentalities or
other things for evidentiary purposes;

(k) Facilitating the voluntary appearance of persons in the requesting State
Party

(I)  Recovering proceeds of crime;

(m) Any other type of assistance that is not contrary to the domestic law of the
requested State Party.

4.  Without prejudice to domestic law, the competent authorities of a State Party
may, without prior request, transmit information relating to criminal matters to a
competent authority in another State Party where they believe that such information
could assist the authority in undertaking or successfully concluding inquiries and
criminal proceedings or could result in a request formulated by the latter State Party
pursuant to this Convention.

5. The transmission of information pursuant to paragraph 4 of this article shall be
without prejudice to inquiries and criminal proceedings in the State of the competent
authorities providing the information. The competent authorities receiving the
information shall comply with a request that said information remain confidential,
even temporarily, or with restrictions on its use. However, this shall not prevent the
receiving State Party from disclosing in its proceedings information that is
exculpatory to an accused person. In such a case, the receiving State Party shall notify
the transmitting State Party prior to the disclosure and, if so requested, consult with
the transmitting State Party. If, in an exceptional case, advance notice is not possible,
the receiving State Party shall inform the transmitting State Party of the disclosure
without delay.
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6.  The provisions of this article shall not affect obligations under any other treaty,
bilateral or multilateral, that governs or will govern, in whole or in part, mutual legal
assistance.

7.  Paragraphs 8 to 31 of this article shall apply to requests made pursuant to this
article if the States Parties in question are not bound by a treaty on mutual legal
assistance. If those States Parties are bound by such a treaty, the corresponding
provisions of that treaty shall apply unless the States Parties agree to apply
paragraphs 8 to 31 of this article in lieu thereof. States Parties are strongly encouraged
to apply the provisions of those paragraphs if they facilitate cooperation.

8.  States Parties may decline to render assistance pursuant to this article on the
ground of absence of dual criminality. However, the requested State Party may, when
it deems appropriate, provide assistance, to the extent it decides at its discretion,
irrespective of whether the conduct would constitute an offence under the domestic
law of the requested State Party. Assistance may be refused when requests involve
matters of a de minimis nature or matters for which the cooperation or assistance
sought is available under other provisions of this Convention.

9. A person who is being detained or is serving a sentence in the territory of one
State Party and whose presence in another State Party is requested for purposes of
identification, testimony or otherwise providing assistance in obtaining evidence for
investigations, prosecutions or judicial proceedings in relation to offences established
in accordance with this Convention may be transferred if the following conditions are
met:

(a) The person freely gives informed consent;

(b) The competent authorities of both States Parties agree, subject to such
conditions as those States Parties may deem appropriate.

10. For the purposes of paragraph 9 of this article:

(a) The State Party to which the person is transferred shall have the authority
and obligation to keep the person transferred in custody, unless otherwise requested
or authorized by the State Party from which the person was transferred;

(b) The State Party to which the person is transferred shall, without delay,
implement its obligation to return the person to the custody of the State Party from
which the person was transferred as agreed beforehand, or as otherwise agreed, by
the competent authorities of both States Parties;

(c) The State Party to which the person is transferred shall not require the
State Party from which the person was transferred to initiate extradition proceedings
for the return of the person;

(d) The person transferred shall receive credit for service of the sentence being
served in the State from which the person was transferred for time spent in the custody
of the State Party to which the person was transferred.

11.  Unless the State Party from which a person is to be transferred in accordance
with paragraphs 9 and 10 of this article so agrees, that person, regardless of the
person’s nationality, shall not be prosecuted, detained, punished or subjected to any
other restriction of liberty in the territory of the State to which that person is
transferred in respect of acts, omissions or convictions prior to the person’s departure
from the territory of the State from which the person was transferred.

12. (a) Each State Party shall designate a central authority or authorities that shall
have the responsibility and power to receive requests for mutual legal assistance and
either to execute them or to transmit them to the competent authorities for execution.
Where a State Party has a special region or territory with a separate system of mutual
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legal assistance, it may designate a distinct central authority that shall have the same
function for that region or territory;

(b) Central authorities shall ensure the speedy and proper execution or
transmission of the requests received. Where the central authority transmits the
request to a competent authority for execution, it shall encourage the speedy and
proper execution of the request by the competent authority;

(c) The Secretary-General of the United Nations shall be notified of the
central authority designated for this purpose at the time each State Party deposits its
instrument of ratification, acceptance or approval of or accession to this Convention,
and shall set up and keep updated a register of central authorities designated by the
States Parties. Each State Party shall ensure that the details held in the register are
correct at all times;

(d) Requests for mutual legal assistance and any communication related
thereto shall be transmitted to the central authorities designated by the States Parties.
This requirement shall be without prejudice to the right of a State Party to require that
such requests and communications be addressed to it through diplomatic channels
and, in urgent circumstances, where the States Parties agree, through the International
Criminal Police Organization, if possible.

13. Requests shall be made in writing or, where possible, by any means capable of
producing a written record, in a language acceptable to the requested State Party,
under conditions allowing that State Party to establish authenticity. The Secretary-
General of the United Nations shall be notified of the language or languages
acceptable to each State Party at the time it deposits its instrument of ratification,
acceptance or approval of or accession to this Convention. In urgent circumstances
and where agreed by the States Parties, requests may be made orally, but shall be
confirmed in writing forthwith.

14. Where not prohibited by their respective laws, central authorities of States
Parties are encouraged to transmit and receive requests for mutual legal assistance,
and communications related thereto, as well as evidence, in electronic form under
conditions allowing the requested State Party to establish authenticity and ensuring
the security of communications.

15. Arequest for mutual legal assistance shall contain:
(a) The identity of the authority making the request;

(b) The subject matter and nature of the investigation, prosecution or judicial
proceeding to which the request relates and the name and functions of the authority
conducting the investigation, prosecution or judicial proceeding;

(c) A summary of the relevant facts, except in relation to requests for the
purpose of service of judicial documents;

(d) A description of the assistance sought and details of any particular
procedure that the requesting State Party wishes to be followed,;

(e) Where possible and appropriate, the identity, location and nationality of
any person concerned, as well as the country of origin, description and location of
any item or accounts concerned;

(f) Where applicable, the time period for which the evidence, information or
other assistance is sought; and

(g) The purpose for which the evidence, information or other assistance is
sought.
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16. The requested State Party may request additional information when it appears
necessary for the execution of the request in accordance with its domestic law or when
it can facilitate such execution.

17. Arequest shall be executed in accordance with the domestic law of the requested
State Party and, to the extent not contrary to the domestic law of the requested State
Party and where possible, in accordance with the procedures specified in the request.

18. Wherever possible and consistent with fundamental principles of domestic law,
when an individual is in the territory of a State Party and has to be heard as a witness,
victim or expert by the judicial authorities of another State Party, the first State Party
may, at the request of the other, permit the hearing to take place by videoconference
if it is not possible or desirable for the individual in question to appear in person in
the territory of the requesting State Party. States Parties may agree that the hearing
shall be conducted by a judicial authority of the requesting State Party and attended
by a judicial authority of the requested State Party. If the requested State Party does
not have access to the technical means necessary for holding a videoconference, such
means may be provided by the requesting State Party, upon mutual agreement.

19. The requesting State Party shall not transmit or use information or evidence
furnished by the requested State Party for investigations, prosecutions or judicial
proceedings other than those stated in the request without the prior consent of the
requested State Party. Nothing in this paragraph shall prevent the requesting State
Party from disclosing in its proceedings information or evidence that is exculpatory
to an accused person. In the latter case, the requesting State Party shall notify the
requested State Party prior to the disclosure and, if so requested, consult with the
requested State Party. If, in an exceptional case, advance notice is not possible, the
requesting State Party shall inform the requested State Party of the disclosure without
delay.

20. The requesting State Party may require that the requested State Party keep
confidential the fact and substance of the request, except to the extent necessary to
execute the request. If the requested State Party cannot comply with the requirement
of confidentiality, it shall promptly inform the requesting State Party.

21. Mutual legal assistance may be refused:
(a) Ifthe request is not made in conformity with the provisions of this article;

(b) Ifthe requested State Party considers that execution of the request is likely
to prejudice its sovereignty, security, ordre public or other essential interests;

(c) If the authorities of the requested State Party would be prohibited by its
domestic law from carrying out the action requested with regard to any similar
offence, had it been subject to investigation, prosecution or judicial proceedings under
their own jurisdiction;

(d) If it would be contrary to the legal system of the requested State Party
relating to mutual legal assistance for the request to be granted.

22. Nothing in this Convention shall be interpreted as imposing an obligation to
afford mutual legal assistance if the requested State Party has substantial grounds for
believing that the request has been made for the purpose of prosecuting or punishing
a person on account of that person’s sex, race, language, religion, nationality, ethnic
origin or political opinions, or that compliance with the request would cause prejudice
to that person’s position for any one of these reasons.

23. States Parties may not refuse a request for mutual legal assistance on the sole
ground that the offence is also considered to involve fiscal matters.
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24. States Parties shall not decline to render mutual legal assistance pursuant to this
article on the ground of bank secrecy.

25. Reasons shall be given for any refusal of mutual legal assistance.

26. The requested State Party shall execute the request for mutual legal assistance
as soon as possible and shall take as full account as possible of any deadlines
suggested by the requesting State Party and for which reasons are given, preferably
in the request. The requested State Party shall respond to reasonable requests by the
requesting State Party on the status, and progress in its handling, of the request. The
requesting State Party shall promptly inform the requested State Party when the
assistance sought is no longer required.

27. Mutual legal assistance may be postponed by the requested State Party on the
ground that it interferes with an ongoing investigation, prosecution or judicial
proceeding.

28. Before refusing a request pursuant to paragraph 21 of this article or postponing
its execution pursuant to paragraph 27 of this article, the requested State Party shall
consult with the requesting State Party to consider whether assistance may be granted
subject to such terms and conditions as it deems necessary. If the requesting State
Party accepts assistance subject to those conditions, it shall comply with the
conditions.

29. Without prejudice to the application of paragraph 11 of this article, a witness,
expert or other person who, at the request of the requesting State Party, consents to
give evidence in a proceeding or to assist in an investigation, prosecution or judicial
proceeding in the territory of the requesting State Party shall not be prosecuted,
detained, punished or subjected to any other restriction of the person’s liberty in that
territory in respect of acts, omissions or convictions prior to the person’s departure
from the territory of the requested State Party. Such safe conduct shall cease when
the witness, expert or other person having had, for a period of 15 consecutive days or
for any period agreed upon by the States Parties from the date on which the person
has been officially informed that the presence of the person is no longer required by
the judicial authorities, an opportunity of leaving, has nevertheless remained
voluntarily in the territory of the requesting State Party or, having left it, has returned
of the person’s own free will.

30. The ordinary costs of executing a request shall be borne by the requested State
Party, unless otherwise agreed by the States Parties concerned. If expenses of a
substantial or extraordinary nature are or will be required to fulfil the request, the
States Parties shall consult to determine the terms and conditions under which the
request will be executed, as well as the manner in which the costs shall be borne.

31. The requested State Party:

(a) Shall provide to the requesting State Party copies of government records,
documents or information in its possession that under its domestic law are available
to the general public;

(b) May, at its discretion, provide to the requesting State Party, in whole, in
part or subject to such conditions as it deems appropriate, copies of any government
records, documents or information in its possession that under its domestic law are
not available to the general public.

32. States Parties shall consider, as may be necessary, the possibility of concluding
bilateral or multilateral agreements or arrangements that would serve the purposes of,
give practical effect to or enhance the provisions of this article.
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Article 41
24/7 network

1.  Each State Party shall designate a point of contact available 24 hours a day,
7 days a week, in order to ensure the provision of immediate assistance for the
purpose of specific criminal investigations, prosecutions or judicial proceedings
concerning offences established in accordance with this Convention, or for the
collection, obtaining and preservation of evidence in electronic form for the purposes
of paragraph 3 of this article and in relation to the offences established in accordance
with this Convention, as well as to serious crime.

2. The Secretary-General of the United Nations shall be notified of such point of
contact and keep an updated register of points of contact designated for the purposes
of this article and shall annually circulate to the States Parties the updated list of
contact points.

3. Such assistance shall include facilitating or, if permitted by the domestic law
and practice of the requested State Party, directly carrying out the following measures:

(a) The provision of technical advice;

(b) The preservation of stored electronic data pursuant to articles 42 and 43 of
this Convention, including, as appropriate, information about the location of the
service provider, if known to the requested State Party, to assist the requesting State
Party in making a request;

(c) The collection of evidence and the provision of legal information;
(d) The locating of suspects; or
(e) The provision of electronic data to avert an emergency.

4. A State Party’s point of contact shall have the capacity to carry out
communications with the point of contact of another State Party on an expedited basis.
If the point of contact designated by a State Party is not part of that State Party’s
authority or authorities responsible for mutual legal assistance or extradition, the
point of contact shall ensure that it is able to coordinate with that authority or those
authorities on an expedited basis.

5. Each State Party shall ensure that trained and equipped personnel are available
to ensure the operation of the 24/7 network.

6.  States Parties may also use and strengthen existing authorized networks of
points of contact, where applicable, and within the limits of their domestic laws,
including the 24/7 networks for computer-related crime of the International Criminal
Police Organization for prompt police-to-police cooperation and other methods of
information exchange cooperation.

Article 42
International cooperation for the purpose of expedited preservation of stored
electronic data

1. A State Party may request another State Party to order or otherwise obtain, in
accordance with article 25 of this Convention, the expeditious preservation of
electronic data stored by means of an information and communications technology
system located within the territory of that other State Party, and in respect of which
the requesting State Party intends to submit a request for mutual legal assistance in
the search or similar access, seizure or similar securing, or disclosure of the electronic
data.

29/46



United Nations Convention against Cybercrime; Strengthening International

Cooperation for Combating Certain Crimes Committed by Means of Information

and Communications Technology Systems and for the Sharing of Evidence in

A/RES/79/243 Electronic Form of Serious Crimes

2. The requesting State Party may use the 24/7 network provided for in article 41
of this Convention to seek information concerning the location of the electronic data
stored by means of an information and communications technology system and, as
appropriate, information about the location of the service provider.

3. Arequest for preservation made under paragraph 1 of this article shall specify:
(a) The authority seeking the preservation;

(b) The offence that is the subject of a criminal investigation, prosecution or
judicial proceeding and a brief summary of the related facts;

(c) The stored electronic data to be preserved and their relationship to the
offence;

(d) Any available information identifying the custodian of the stored
electronic data or the location of the information and communications technology
system;

(e) The necessity of the preservation;

(f) That the requesting State Party intends to submit a request for mutual legal
assistance in the search or similar access, seizure or similar securing, or disclosure of
the stored electronic data;

(g) As appropriate, the need to keep the request for preservation confidential
and not to notify the user.

4.  Upon receiving the request from another State Party, the requested State Party
shall take all appropriate measures to preserve expeditiously the specified electronic
data in accordance with its domestic law. For the purposes of responding to a request,
dual criminality shall not be required as a condition for providing such preservation.

5. A State Party that requires dual criminality as a condition for responding to a
request for mutual legal assistance in the search or similar access, seizure or similar
securing, or disclosure of stored electronic data may, in respect of offences other than
those established in accordance with this Convention, reserve the right to refuse the
request for preservation under this article in cases where it has reasons to believe that,
at the time of disclosure, the condition of dual criminality could not be fulfilled.

6. In addition, a request for preservation may be refused only on the basis of the
grounds contained in article 40, paragraph 21 (b) and (c) and paragraph 22, of this
Convention.

7.  Where the requested State Party believes that preservation will not ensure the
future availability of the data or will threaten the confidentiality of or otherwise
prejudice the requesting State Party’s investigation, it shall promptly so inform the
requesting State Party, which shall then determine whether the request should
nevertheless be executed.

8.  Any preservation effected in response to a request made pursuant to paragraph
1 of this article shall be for a period of not less than 60 days, in order to enable the
requesting State Party to submit a request for the search or similar access, seizure or
similar securing, or disclosure of the data. Following the receipt of such a request, the
data shall continue to be preserved pending a decision on that request.

9.  Before the expiry of the preservation period in paragraph 8 of this article, the
requesting State Party may request an extension of the period of preservation.
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Article 43
International cooperation for the purpose of expedited disclosure of preserved
traffic data

1.  Where, in the course of the execution of a request made pursuant to article 42
of this Convention to preserve traffic data concerning a specific communication, the
requested State Party discovers that a service provider in another State Party was
involved in the transmission of the communication, the requested State Party shall
expeditiously disclose to the requesting State Party a sufficient amount of traffic data
to identify that service provider and the path through which the communication was
transmitted.

2. Disclosure of traffic data under paragraph 1 of this article may be refused only
on the basis of the grounds contained in article 40, paragraph 21 (b) and (c¢) and
paragraph 22, of this Convention.

Article 44
Mutual legal assistance in accessing stored electronic data

1. A State Party may request another State Party to search or similarly access, scize
or similarly secure, and disclose electronic data stored by means of an information
and communications technology system located within the territory of the requested
State Party, including electronic data that have been preserved pursuant to article 42
of this Convention.

2. The requested State Party shall respond to the request through the application
of relevant international instruments and laws referred to in article 35 of this
Convention, and in accordance with other relevant provisions of this chapter.

3. The request shall be responded to on an expedited basis where:

(a) There are grounds to believe that the relevant data are particularly
vulnerable to loss or modification; or

(b) The instruments and laws referred to in paragraph 2 of this article
otherwise provide for expedited cooperation.

Article 45
Mutual legal assistance in the real-time collection of traffic data

1.  States Parties shall endeavour to provide mutual legal assistance to each other
in the real-time collection of traffic data associated with specified communications in
their territory transmitted by means of an information and communications
technology system. Subject to the provisions of paragraph 2 of this article, such
assistance shall be governed by the conditions and procedures provided for under
domestic law.

2. Each State Party shall endeavour to provide such assistance at least with respect
to criminal offences for which the real-time collection of traffic data would be
available in a similar domestic case.

3. Arequest made in accordance with paragraph 1 of this article shall specify:
(a) The name of the requesting authority;

(b) A summary of the main facts and the nature of the investigation,
prosecution or judicial proceeding to which the request relates;

(c) The electronic data in relation to which the collection of the traffic data is
required and their relationship to the offence;
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(d) Any available data that identify the owner or user of the data or the
location of the information and communications technology system;

(e) Justification for the need to collect the traffic data;

(f) The period for which traffic data are to be collected and a corresponding
justification of its duration.

Article 46
Mutual legal assistance in the interception of content data

States Parties shall endeavour to provide mutual legal assistance to each other
in the real-time collection or recording of content data of specified communications
transmitted by means of an information and communications technology system, to
the extent permitted under treaties applicable to them or under their domestic laws.

Article 47
Law enforcement cooperation

1.  States Parties shall cooperate closely with one another, consistent with their
respective domestic legal and administrative systems, to enhance the effectiveness of
law enforcement action to combat the offences established in accordance with this
Convention. States Parties shall, in particular, take effective measures:

(a) To enhance and, where necessary, to establish channels of communication
between their competent authorities, agencies and services, taking into account
existing channels, including those of the International Criminal Police Organization,
in order to facilitate the secure and rapid exchange of information concerning all
aspects of the offences established in accordance with this Convention, including, if
the States Parties concerned deem it appropriate, links with other criminal activities;

(b) To cooperate with other States Parties in conducting inquiries with respect
to offences established in accordance with this Convention concerning:

(i) The identity, whereabouts and activities of persons suspected of
involvement in such offences or the location of other persons concerned;

(i) The movement of proceeds of crime or property derived from the
commission of such offences;

(iii) The movement of property, equipment or other instrumentalities used or
intended for use in the commission of such offences;

(¢) To provide, where appropriate, necessary items or data for analytical or
investigative purposes;

(d) To exchange, where appropriate, information with other States Parties
concerning specific means and methods used to commit the offences established in
accordance with this Convention, including the use of false identities, forged, altered
or false documents and other means of concealing activities, as well as cybercrime
tactics, techniques and procedures;

(e) To facilitate effective coordination between their competent authorities,
agencies and services and to promote the exchange of personnel and other experts,
including, subject to bilateral agreements or arrangements between the States Parties
concerned, the posting of liaison officers;

(f) To exchange information and coordinate administrative and other
measures taken, as appropriate, for the purpose of early identification of the offences
established in accordance with this Convention.
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2. With a view to giving effect to this Convention, States Parties shall consider
entering into bilateral or multilateral agreements or arrangements on direct
cooperation between their law enforcement agencies and, where such agreements or
arrangements already exist, amending them. In the absence of such agreements or
arrangements between the States Parties concerned, the States Parties may consider
this Convention to be the basis for mutual law enforcement cooperation in respect of
the offences established in accordance with this Convention. Whenever appropriate,
States Parties shall make full use of agreements or arrangements, including
international or regional organizations, to enhance the cooperation between their law
enforcement agencies.

Article 48
Joint investigations

States Parties shall consider concluding bilateral or multilateral agreements or
arrangements whereby, in relation to offences established in accordance with this
Convention that are the subject of criminal investigations, prosecutions or judicial
proceedings in one or more States, the competent authorities concerned may establish
joint investigative bodies. In the absence of such agreements or arrangements, joint
investigations may be undertaken by agreement on a case-by-case basis. The States
Parties involved shall ensure that the sovereignty of the State Party in whose territory
such investigations are to take place is fully respected.

Article 49
Mechanisms for the recovery of property through international cooperation
in confiscation

1.  Each State Party, in order to provide mutual legal assistance pursuant to article
50 of this Convention with respect to property acquired through or involved in the
commission of an offence established in accordance with this Convention, shall, in
accordance with its domestic law:

(a) Take such measures as may be necessary to permit its competent
authorities to give effect to an order of confiscation issued by a court of another State
Party;

(b) Take such measures as may be necessary to permit its competent
authorities, where they have jurisdiction, to order the confiscation of such property
of foreign origin by adjudication of an offence of money-laundering or such other
offence as may be within its jurisdiction or by other procedures authorized under its
domestic law; and

(c) Consider taking such measures as may be necessary to allow confiscation
of such property without a criminal conviction in cases in which the offender cannot
be prosecuted by reason of death, flight or absence or in other appropriate cases.

2. Each State Party, in order to provide mutual legal assistance upon a request
made pursuant to article 50, paragraph 2, of this Convention, shall, in accordance with
its domestic law:

(a) Take such measures as may be necessary to permit its competent
authorities to freeze or seize property upon a freezing or seizure order issued by a
court or competent authority of a requesting State Party that provides a reasonable
basis for the requested State Party to believe that there are sufficient grounds for
taking such actions and that the property would eventually be subject to an order of
confiscation for the purposes of paragraph 1 (a) of this article;

(b) Take such measures as may be necessary to permit its competent
authorities to freeze or seize property upon a request that provides a reasonable basis
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for the requested State Party to believe that there are sufficient grounds for taking
such actions and that the property would eventually be subject to an order of
confiscation for the purposes of paragraph 1 (a) of this article; and

(c) Consider taking additional measures to permit its competent authorities to
preserve property for confiscation, such as on the basis of a foreign arrest or criminal
charge related to the acquisition of such property.

Article 50
International cooperation for the purposes of confiscation

1. A State Party that has received a request from another State Party having
jurisdiction over an offence established in accordance with this Convention for the
confiscation of proceeds of crime, property, equipment or other instrumentalities
referred to in article 31, paragraph 1, of this Convention situated in its territory shall,
to the greatest extent possible within its domestic legal system:

(a) Submit the request to its competent authorities for the purpose of obtaining
an order of confiscation and, if such an order is granted, give effect to it; or

(b) Submit to its competent authorities, with a view to giving effect to it to the
extent requested, an order of confiscation issued by a court in the territory of the
requesting State Party in accordance with article 31, paragraph 1, of this Convention
insofar as it relates to proceeds of crime, property, equipment or other
instrumentalities situated in the territory of the requested State Party.

2.  Following a request made by another State Party having jurisdiction over an
offence established in accordance with this Convention, the requested State Party
shall take measures to identify, trace and freeze or seize proceeds of crime, property,
equipment or other instrumentalities referred to in article 31, paragraph 1, of this
Convention for the purpose of eventual confiscation to be ordered either by the
requesting State Party or, pursuant to a request under paragraph 1 of this article, by
the requested State Party.

3. The provisions of article 40 of this Convention are applicable, mutatis mutandis,
to this article. In addition to the information specified in article 40, paragraph 15, of
this Convention, requests made pursuant to this article shall contain:

(a) In the case of a request pertaining to paragraph 1 (a) of this article, a
description of the property to be confiscated, including, to the extent possible, the
location, and where relevant, the estimated value of the property and a statement of
the facts relied upon by the requesting State Party sufficient to enable the requested
State Party to seek the order under its domestic law;

(b) In the case of a request pertaining to paragraph 1 (b) of this article, a
legally admissible copy of an order of confiscation upon which the request is based
issued by the requesting State Party, a statement of the facts and information as to the
extent to which execution of the order is requested, a statement specifying the
measures taken by the requesting State Party to provide adequate notification to bona
fide third parties and to ensure due process, and a statement that the confiscation order
is final;

(c) Inthe case of a request pertaining to paragraph 2 of this article, a statement
of the facts relied upon by the requesting State Party and a description of the actions
requested and, where available, a legally admissible copy of an order on which the
request is based.

4.  The decisions or actions provided for in paragraphs 1 and 2 of this article shall
be taken by the requested State Party in accordance with and subject to the provisions
of its domestic law and its procedural rules or any bilateral or multilateral treaty,
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agreement or arrangement to which it may be bound in relation to the requesting State
Party.

5. Each State Party shall furnish copies of its laws and regulations that give effect
to this article and of any subsequent changes to such laws and regulations or a
description thereof to the Secretary-General of the United Nations.

6. If a State Party elects to make the taking of the measures referred to in
paragraphs 1 and 2 of this article conditional on the existence of a relevant treaty, that
State Party shall consider this Convention the necessary and sufficient treaty basis.

7. Cooperation under this article may also be refused or provisional measures may
be lifted if the requested State Party does not receive sufficient and timely evidence
or if the property is of a de minimis value.

8.  Before lifting any provisional measure taken pursuant to this article, the
requested State Party shall, wherever possible, give the requesting State Party an
opportunity to present its reasons in favour of continuing the measure.

9.  The provisions of this article shall not be construed as prejudicing the rights of
bona fide third parties.

10. States Parties shall consider concluding bilateral or multilateral treaties,
agreements or arrangements to enhance the effectiveness of international cooperation
undertaken pursuant to this article.

Article 51
Special cooperation

Without prejudice to its domestic law, each State Party shall endeavour to take
measures to permit it to forward, without prejudice to its own criminal investigations,
prosecutions or judicial proceedings, information on proceeds of offences established
in accordance with this Convention to another State Party without prior request, when
it considers that the disclosure of such information might assist the receiving State
Party in initiating or carrying out criminal investigations, prosecutions or judicial
proceedings or might lead to a request by that State Party under article 50 of this
Convention.

Article 52
Return and disposal of confiscated proceeds of crime or property

1.  Proceeds of crime or property confiscated by a State Party pursuant to article 31
or 50 of this Convention shall be disposed of by that State Party in accordance with
its domestic law and administrative procedures.

2. When acting on a request made by another State Party in accordance with article
50 of this Convention, States Parties shall, to the extent permitted by domestic law
and if so requested, give priority consideration to returning the confiscated proceeds
of crime or property to the requesting State Party so that it can give compensation to
the victims of the crime or return such proceeds of crime or property to their prior
legitimate owners.

3. When acting on a request made by another State Party in accordance with
articles 31 and 50 of this Convention, a State Party may, after due consideration has
been given to compensation of victims, give special consideration to concluding
agreements or arrangements on:

(a) Contributing the value of such proceeds of crime or property or funds
derived from the sale of such proceeds of crime or property or a part thereof to the
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account designated in accordance with article 56, paragraph 2 (c), of this Convention,
and to intergovernmental bodies specializing in the fight against cybercrime;

(b) Sharing with other States Parties, on a regular or case-by-case basis, such
proceeds of crime or property, or funds derived from the sale of such proceeds of
crime or property, in accordance with its domestic law or administrative procedures.

4.  Where appropriate, unless States Parties decide otherwise, the requested State
Party may deduct reasonable expenses incurred in investigations, prosecutions or
judicial proceedings leading to the return or disposition of confiscated property
pursuant to this article.

Chapter VI
Preventive measures

Article 53
Preventive measures

1.  Each State Party shall endeavour, in accordance with fundamental principles of
its legal system, to develop and implement or maintain effective and coordinated
policies and best practices to reduce existing or future opportunities for cybercrime
through appropriate legislative, administrative or other measures.

2. Each State Party shall take appropriate measures, within its means and in
accordance with fundamental principles of its domestic law, to promote the active
participation of relevant individuals and entities outside the public sector, such as
non-governmental organizations, civil society organizations, academic institutions
and private sector entities, as well as the general public, in the relevant aspects of
prevention of the offences established in accordance with this Convention.

3. Preventive measures may include:

(a) Strengthening cooperation between law enforcement agencies or
prosecutors and relevant individuals and entities outside the public sector, such as
non-governmental organizations, civil society organizations, academic institutions
and private sector entities for the purpose of addressing relevant aspects of preventing
and combating the offences established in accordance with this Convention;

(b) Promoting public awareness regarding the existence, causes and gravity of
the threat posed by the offences established in accordance with this Convention
through public information activities, public education, media and information
literacy programmes and curricula that promote public participation in preventing and
combating such offences;

(¢) Building and making efforts to increase the capacity of domestic criminal
justice systems, including training and developing expertise among criminal justice
practitioners, as part of national prevention strategies against the offences established
in accordance with this Convention;

(d) Encouraging service providers to take effective measures, where feasible
in the light of national circumstances and to the extent permitted by domestic law, to
strengthen the security of the service providers’ products, services and customers;

(e) Recognizing the contributions of the legitimate activities of security
researchers when intended solely, and to the extent permitted and subject to the
conditions prescribed by domestic law, to strengthen and improve the security of
service providers’ products, services and customers located within the territory of the
State Party;
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(f) Developing, facilitating and promoting programmes and activities in order
to discourage those at risk of engaging in cybercrime from becoming offenders and
to develop their skills in a lawful manner;

(g) Endeavouring to promote the reintegration into society of persons
convicted of offences established in accordance with this Convention;

(h) Developing strategies and policies, in accordance with domestic law, to
prevent and eradicate gender-based violence that occurs through the use of an
information and communications technology system, as well as taking into
consideration the special circumstances and needs of persons in vulnerable situations
in developing preventive measures;

(1)  Undertaking specific and tailored efforts to keep children safe online,
including through education and training on and raising public awareness of child
sexual abuse or child sexual exploitation online and through revising domestic legal
frameworks and enhancing international cooperation aimed at its prevention, as well
as making efforts to ensure the swift removal of child sexual abuse and child sexual
exploitation material;

() Enhancing the transparency of and promoting the contribution of the
public to decision-making processes and ensuring that the public has adequate access
to information;

(k) Respecting, promoting and protecting the freedom to seek, receive and
impart public information concerning cybercrime;

(I)  Developing or strengthening support programmes for victims of the
offences established in accordance with this Convention;

(m) Preventing and detecting transfers of proceeds of crime and property
related to the offences established in accordance with this Convention.

4.  Each State Party shall take appropriate measures to ensure that the relevant
competent authority or authorities responsible for preventing and combating
cybercrime are known and accessible to the public, where appropriate, for the
reporting, including anonymously, of any incident that may be considered a criminal
offence established in accordance with this Convention.

5. States Parties shall endeavour to periodically evaluate existing relevant national
legal frameworks and administrative practices with a view to identifying gaps and
vulnerabilities and ensuring their relevance in the face of changing threats posed by
the offences established in accordance with this Convention.

6.  States Parties may collaborate with each other and with relevant international
and regional organizations in promoting and developing the measures referred to in
this article. This includes participation in international projects aimed at the
prevention of cybercrime.

7.  Each State Party shall inform the Secretary-General of the United Nations of the
name and address of the authority or authorities that may assist other States Parties
in developing and implementing specific measures to prevent cybercrime.

Chapter VII
Technical assistance and information exchange

Article 54
Technical assistance and capacity-building

1. States Parties shall, according to their capacity, consider affording one another
the widest measure of technical assistance and capacity-building, including training
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and other forms of assistance, the mutual exchange of relevant experience and
specialized knowledge and the transfer of technology on mutually agreed terms,
taking into particular consideration the interests and needs of developing States
Parties, with a view to facilitating the prevention, detection, investigation and
prosecution of the offences covered by this Convention.

2. States Parties shall, to the extent necessary, initiate, develop, implement or
improve specific training programmes for their personnel responsible for the
prevention, detection, investigation and prosecution of the offences covered by this
Convention.

3. Activities referred to in paragraphs 1 and 2 of this article may deal, to the extent
permitted by domestic law, with the following:

(a) Methods and techniques used in the prevention, detection, investigation
and prosecution of the offences covered by this Convention;

(b) Building capacity in the development and planning of strategic policies
and legislation to prevent and combat cybercrime;

(c) Building capacity in the collection, preservation and sharing of evidence,
in particular in electronic form, including the maintenance of the chain of custody
and forensic analysis;

(d) Modern law enforcement equipment and the use thereof;

(e) Training of competent authorities in the preparation of requests for mutual
legal assistance and other means of cooperation that meet the requirements of this
Convention, especially for the collection, preservation and sharing of evidence in
electronic form;

(f) Prevention, detection and monitoring of the movements of proceeds
deriving from the commission of the offences covered by this Convention, property,
equipment or other instrumentalities and methods used for the transfer, concealment
or disguise of such proceeds, property, equipment or other instrumentalities;

(g) Appropriate and efficient legal and administrative mechanisms and
methods for facilitating the seizure, confiscation and return of proceeds of offences
covered by this Convention;

(h) Methods used in the protection of victims and witnesses who cooperate
with judicial authorities;

(i) Training in relevant substantive and procedural law, and law enforcement
investigation powers, as well as in national and international regulations and in
languages.

4.  States Parties shall, subject to their domestic law, endeavour to leverage the
expertise of and cooperate closely with other States Parties and relevant international
and regional organizations, non-governmental organizations, civil society
organizations, academic institutions and private sector entities, with a view to
enhancing the effective implementation of this Convention.

5. States Parties shall assist one another in planning and implementing research
and training programmes designed to share expertise in the areas referred to in
paragraph 3 of this article, and to that end shall also, when appropriate, use regional
and international conferences and seminars to promote cooperation and to stimulate
discussion on problems of mutual concern.

6.  States Parties shall consider assisting one another, upon request, in conducting
evaluations, studies and research relating to the types, causes and effects of offences
covered by this Convention committed in their respective territories, with a view to
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developing, with the participation of the competent authorities and relevant
non-governmental organizations, civil society organizations, academic institutions
and private sector entities, strategies and action plans to prevent and combat
cybercrime.

7.  States Parties shall promote training and technical assistance that facilitates
timely extradition and mutual legal assistance. Such training and technical assistance
may include language training, assistance with the drafting and handling of mutual
legal assistance requests, and secondments and exchanges between personnel in
central authorities or agencies with relevant responsibilities.

8.  States Parties shall strengthen, to the extent necessary, efforts to maximize the
effectiveness of technical assistance and capacity-building in international and
regional organizations and in the framework of relevant bilateral and multilateral
agreements or arrangements.

9.  States Parties shall consider establishing voluntary mechanisms with a view to
contributing financially to the efforts of developing countries to implement this
Convention through technical assistance programmes and capacity-building projects.

10. Each State Party shall endeavour to make voluntary contributions to the United
Nations Office on Drugs and Crime for the purpose of fostering, through the Office,
programmes and projects with a view to implementing this Convention through
technical assistance and capacity-building.

Article 55
Exchange of information

1.  Each State Party shall consider analysing, as appropriate, in consultation with
relevant experts, including from non-governmental organizations, civil society
organizations, academic institutions and private sector entities, trends in its territory
with respect to offences covered by this Convention, as well as the circumstances in
which such offences are committed.

2. States Parties shall consider developing and sharing with each other and through
international and regional organizations statistics, analytical expertise and
information concerning cybercrime, with a view to developing, insofar as possible,
common definitions, standards and methodologies, as well as best practices, to
prevent and combat such crime.

3.  Each State Party shall consider monitoring its policies and practical measures
to prevent and combat offences covered by this Convention and making assessments
of their effectiveness and efficiency.

4.  States Parties shall consider exchanging information on legal, policy and
technological developments related to cybercrime and the collection of evidence in
electronic form.

Article 56
Implementation of the Convention through economic development and
technical assistance

1. States Parties shall take measures conducive to the optimal implementation of
this Convention to the extent possible, through international cooperation, taking into
account the negative effects of the offences covered by this Convention on society in
general and, in particular, on sustainable development.

2. States Parties are strongly encouraged to make concrete efforts, to the extent
possible and in coordination with each other, as well as with international and regional
organizations:
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(a) To enhance their cooperation at various levels with other States Parties, in
particular developing countries, with a view to strengthening their capacity to prevent
and combat the offences covered by this Convention;

(b) To enhance financial and material assistance to support the efforts of other
States Parties, in particular developing countries, in effectively preventing and
combating the offences covered by this Convention and to help them to implement
this Convention;

(c) To provide technical assistance to other States Parties, in particular
developing countries, in support of meeting their needs regarding the implementation
of this Convention. To that end, States Parties shall endeavour to make adequate and
regular voluntary contributions to an account specifically designated for that purpose
in a United Nations funding mechanism;

(d) To encourage, as appropriate, non-governmental organizations, civil
society organizations, academic institutions and private sector entities, as well as
financial institutions, to contribute to the efforts of States Parties, including in
accordance with this article, in particular by providing more training programmes and
modern equipment to developing countries in order to assist them in achieving the
objectives of this Convention;

(e) To exchange best practices and information with regard to activities
undertaken, with a view to improving transparency, avoiding duplication of effort and
making best use of any lessons learned.

3. States Parties shall also consider using existing subregional, regional and
international programmes, including conferences and seminars, to promote
cooperation and technical assistance and to stimulate discussion on problems of
mutual concern, including the special problems and needs of developing countries.

4.  To the extent possible, States Parties shall ensure that resources and efforts are
distributed and directed to support the harmonization of standards, skills, capacity,
expertise and technical capabilities with the aim of establishing common minimum
standards among States Parties to eradicate safe havens for the offences covered by
this Convention and strengthen the fight against cybercrime.

5. To the extent possible, the measures taken under this article shall be without
prejudice to existing foreign assistance commitments or to other financial cooperation
arrangements at the bilateral, regional or international levels.

6.  States Parties may conclude bilateral, regional or multilateral agreements or
arrangements on material and logistical assistance, taking into consideration the
financial arrangements necessary for the means of international cooperation provided
for by this Convention to be effective and for the prevention, detection, investigation
and prosecution of the offences covered by this Convention.

Chapter VIII
Mechanism of implementation

Article 57
Conference of the States Parties to the Convention

1. A Conference of the States Parties to the Convention is hereby established to
improve the capacity of and cooperation between States Parties to achieve the
objectives set forth in this Convention and to promote and review its implementation.

2. The Secretary-General of the United Nations shall convene the Conference of the
States Parties not later than one year following the entry into force of this Convention.
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Thereafter, regular meetings of the Conference shall be held in accordance with the
rules of procedure adopted by the Conference.

3.  The Conference of the States Parties shall adopt rules of procedure and rules
governing the activities set forth in this article, including rules concerning the
admission and participation of observers, and the payment of expenses incurred in
carrying out those activities. Such rules and related activities shall take into account
principles such as effectiveness, inclusivity, transparency, efficiency and national
ownership.

4. In establishing its regular meetings, the Conference of the States Parties shall
take into account the time and location of the meetings of other relevant international
and regional organizations and mechanisms in similar matters, including their
subsidiary treaty bodies, consistent with the principles identified in paragraph 3 of
this article.

5. The Conference of the States Parties shall agree upon activities, procedures and
methods of work to achieve the objectives set forth in paragraph 1 of this article,
including:

(a) Facilitating the effective use and implementation of this Convention, the
identification of any problems thereof, as well as the activities carried out by States
Parties under this Convention, including encouraging the mobilization of voluntary
contributions;

(b) Facilitating the exchange of information on legal, policy and technological
developments pertaining to the offences established in accordance with this
Convention and the collection of evidence in electronic form among States Parties
and relevant international and regional organizations, as well as non-governmental
organizations, civil society organizations, academic institutions and private sector
entities, in accordance with domestic law, as well as on patterns and trends in
cybercrime and on successful practices for preventing and combating such offences;

(c) Cooperating with relevant international and regional organizations, as well
as non-governmental organizations, civil society organizations, academic institutions
and private sector entities;

(d) Making appropriate use of relevant information produced by other
international and regional organizations and mechanisms for preventing and
combating the offences established in accordance with this Convention, in order to
avoid unnecessary duplication of work;

(e) Reviewing periodically the implementation of this Convention by its
States Parties;

(f) Making recommendations to improve this Convention and its
implementation as well as considering possible supplementation or amendment of the
Convention;

(g) Elaborating and adopting supplementary protocols to this Convention on
the basis of articles 61 and 62 of this Convention;

(h) Taking note of the technical assistance and capacity-building requirements
of States Parties regarding the implementation of this Convention and recommending
any action it may deem necessary in that respect.

6. Each State Party shall provide the Conference of the States Parties with
information on legislative, administrative and other measures, as well as on its
programmes, plans and practices, to implement this Convention, as required by the
Conference. The Conference shall examine the most effective way of receiving and
acting upon information, including, inter alia, information received from States

41/46



A/RES/79/243

United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information
and Communications Technology Systems and for the Sharing of Evidence in
Electronic Form of Serious Crimes

42/46

Parties and from competent international and regional organizations. Inputs received
from representatives of relevant non-governmental organizations, civil society
organizations, academic institutions and private sector entities, duly accredited in
accordance with procedures to be decided upon by the Conference, may also be
considered.

7.  For the purpose of paragraph 5 of this article, the Conference of the States
Parties may establish and administer such review mechanisms as it considers
necessary.

8.  Pursuant to paragraphs 5 to 7 of this article, the Conference of the States Parties
shall establish, if it deems necessary, any appropriate mechanisms or subsidiary
bodies to assist in the effective implementation of the Convention.

Article 58
Secretariat

1. The Secretary-General of the United Nations shall provide the necessary
secretariat services to the Conference of the States Parties to the Convention.

2. The secretariat shall:

(a) Assist the Conference of the States Parties in carrying out the activities set
forth in this Convention and make arrangements and provide the necessary services
for the sessions of the Conference as they pertain to this Convention;

(b) Upon request, assist States Parties in providing information to the
Conference of the States Parties, as envisaged in this Convention; and

(c) Ensure the necessary coordination with the secretariats of relevant
international and regional organizations.

Chapter IX
Final provisions

Article 59
Implementation of the Convention

1.  Each State Party shall take the necessary measures, including legislative and
administrative measures, in accordance with fundamental principles of its domestic
law, to ensure the implementation of its obligations under this Convention.

2. Each State Party may adopt more strict or severe measures than those provided
for by this Convention for preventing and combating the offences established in
accordance with this Convention.

Article 60
Effects of the Convention

1.  If two or more States Parties have already concluded an agreement or treaty on
the matters dealt with in this Convention or have otherwise established their relations
on such matters, or should they in future do so, they shall also be entitled to apply
that agreement or treaty or to regulate those relations accordingly.

2. Nothing in this Convention shall affect other rights, restrictions, obligations and
responsibilities of a State Party under international law.
Article 61

Relation with protocols

1. This Convention may be supplemented by one or more protocols.
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2.  In order to become a Party to a protocol, a State or a regional economic
integration organization must also be a Party to this Convention.

3. A State Party to this Convention is not bound by a protocol unless it becomes a
Party to the protocol in accordance with the provisions thereof.

4.  Any protocol to this Convention shall be interpreted together with this
Convention, taking into account the purpose of that protocol.

Article 62
Adoption of supplementary protocols

1. At least 60 States Parties shall be required before any supplementary protocol
is considered for adoption by the Conference of the States Parties. The Conference
shall make every effort to achieve consensus on any supplementary protocol. If all
efforts at consensus have been exhausted and no agreement has been reached, the
supplementary protocol shall, as a last resort, require for its adoption at least a
two-thirds majority vote of the States Parties present and voting at the meeting of the
Conference.

2.  Regional economic integration organizations, in matters within their
competence, shall exercise their right to vote under this article with a number of votes
equal to the number of their member States that are Parties to this Convention. Such
organizations shall not exercise their right to vote if their member States exercise
theirs and vice versa.

Article 63
Settlement of disputes

1.  States Parties shall endeavour to settle disputes concerning the interpretation or
application of this Convention through negotiation or any other peaceful means of
their own choice.

2. Any dispute between two or more States Parties concerning the interpretation
or application of this Convention that cannot be settled through negotiation or other
peaceful means within a reasonable time shall, at the request of one of those States
Parties, be submitted to arbitration. If, six months after the date of the request for
arbitration, those States Parties are unable to agree on the organization of the
arbitration, any one of those States Parties may refer the dispute to the International
Court of Justice by request in accordance with the Statute of the Court.

3. Each State Party may, at the time of signature, ratification, acceptance or
approval of or accession to this Convention, declare that it does not consider itself
bound by paragraph 2 of this article. The other States Parties shall not be bound by
paragraph 2 of this article with respect to any State Party that has made such a
reservation.

4. Any State Party that has made a reservation in accordance with paragraph 3 of
this article may at any time withdraw that reservation by notification to the Secretary -
General of the United Nations.

Article 64
Signature, ratification, acceptance, approval and accession

1. This Convention shall be open to all States for signature in Hanoi in 2025 and
thereafter at United Nations Headquarters in New York until 31 December 2026.

2. This Convention shall also be open for signature by regional economic
integration organizations, provided that at least one member State of such an
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organization has signed this Convention in accordance with paragraph 1 of this
article.

3. This Convention is subject to ratification, acceptance or approval. Instruments
of ratification, acceptance or approval shall be deposited with the Secretary -General
of the United Nations. A regional economic integration organization may deposit its
instrument of ratification, acceptance or approval if at least one of its member States
has done likewise. In that instrument of ratification, acceptance or approval, such
organization shall declare the extent of its competence with respect to the matters
governed by this Convention. Such organization shall also inform the depositary of
any relevant modification in the extent of its competence.

4.  This Convention is open for accession by any State or any regional economic
integration organization of which at least one member State is a Party to this
Convention. Instruments of accession shall be deposited with the Secretary-General
of the United Nations. At the time of its accession, a regional economic integration
organization shall declare the extent of its competence with respect to matters
governed by this Convention. Such organization shall also inform the depositary of
any relevant modification in the extent of its competence.

Article 65
Entry into force

1.  This Convention shall enter into force on the ninetieth day after the date of
deposit of the fortieth instrument of ratification, acceptance, approval or accession.
For the purpose of this paragraph, any instrument deposited by a regional economic
integration organization shall not be counted as additional to those deposited by
member States of that organization.

2. For each State or regional economic integration organization ratifying,
accepting, approving or acceding to this Convention after the deposit of the fortieth
instrument of such action, this Convention shall enter into force on the thirtieth day
after the date of deposit by such State or organization of the relevant instrument or on
the date on which this Convention enters into force pursuant to paragraph 1 of this
article, whichever is later.

Article 66
Amendment

1. After the expiry of five years from the entry into force of this Convention, a
State Party may propose an amendment and transmit it to the Secretary-General of
the United Nations, who shall thereupon communicate the proposed amendment to
the States Parties and to the Conference of the States Parties to the Convention for
the purpose of considering and deciding on the proposal. The Conference shall make
every effort to achieve consensus on each amendment. If all efforts at consensus have
been exhausted and no agreement has been reached, the amendment shall, as a last
resort, require for its adoption a two-thirds majority vote of the States Parties present
and voting at the meeting of the Conference.

2. Regional economic integration organizations, in matters within their
competence, shall exercise their right to vote under this article with a number of votes
equal to the number of their member States that are Parties to this Convention. Such
organizations shall not exercise their right to vote if their member States exercise
theirs and vice versa.

3.  Anamendment adopted in accordance with paragraph 1 of this article is subject
to ratification, acceptance or approval by States Parties.
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4.  Anamendment adopted in accordance with paragraph 1 of this article shall enter
into force in respect of a State Party 90 days after the date of the deposit with the
Secretary-General of the United Nations of an instrument of ratification, acceptance
or approval of such amendment.

5. When an amendment enters into force, it shall be binding on those States Parties
that have expressed their consent to be bound by it. Other States Parties shall still be
bound by the provisions of this Convention and any earlier amendments that they
have ratified, accepted or approved.

Article 67
Denunciation

1. A State Party may denounce this Convention by written notification to the
Secretary-General of the United Nations. Such denunciation shall become effective
one year after the date of receipt of the notification by the Secretary -General.

2. A regional economic integration organization shall cease to be a Party to this
Convention when all of its member States have denounced it.

3. Denunciation of this Convention in accordance with paragraph 1 of this article
shall entail the denunciation of any protocols thereto.

Article 68
Depositary and languages

1.  The Secretary-General of the United Nations is designated depositary of this
Convention.

2. The original of this Convention, of which the Arabic, Chinese, English, French,
Russian and Spanish texts are equally authentic, shall be deposited with the Secretary -
General of the United Nations.

IN WITNESS WHEREOF, the undersigned plenipotentiaries, being duly
authorized thereto by their respective Governments, have signed this Convention.!

Annex

Interpretative notes on specific articles of the United Nations Convention against
Cybercrime; Strengthening International Cooperation for Combating Certain
Crimes Committed by Means of Information and Communications Technology
Systems and for the Sharing of Evidence in Electronic Form of Serious Crimes

Article 2

1. The definition of the term “service provider” in article 2 (e) includes, in
subparagraph (ii), those entities that store or otherwise process electronic data on
behalf of the users of the services set out in subparagraph (i). For example, under this
definition, a service provider includes both services that provide hosting and caching
services and services that provide a connection to a network. However, persons who
merely use the service of a web hosting company to host their websites are not
intended to be covered by this definition.

2. States parties are not obliged to reproduce verbatim in their domestic laws the
same terminology defined in article 2 of the convention, provided that those laws

5N

It is noted that interpretative notes on articles 2, 17, 23 and 35 of this Convention were annexed
by the Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes to the report on
its reconvened concluding session, held from 29 July to 9 August 2024 in New York.
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cover such concepts in a manner consistent with the principles and purposes of the
convention and offer an equivalent framework for its implementation.

Article 17

3.  Inthe framework of the convention, an offence shall only be deemed an offence
under article 17 when the predicate offence is an offence established in accordance
with articles 7 to 16 of the convention.

Articles 23 and 35, with regard to the term “investigation”

4.  The term “criminal investigations” covers situations where there are reasonable
grounds to believe, on the basis of factual circumstances, that a criminal offence
(including an offence set out in article 19 of the convention) has been committed or
is being committed, including when such an investigation is aimed at stopping or
impeding the commission of the offence in question.

Article 35

5. Outside the convention, States parties may afford one another, in accordance
with their international obligations, any other forms of international cooperation
allowed by the domestic law of the requested State party, applicable mutual legal
assistance treaties or equivalent arrangements.
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Radni prevod

KONVENCIJA UJEDINJENIH NACIJA PROTIV SAJBER KRIMINALA - JACANJE
MEDUNARODNE SARADNJE U BORBI PROTIV ODREDENIH KRIVICNIH DJELA IZVRSENIH
PUTEM SISTEMA INFORMACIONIH | KOMUNIKACIONIH TEHNOLOGIJA | RAZMJENI
DOKAZA U ELEKTRONSKOM OBLIKU ZA TESKA KRIVICNA DJELA

PREAMBULA

Drzave ugovornice ove Konvencije,

Imajuéi u vidu ciljeve i naCela Povelje Ujedinjenih nacija,

Konstatuju¢i da informacione i komunikacione tehnologije, iako imaju ogroman potencijal za
razvoj drustava, stvaraju nove mogucénosti za ucinioce, mogu doprinijeti povecanju stope i
raznovrsnosti kriminalnih aktivnosti i mogu negativno uticati na drzave, privredne subjekte i dobrobit
pojedinaca i drustva u cjelini,

Zabrinute zbog toga Sto upotreba sistema informacionih i komunikacionih tehnologija moze
znacajno uticati na obim, brzinu i rasprostranjenost krivicnih djela, uklju€ujuéi kriviCna djela povezana
sa terorizmom i transnacionalnim organizovanim kriminalom, kao $to su trgovina ljudima,
krijumcarenje migranata, nezakonita proizvodnja i trgovina vatrenim oruzjem, njegovim djelovima i
komponentama i municijom, trgovina drogama i trgovina kulturnim dobrima,

Uvjerene u potrebu da se, kao prioritet, vodi globalna politika krivicnog pravosuda usmjerena na
zastitu drustva od sajber kriminala, izmedu ostalog, donoSenjem odgovarajuéih propisa, utvrdivanjem
zajednickih kriviénih djela i procesnih ovlaséenja i podsticanjem medunarodne saradnje radi
djelotvornijeg spreCavanja i suzbijanja takvih aktivnosti na nacionalnom, regionalnom i
medunarodnom nivou,

Odlu¢ne da onima koji se bave sajber kriminalom uskrate sigurno utoCiste tako $to ¢e se ova
krivicna djela goniti gdje god budu izvrSena,

Nagladavajuci potrebu za unapredenjem koordinacije i saradnje izmedu drzava, izmedu ostalog,
pruzanjem tehnicke pomoci i jaCanjem kapaciteta, uklju€ujuéi prenos tehnologije pod medusobno
dogovorenim uslovima, drzavama, narocito drzavama u razvoju, na njihov zahtjev, radi unapredenja
nacionalnog zakonodavstva i okvira i jaCanja kapaciteta nacionalnih organa za postupanje u oblasti
sajber kriminala u svim njegovim oblicima, ukljuujuc¢i njegovo spreCavanje, otkrivanje, istragu i
krivicno gonjenje, i istiCu¢i u tom kontekstu ulogu Ujedinjenih nacija,

Prepoznajuci sve veci broj Zrtava sajber kriminala, zna€aj ostvarivanja pravde za te Zrtve i potrebu
da se u mjerama za spreCavanje i suzbijanje krivicnih djela obuhvacenih ovom Konvencijom odgovori
na potrebe lica u ranjivom polozaju,

Odluéne da djelotvornije spre€avaju, otkrivaju i suzbijaju medunarodne transfere imovine steCene
kao rezultat sajber kriminala i da jaCaju medunarodnu saradnju u povracaju i vracanju prihoda od
kriviCnih djela utvrdenih u skladu sa ovom Konvencijom,

Imajuci u vidu da su spreavanje i borba protiv sajber kriminala odgovornost svih drzava i da one
moraju medusobno saradivati, uz podrsku i uceScée relevantnih medunarodnih i regionalnih
organizacija, kao i nevladinih organizacija, organizacija civilnog drustva, akademskih institucija i
subjekata privatnog sektora, ako njihovi napori u ovoj oblasti treba da budu djelotvorni,
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Prepoznajucéi znacaj ukljucivanja rodne perspektive u sve relevantne aktivnosti za spre€avanje i
suzbijanje krivicnih djela obuhvacenih ovom Konvencijom, u skladu sa domaéim pravom,

Imajuci u vidu potrebu ostvarivanja cilieva organa za sprovodenje zakona i obezbjedivanja
postovanija ljudskih prava i osnovnih sloboda sadrzanih u primjenjivim medunarodnim i regionalnim
instrumentima,

Potvrdujuéi pravo na zastitu od proizvoljnog ili nezakonitog mijeSanja u privatnost i znacaj zastite
licnih podataka,

Pohvaljujuéi rad Kancelarije Ujedinjenih nacija za droge i kriminal i drugih medunarodnih i
regionalnih organizacija na spre€avanju i suzbijanju sajber kriminala,

Podsjeéajuéi na rezolucije Generalne skupstine 74/247 od 27. decembra 2019. godine i 75/282
od 26. maja 2021. godine,

Uzimajuéi u obzir postojece medunarodne i regionalne konvencije i ugovore o saradnji u krivicnim
stvarima, kao i sli¢ne ugovore koji postoje izmedu drzava ¢lanica Ujedinjenih nacija,

Sporazumijele su se kako slijedi:

POGLAVLJE |
OPSTE ODREDBE

Clan 1
Predmet

Predmet ove Konvencije je da:

(a) promoviSe i jaCa mjere za djelotvornije i efikasnije spre€avanije i borbu protiv sajber kriminala;

(b) promoviSe, olak8ava i jata medunarodnu saradnju u spre€avanju i borbi protiv sajber
kriminala; i

(c) promovise, olakSava i podrzava tehniCku pomoc i jacanje kapaciteta radi spre€avanja i borbe
protiv sajber kriminala, naroc€ito u korist drzava u razvoju.

Clan 2
Znacenje izraza

Za potrebe ove Konvencije:

(a) ,sistem informacionih i komunikacionih tehnologija“® oznaava svaki uredaj ili grupu
medusobno povezanih ili povezanih uredaja, od kojih jedan ili viSe njih, na osnovu programa,
prikuplja, skladisti i automatski obraduje elektronske podatke;

(b) ,elektronski podaci“ oznaCavaju svako predstavljanje €injenica, informacija ili koncepata u
obliku pogodnom za obradu u sistemu informacionih i komunikacionih tehnologija, uklju€ujuci
program kojim se sistem informacionih i komunikacionih tehnologija moze navesti da izvrSava
odredenu funkciju;

(c) ,podaci o saobrac¢aju“ oznacavaju elektronske podatke koji se odnose na komunikaciju putem
sistema informacionih i komunikacionih tehnologija, koje generiSe sistem informacionih i
komunikacionih tehnologija koji je bio dio komunikacionog lanca, a koji ukazuju na porijeklo,
odrediste, putanju, vrijeme, datum, veliinu, trajanje ili vrstu osnovne usluge komunikacije;



(d) ,podaci o sadrzaju“ oznaCavaju elektronske podatke, osim podataka o pretplatniku ili podataka
0 saobracdaju, koji se odnose na sadrzinu podataka prenesenih putem sistema informacionih i
komunikacionih tehnologija, uklju€ujuci, ali ne ograniCavajuci se na, slike, tekstualne poruke,
glasovne poruke, audio zapise i video zapise;

(e) ,pruzalac usluga“ ozna€ava svaki javni ili privatni subjekt koiji:

(i) korisnicima svojih usluga omogucava komunikaciju putem sistema informacionih i
komunikacionih tehnologija; ili

(i) obraduje ili skladisti elektronske podatke u ime takve komunikacione usluge ili korisnika takve
usluge;

(f) ,podaci o pretplatniku“ oznacavaju sve informacije koje €uva pruzalac usluga, a koje se odnose
na pretplatnike njegovih usluga, osim podataka o saobracaju ili podataka o sadrZaju, na osnovu kojih
se moze utvrditi:

(i) vrsta koriS¢ene komunikacione usluge, tehnicke odredbe u vezi sa njom i period pruzanja
usluge;

(i) identitet pretplatnika, posStanska ili geografska adresa, broj telefona ili drugi pristupni broj,
podaci o obracunu ili pla¢anju dostupni na osnovu ugovora ili drugog aranZmana o pruzanju usluge;

(iii) druge informacije o mjestu instalacije komunikacione opreme, dostupne na osnovu ugovora
ili drugog aranzmana o pruzanju usluge;

(9) ,licni podaci“ ozna€avaju sve informacije koje se odnose na identifikovano ili odredivo fizicko
lice;

(h) ,tesko krivi€no djelo® oznaCava ponaSanje koje predstavlja krivicno djelo za koje je propisana
kazna liSenja slobode u trajanju od najmanje Cetiri godine ili teZza kazna;

(i) ,imovina“ oznaCava imovinu svake vrste, bilo materijalnu ili nematerijalnu, pokretnu ili
nepokretnu, tjielesnu ili bestjelesnu, uklju€ujuéi virtuelnu imovinu, kao i pravne isprave ili instrumente
kojima se dokazuje pravo svojine ili drugo pravo na takvoj imovini;

(j) »prihod od kriminalne djelatnosti“ oznacava svaku imovinu ste€enu ili pribavljenu, neposredno
ili posredno, izvrSenjem krivicnog djela;

(k) ,zamrzavanje“ ili ,privremeno oduzimanje® oznaCava priviemenu zabranu prenosa,
pretvaranja, raspolaganja ili kretanja imovine ili privremeno preuzimanje Cuvanja ili kontrole nad
imovinom na osnovu naredbe suda ili drugog nadleznog organa;

() ,konfiskacija“, koja obuhvata oduzimanje imovine kada je to primjenjivo, oznaava trajno
oduzimanje imovine na osnovu naredbe suda ili drugog nadleZnog organa;

(m) ,predikatno krivicno djelo“ oznacava svako kriviéno djelo kojim je ostvaren prihod koji moze
postati predmet krivicnog djela iz ¢lana 17 ove Konvencije;

(n) ,organizacija za regionalnu ekonomsku integraciju“ oznaava organizaciju koju su osnovale
suverene drzave odredenog regiona na koju su drzave Clanice prenijele nadleznost u pogledu pitanja
uredenih ovom Konvencijom i koja je, u skladu sa svojim unutrasSnjim postupcima, propisno
ovlas¢ena da potpiSe, ratifikuje, prihvati, odobri ili pristupi Konvenciji; upuéivanje na ,drzave
ugovornice® u ovoj Konvenciji odnosi se na takve organizacije u granicama njihove nadleznosti;

(o) ,vanredna situacija“oznacava situaciju u kojoj postoji zna€ajan i neposredan rizik po zZivot ili
bezbjednost bilo kog fizickog lica.



Clan 3
Podrucje primjene

Ova Konvencija primjenjuje se, osim ako je drugadije odredeno, na:

(a) spreCavanje, istragu i krivicno gonjenje kriviénih djela utvrdenih u skladu sa ovom
Konvencijom, ukljuujuc¢i zamrzavanje, privremeno oduzimanje, konfiskaciju i vracanje prihoda od tih
krivicnih djela;

(b) prikupljanje, pribavljanje, Cuvanje i razmjenu dokaza u elektronskom obliku za potrebe
krivicnih istraga ili postupaka, kako je predvideno €&l. 23 i 35 ove Konvencije.

Clan 4
Kriviéna djela utvrdena u skladu sa drugim konvencijama i protokolima Ujedinjenih nacija

1. Pri sprovodenju drugih primjenjivih konvencija i protokola Ujedinjenih nacija kojih su drzave
ugovornice strane, drZzave ugovornice obezbjeduju da se krivicna djela utvrdena u skladu sa tim
konvencijama i protokolima smatraju krivicnim djelima i prema domacem pravu kada su izvrSena
koriS¢enjem sistema informacionih i komunikacionih tehnologija.

2. Nista u ovom ¢lanu ne tumacdi se tako da utvrduje krivi¢na djela u skladu sa ovom Konvencijom.

Clan5
Zastita suvereniteta

1. Drzave ugovornice izvrSavaju obaveze iz ove Konvencije na nacin koji je u skladu sa nacelima
suverene jednakosti i teritorijalnog integriteta drzava i naCelom nemijeSanja u unutradnje poslove
drugih drzava.

2. NiSta u ovoj Konvenciji ne daje pravo drzavi ugovornici da na teritoriji druge drzave vrSi
jurisdikciju i obavlja funkcije koje su domaéim pravom te druge drzave iskljuCivo rezervisane za njene
organe.

Clan 6
Postovanje ljudskih prava

1. Drzave ugovornice obezbjeduju da je sprovodenje njihovih obaveza na osnovu ove
Konvencije u skladu sa njihovim obavezama prema medunarodnom pravu o ljudskim pravima.

2. Nista u ovoj Konvenciji ne smije se tumaciti na nacin koji dopusta krSenje ljudskih prava ili
osnovnih sloboda, ukljuCuju¢i prava koja se odnose na slobodu izrazavanja, savjesti, misljenja,
vjeroispovijesti ili uvjerenja, mirnog okupljanja i udruzivanja, u kontekstu primjenjivog medunarodnog
prava o ljudskim pravima i u skladu sa njim.



Poglavlje Il.
Kriminalizacija
Clan 7
Nezakonit pristup

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivicno djelo prema njenom domacéem pravu utvrdi, kada je izvrSen namjerno, pristup cijelom
sistemu informacionih i komunikacionih tehnologija ili njegovom dijelu bez ovla$c¢enja.

2. Drzava ugovornica moze zahtijevati da krivicno djelo bude izvrSeno povredom mijera
bezbjednosti, sa namjerom pribavljanja elektronskih podataka ili drugom protivpravhom ili
kriminalnom namjerom, ili u odnosu na sistem informacionih i komunikacionih tehnologija koji je
povezan sa drugim sistemom informacionih i komunikacionih tehnologija.

Clan 8
Nezakonito presretanje

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivicna djela prema njenom domaéem pravu utvrde, kada su izvrSena namjerno i bez
ovlaséenja, presretanje tehnickim sredstvima nejavnih prenosa elektronskih podataka prema, iz ili
unutar sistema informacionih i komunikacionih tehnologija, uklju€ujuéi elektromagnetne emisije
sistema informacionih i komunikacionih tehnologija koje prenose takve elektronske podatke.

2. Drzava ugovornica moze zahtijevati da krivicno djelo bude izvrSeno protivpravnom ili
kriminalnom namjerom ili u odnosu na sistem informacionih i komunikacionih tehnologija koji je
povezan sa drugim sistemom informacionih i komunikacionih tehnologija.

Clan 9
Ometanje elektronskih podataka

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivicna djela prema njenom domacem pravu utvrde, kada su izvrSena namjerno i bez
ovladc¢enja, osteéenje, brisanje, pogorsanje, izmjena ili potiskivanje elektronskih podataka.

2. Drzava ugovornica moZe zahtijevati da ponaSanje opisano u stavu 1 ovog ¢lana prouzrokuje
ozbiljnu Stetu.

Clan 10
Ometanje sistema informacionih i komunikacionih tehnologija

Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se kao
krivicno djelo prema njenom domacem pravu utvrdi, kada je izvrSeno namjerno i bez ovlasc¢enja,
ozbiljno ometanje funkcionisanja sistema informacionih i komunikacionih tehnologija unoSenjem,
prenosom, ostecivanjem, brisanjem, pogorSanjem, izmjenom ili potiskivanjem elektronskih podataka.



Clan 11
Zloupotreba uredaja

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivi¢na djela prema njenom domacem pravu utvrde, kada su izvrSeni namjerno i bez ovlasc¢enja:

(a) pribavljanje, proizvodnja, prodaja, habavka radi upotrebe, uvoz, distribucija ili drugo stavljanje
na raspolaganje:

(i) uredaja, ukljuujuci program, projektovanog ili prilagodenog prvenstveno za izvrSenje bilo
kojeg kriviénog djela utvrdenog u skladu sa €l. 7 do 10 ove Konvencije; ili

(i) lozinke, pristupnih podataka, elektronskog potpisa ili sli¢nih podataka kojima se moZe pristupiti
cijelom sistemu informacionih i komunikacionih tehnologija ili njegovom dijelu;

sa namjerom da se uredaj, ukljuujuci program, ili lozinka, pristupni podaci, elektronski potpis ili
sliéni podaci koriste radi izvrSenja bilo kojeg krivicnog djela utvrdenog u skladu sa €l. 7 do 10 ove
Konvencije; i

(b) posjedovanje predmeta iz tacke (a) podtac. (i) ili (ii) ovog stava, sa namjerom da se koristi radi
izvrSenja bilo kojeg krivicnog djela utvrdenog u skladu sa €l. 7 do 10 ove Konvencije.

2. Ovaj €lan ne tumacdi se tako da uspostavlja krivicnu odgovornost kada pribavljanje, proizvodnja,
prodaja, nabavka radi upotrebe, uvoz, distribucija ili drugo stavljanje na raspolaganje, odnosno
posjedovanje iz stava 1 ovog €lana, nije izvrSeno u svrhu izvr$enja krivicnog djela utvrdenog u skladu
sa Cl. 7 do 10 ove Konvencije, kao $to je sluaj sa ovlaséenim testiranjem ili zastitom sistema
informacionih i komunikacionih tehnologija.

3. Svaka drzava ugovornica moze zadrzati pravo da ne primjenjuje stav 1 ovog ¢lana, pod
uslovom da se rezerva ne odnosi na prodaju, distribuciju ili drugo stavljanje na raspolaganje
predmeta iz stava 1 tacka (a) podtacka (ii) ovog ¢lana.

Clan 12
Krivotvorenje povezano sa sistemom informacionih i komunikacionih tehnologija

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivi¢na djela prema njenom domacem pravu utvrde, kada su izvrSeni namjerno i bez ovladéenja,
unodenje, izmjena, brisanje ili potiskivanje elektronskih podataka kojima nastaju neautentiéni podaci,
sa namjerom da se u pravne svrhe smatraju autenti¢nim ili da se po njima postupa kao da su
autenti¢ni, bez obzira na to da li su podaci neposredno Citljivi i razumljivi.

2. Drzava ugovornica moze zahtijevati postojanje namjere prevare ili slicne protivpravne ili
kriminalne namjere prije nastupanja krivicne odgovornosti.

Clan 13
Krada ili prevara povezana sa sistemom informacionih i komunikacionih tehnologija

Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se kao
krivicno djelo prema njenom domacem pravu utvrdi, kada je izvrSeno namjerno i bez ovlascenja,
prouzrokovanje gubitka imovine drugom licu putem:

(a) bilo kakvog unoSenja, izmjene, brisanja ili potiskivanja elektronskih podataka;
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(b) bilo kakvog ometanja funkcionisanja sistema informacionih i komunikacionih tehnologija;

(c) bilo kakve obmane u pogledu Cinjeni¢nih okolnosti izvrSene putem sistema informacionih i
komunikacionih tehnologija koja prouzrokuje da lice ucini ili propusti da ucini nesto $to inace ne bi
ucinilo ili propustilo;

sa prevarnom ili nepostenom namjerom da se za sebe ili drugo lice, bez ovlaséenja, pribavi
novC€ana ili druga imovinska korist.

Clan 14

Kriviéna djela povezana sa materijalom seksualnog zlostavljanja ili seksualnog
iskoriS¢avanja djece na internetu

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivicna djela prema njenom domadem pravu utvrde, kada su izvrSena namjerno i bez
ovlascenja, sljede¢a ponasanja:

(a) proizvodnja, nudenje, prodaja, distribucija, prenos, emitovanje, prikazivanje, objavljivanje ili
drugo stavljanje na raspolaganje materijala koji sadrzi seksualno zlostavljanje ili seksualno
iskoris¢avanje djece putem sistema informacionih i komunikacionih tehnologija;

(b) vrbovanje, pribavljanje ili pristupanje materijalu koji sadrzi seksualno zlostavljanje ili seksualno
iskoris¢avanje djece putem sistema informacionih i komunikacionih tehnologija;

(c) posjedovanje ili kontrolisanje materijala koji sadrzi seksualno zlostavljanje ili seksualno
iskoris¢avanje djece, a koji je uskladiSten u sistemu informacionih i komunikacionih tehnologija ili
drugom mediju za ¢uvanje;

(d) finansiranje krivi¢nih djela utvrdenih u skladu sa podtaé. (a) do (c) ovog stava, koje drzave
ugovornice mogu utvrditi kao posebno kriviéno djelo.

2. Za potrebe ovog Clana, izraz ,materijal koji sadrzi seksualno zlostavljanje ili seksualno
iskoris¢avanje djece” obuhvata vizuelni materijal, a moze obuhvatati pisani ili audio sadrzaj kojim se
prikazuje, opisuje ili predstavlja lice mlade od 18 godina:

(a) koje u€estvuje u stvarnoj ili simuliranoj seksualnoj aktivnosti;

(b) koje je prisutno kada drugo lice uestvuje u bilo kojoj seksualnoj aktivnosti;

(c) €iji su polni djelovi tijela prikazani prvenstveno u seksualne svrhe; ili

(d) koje je podvrgnuto mucenju ili okrutnom, neCovjec¢nom ili ponizavaju¢em postupanju ili
kaznjavanju, a takav materijal je seksualne prirode.

3. Drzava ugovornica moze zahtijevati da materijal iz stava 2 ovog ¢lana bude ograniCen na
materijal koji:

(a) prikazuje, opisuje ili predstavlja postojece lice; ili

(b) vizuelno prikazuje seksualno zlostavljanje ili seksualno iskoriS¢avanje djece.

4. U skladu sa domacéim pravom i primjenjivim medunarodnim obavezama, drZzave ugovornice
mogu preduzeti mjere radi iskljuCenja iz kriminalizacije:

(a) ponasanja djece u vezi sa materijalom koji su sama proizvela i na kojem su prikazana; ili

(b) sporazumne proizvodnje, prenosa ili posjedovanja materijala iz stava 2 ta¢. (a) do (c) ovog
Clana, kada je prikazano ponasanje zakonito prema domacem pravu i kada se takav materijal Cuva
isklju€ivo za privatnu i sporazumnu upotrebu lica koja su u njega ukljucena.



5. Nista u ovoj Konvenciji ne uti¢e na medunarodne obaveze koje su povoljnije za ostvarivanje
prava djeteta.

Clan 15
Vrbovanje ili mamljenje radi izvrSenja kriviénog djela seksualne prirode protiv djeteta

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivicno djelo prema njenom domacem pravu utvrdi namjerno komuniciranje, vrbovanje,
mamljenje ili ugovaranje bilo kakvog aranzmana putem sistema informacionih i komunikacionih
tehnologija radi izvrSenja kriviénog djela seksualne prirode protiv djeteta, kako je definisano domaéim
pravom, ukljuCujuci radi izvrSenja bilo kojeg krivichog djela utvrdenog u skladu sa ¢élanom 14 ove
Konvencije.

2. Drzava ugovornica moze zahtijevati radnju kojom se dalje ostvaruje ponasanje opisano u stavu
1 ovog ¢lana.

3. Drzava ugovornica moze razmotriti proSirenje kriminalizacije u skladu sa stavom 1 ovog ¢lana
na lice za koje se vjeruje da je dijete.

4. DrZzave ugovornice mogu preduzeti mjere radi isklju¢enja iz kriminalizacije ponasanja opisanog
u stavu 1 ovog €lana kada ga izvrsi dijete.

Clan 16
Neovlaséeno Sirenje intimnih slika

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivi¢na djela prema njenom domacem pravu utvrde, kada su izvrSeni namjerno i bez ovladc¢enja,
prodaja, distribucija, prenos, objavljivanje ili drugo stavljanje na raspolaganje intimne slike lica putem
sistema informacionih i komunikacionih tehnologija, bez saglasnosti lica prikazanog na slici.

2. Za potrebe stava 1 ovog Clana, ,intimna slika“ oznacava vizuelni snimak lica starijeg od 18
godina napravljen na bilo koji nacin, uklju€ujuci fotografiju ili video zapis, koji je seksualne prirode,
na kojem su otkriveni polni djelovi tijela lica ili je lice prikazano kako uestvuje u seksualnoj aktivnosti,
koji je u vrijeme snimanja bio privatan i u pogledu kojeg je lice ili lica prikazana na snimku u vrijeme
izvrSenja krivicnog djela mogla razumno oCekivati privatnost.

3. DrZzava ugovornica moze, prema potrebi, prosiriti definiciju intimnih slika na prikaze lica mladih
od 18 godina ako su prema domaéem pravu punoljetna za uestvovanje u seksualnim aktivnostima
i ako slika ne prikazuje seksualno zlostavljanje ili iskori§¢avanje djece.

4. Za potrebe ovog Clana, lice mlade od 18 godina prikazano na intimnoj slici ne mozZe dati
saglasnost za Sirenje intimne slike koja predstavlja materijal seksualnog zlostavljanja ili seksualnog
iskoriSCavanja djece iz ¢lana 14 ove Konvencije.

5. Drzava ugovornica moze zahtijevati namjeru nanoSenja Stete prije nastupanja krivicne
odgovornosti.

6. Drzave ugovornice mogu preduzeti druge mjere u vezi sa pitanjima obuhvacenim ovim ¢lanom,
u skladu sa domacim pravom i primjenjivim medunarodnim obavezama.



Clan 17
Pranje prihoda od kriminalne djelatnosti

1. Svaka drzava ugovornica, u skladu sa osnovnim nacelima svog domaceg prava, donosi
zakonodavne i druge mjere koje mogu biti potrebne da se kao krivicna djela, kada su izvrSena
namjerno, utvrde:

(a) (i) pretvaranje ili prenos imovine, uz znanje da je ta imovina prihod od kriminalne djelatnosti,
radi prikrivanja ili maskiranja nezakonitog porijekla imovine ili pomaganja licu koje je u¢estvovalo u
izvrSenju predikatnog krivi€nog djela da izbjegne pravne posljedice svojih radniji;

(i) prikrivanje ili maskiranje stvarne prirode, izvora, mjesta, raspolaganja, kretanja ili vlasnistva
nad imovinom ili prava u vezi sa imovinom, uz znanje da je ta imovina prihod od kriminalne djelatnosti;

(b) podloZno osnovnim nacelima svog pravnog sistema:

(i) sticanje, posjedovanije ili koriS¢enje imovine, uz znanje u trenutku prijema da je ta imovina
prihod od kriminalne djelatnosti;

(ii) uCeSce, udruzivanje ili zavjera radi izvrSenja, pokusaj izvrSenja, pomaganje, podsticanje,
olakSavanje i savjetovanje u vezi sa izvrSenjem bilo kojeg krivicnog djela utvrdenog u skladu sa ovim
¢lanom.

2. Za potrebe sprovodenja ili primjene stava 1 ovog €¢lana:

(a) svaka drzava ugovornica utvrduje kao predikatna krivicna djela relevantna krivicna djela
utvrdena u skladu sa €l. 7 do 16 ove Konvencije;

(b) ako zakonodavstvo drzave ugovornice utvrduje listu konkretnih predikatnih kriviénih djela, ta
lista mora, najmanje, obuhvatiti sveobuhvatan raspon krivi¢nih djela utvrdenih u skladu sa €l. 7 do 16
ove Konvencije;

(c) za potrebe tacke (b) ovog stava, predikatna krivicna djela obuhvataju krivicna djela izvrSena
unutar i izvan jurisdikcije predmetne drZzave ugovornice. Medutim, kriviCnha djela izvrSena izvan
jurisdikcije drzave ugovornice smatraju se predikatnim krivicnim djelima samo kada je predmetno
pona3anje krivicno djelo prema domacem pravu drzave u kojoj je izvrSeno i kada bi predstavljalo
krivicno djelo prema domaéem pravu drZzave ugovornice koja sprovodi ili primjenjuje ovaj ¢lan da je
izvrSeno na njenoj teritoriji;

(d) svaka drzava ugovornica dostavlja generalnom sekretaru Ujedinjenih nacija primjerke svojih
zakona kojima se sprovodi ovaj €lan i sve njihove naknadne izmjene ili opis tih zakona;

(e) ako je to potrebno prema osnovnim nacelima domaceg prava drzave ugovornice, moze se
predvidjeti da se krivicna djela iz stava 1 ovog ¢lana ne primjenjuju na lica koja su izvrSila predikatno
krivicno djelo;

(f) znanje, namijera ili cilj koji predstavljaju element krivicnog djela iz stava 1 ovog ¢lana mogu se
zakljuciti na osnovu objektivnih Cinjeni¢nih okolnosti.

Clan 18
Odgovornost pravnih lica

1. Svaka drzava ugovornica donosi mjere koje mogu biti potrebne, u skladu sa njenim pravnim
nacelima, radi utvrdivanja odgovornosti pravnih lica za u€esc¢e u kriviénim djelima utvrdenim u skladu
sa ovom Konvencijom.



2. Podlozno pravnim nacelima drzave ugovornice, odgovornost pravnih lica moze biti krivi¢na,
gradanska ili administrativna.

3. Takva odgovornost ne dovodi u pitanje kriviénu odgovornost fiziCkih lica koja su izvrsila krivicna
djela.

4. Svaka drzava ugovornica naro€ito obezbjeduje da se pravnim licima koja se smatraju
odgovornim u skladu sa ovim ¢&lanom izriCu djelotvorne, srazmjerne i odvracajuée krivicne ili
nekrivicne sankcije, uklju€ujucéi nov€ane sankcije.

Clan 19
Ucesce i pokusaj

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da se
kao krivi¢no djelo, u skladu sa domacim pravom, kada je izvrSeno namjerno, utvrdi u¢esce u bilo kom
svojstvu, kao &to je saizvrSilac, pomagac ili podstrekac, u krivicnom djelu utvrdenom u skladu sa
ovom Konvencijom.

2. Svaka drzava ugovornica moze donijeti potrebne zakonodavne i druge mjere da se kao krivi¢no
djelo, u skladu sa domaéim pravom, kada je izvrSen namjerno, utvrdi svaki poku$aj izvrSenja
krivi€nog djela utvrdenog u skladu sa ovom Konvencijom.

3. Svaka drzava ugovornica moze donijeti potrebne zakonodavne i druge mjere da se kao krivicno
djelo, u skladu sa domacim pravom, kada je izvrSena namjerno, utvrdi pripremanje krivicnog djela
utvrdenog u skladu sa ovom Konvencijom.

Clan 20
Zastarjelost

Svaka drzava ugovornica, kada je to odgovarajuce, uzimajuci u obzir tezinu krivicnog djela, u
svom domacem pravu utvrduje dug period zastarjelosti za pokretanje postupka za bilo koje kriviéno
djelo utvrdeno u skladu sa ovom Konvencijom i utvrduje duZi period zastarjelosti ili predvida zastoj
zastarijevanja kada je osumniji¢eno lice izbjeglo sprovodenje pravde.

Clan 21
Kriviéno gonjenje, presudivanje i sankcije

1. Svaka drzava ugovornica obezbjeduje da se za izvrSenje krivicnog djela utvrdenog u skladu
sa ovom Konvencijom izricu djelotvorne, srazmjerne i odvracajuce sankcije koje uzimaju u obzir
teZinu krivicnog djela.

2. Svaka drzava ugovornica moze, u skladu sa svojim domacim pravom, donijeti zakonodavne i
druge mjere koje mogu biti potrebne radi utvrdivanja otezavajucih okolnosti u odnosu na krivicna
djela utvrdena u skladu sa ovom Konvencijom, ukljuCujucCi okolnosti koje utiCu na kritiCnu
informacionu infrastrukturu.

3. Svaka drzava ugovornica nastoji da obezbijedi da se sva diskreciona ovlas¢enja u skladu sa
njenim domacdim pravom koja se odnose na krivicno gonjenje lica za krivicha djela utvrdena u skladu
sa ovom Konvencijom koriste tako da se maksimalno poveca djelotvornost mjera za sprovodenje
zakona u odnosu na ta kriviha djela, uz duzno uvazavanje potrebe odvrac¢anja od njihovog izvrSenja.
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4. Svaka drzava ugovornica obezbjeduje da svako lice protiv kojeg se vodi postupak za krivicna
djela utvrdena u skladu sa ovom Konvencijom uziva sva prava i garancije u skladu sa domacim
pravom i primjenjivim medunarodnim obavezama drzave ugovornice, ukljuCujuci pravo na pravicno
sudenje i prava odbrane.

5. U slu€aju krivi¢nih djela utvrdenih u skladu sa ovom Konvencijom, svaka drzava ugovornica
preduzima odgovaraju¢e mjere, u skladu sa domacim pravom i uz duzno uvazavanje prava odbrane,
radi obezbjedivanja da se uslovi odredeni u vezi sa odlukama o pustanju na slobodu prije sudenja ili
u postupku po Zalbi uzmu u obzir potreba da se obezbijedi prisustvo okrivljenog u narednim krivi¢nim
postupcima.

6. Svaka drzava ugovornica uzima u obzir teZinu krivicnih djela kada razmatra moguénost
prijevremenog pustanja na slobodu ili uslovnog otpusta lica osudenih za takva kriviéna djela.

7. Drzave ugovornice obezbjeduju da domacée pravo predvida odgovarajuée mjere za zastitu
djece koja su osumnji¢ena ili optuzena za krivi¢na djela utvrdena u skladu sa ovom Konvencijom, u
skladu sa obavezama iz Konvencije o pravima djeteta i njenih primjenjivih protokola, kao i drugih
primjenjivih medunarodnih ili regionalnih instrumenata.

8. Nista u ovoj Konvenciji ne utice na nacelo da se opis krivi¢nih djela utvrdenih u skladu sa ovom
Konvencijom, kao i primjenjivih pravnih razloga za isklju¢enje protivpravnosti ili drugih pravnih nacela
kojima se ureduje zakonitost ponaSanja, odreduje domacim pravom drzave ugovornice i da se takva
krivicna djela gone i kaznjavaju u skladu sa tim pravom.

POGLAVLJE llI
JURISDIKCIJA
Clan 22
Jurisdikcija

1. Svaka drzava ugovornica donosi mjere koje mogu biti potrebne za uspostavljanje svoje
jurisdikcije nad krivi¢nim djelima utvrdenim u skladu sa ovom Konvencijom kada:

(a) je krivi€no djelo izvrSeno na teritoriji te drzave ugovornice; ili

(b) je krivicno djelo izvr§eno na brodu koji plovi pod zastavom te drzave ugovornice ili u
vazduhoplovu koji je u trenutku izvrSenja krivicnog djela registrovan prema zakonima te drzave
ugovornice.

2. Podlozno ¢lanu 5 ove Konvencije, drzava ugovornica moze takode uspostaviti jurisdikciju nad
takvim kriviénim djelom kada:

(a) je kriviéno djelo izvrSeno protiv drzavljanina te drzave ugovornice;

(b) je krivicno djelo izvrSio drzavljanin te drzave ugovornice ili lice bez drzavljanstva koje ima
uobicajeno prebivaliSte na njenoj teritoriji;

(c) krivicno djelo spada medu kriviéna djela utvrdena u skladu sa ¢lanom 17 stav 1 tacka (b)
podtacka (ii) ove Konvencije i izvrSeno je van njene teritorije sa ciljem izvrSenja na njenoj teritoriji
krivicnog djela utvrdenog u skladu sa ¢lanom 17 stav 1 tag. (a) podtac. (i) ili (ii) ili (b) podtacka (i) ove
Konvencije; ili

(d) je kriviéno djelo izvrSeno protiv drzave ugovornice.

3. Za potrebe Clana 37 stav 11 ove Konvencije, svaka drzava ugovornica preduzima mjere koje
mogu biti potrebne za uspostavljanje svoje jurisdikcije nad krivicnim djelima utvrdenim u skladu sa

ovom Konvencijom kada se navodni u€inilac nalazi na njenoj teritoriji, a ona ne izru€uje to lice
isklju€ivo zbog toga $to je njen drzavljanin.



4. Svaka drzava ugovornica moze takode donijeti mjere koje mogu biti potrebne za uspostavljanje
svoje jurisdikcije nad krivicnim djelima utvrdenim u skladu sa ovom Konvencijom kada se navodni
ucinilac nalazi na njenoj teritoriji, a drzava ga ne izrucuje.

5. Ako je drzava ugovornica koja vrsi jurisdikciju na osnovu st. 1 ili 2 ovog ¢lana obavijestena ili
na drugi nacin sazna da druge drzave ugovornice sprovode istragu, krivicno gonjenje ili sudski
postupak u vezi sa istim ponaSanjem, nadlezni organi tih drzava ugovornica, prema potrebi,
medusobno se konsultuju radi koordinacije svojih postupanja.

6. Ne dovodeéi u pitanje pravila opSteg medunarodnog prava, ova Konvencija ne iskljucuje
vrSenje bilo koje krivicne jurisdikcije koju je drzava ugovornica uspostavila u skladu sa svojim
domacim pravom.

POGLAVLJE IV
Procesne mjere i sprovodenje zakona

Clan 23
Podrucje primjene procesnih mjera

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne za
uspostavljanje ovlascenja i postupaka predvidenih ovim poglavljem za potrebe konkretnih krivicnih
istraga ili postupaka.

2. Osim ako je ovom Konvencijom drugacije predvideno, svaka drZzava ugovornica primjenjuje
ovlaséenja i postupke iz stava 1 ovog ¢lana na:

(a) krivicna djela utvrdena u skladu sa ovom Konvencijom;

(b) druga krivicna djela izvrSena putem sistema informacionih i komunikacionih tehnologija; i

(c) prikupljanje dokaza u elektronskom obliku za bilo koje krivicno djelo.

3. (a) Svaka drzava ugovornica moze zadrzati pravo da mjere iz Clana 29 ove Konvencije
primjenjuje samo na krivicna djela ili kategorije krivi¢nih djela navedene u rezervi, pod uslovom da
raspon tih krivicnih djela ili kategorija krivicnih djela nije uZi od raspona krivicnih djela na koja
primjenjuje mjere iz ¢lana 30 ove Konvencije. Svaka drZzava ugovornica razmatra ograniCavanje
takve rezerve kako bi omogucila najSiru primjenu mjera iz ¢lana 29;

(b) kada drzava ugovornica, zbog ograni¢enja u svom zakonodavstvu koje je bilo na snazi u
vrijeme usvajanja ove Konvencije, nije u moguénosti da primijeni mjere iz ¢l. 29 i 30 ove Konvencije
na komunikacije koje se prenose unutar sistema informacionih i komunikacionih tehnologija pruzaoca
usluga koji:

(i) posluje u korist zatvorene grupe korisnika; i

(ii) ne koristi javne komunikacione mreze i nije povezan sa drugim sistemom informacionih i
komunikacionih tehnologija, bilo javnim ili privatnim,

ta drzava ugovornica moze zadrzati pravo da ne primjenjuje ove mjere na takve komunikacije.
Svaka drzava ugovornica razmatra ograni¢avanje takve rezerve kako bi omogucila najSiru primjenu
mjera iz Cl. 29 i 30 ove Konvencije.



Clan 24
Uslovi i zastitne mjere

1. Svaka drzava ugovornica obezbjeduje da uspostavljanje, sprovodenje i primjena ovlad¢enja i
postupaka predvidenih ovim poglavljem podlijezu uslovima i zastitnim mjerama utvrdenim njenim
domacim pravom, koje obezbjeduje zastitu ljudskih prava u skladu sa njenim obavezama prema
medunarodnom pravu ljudskih prava i uklju€uje nacelo srazmjernosti.

2. U skladu sa domaéim pravom svake drZave ugovornice i na osnovu tog prava, takvi uslovi i
zastitne mjere, prema potrebi i imajuci u vidu prirodu predmetnog postupka ili oviaséenja, obuhvataju,
izmedu ostalog, sudsko ili drugo nezavisno preispitivanje, pravo na djelotvoran pravni lijek, osnove
koje opravdavaju primjenu i ograni¢enje obima i trajanja takvog ovlas¢enja ili postupka.

3. U mjeri u kojoj je to u skladu sa javnim interesom, narocito sa pravilnim sprovodenjem pravde,
svaka drzava ugovornica razmatra uticaj ovlas¢enja i postupaka iz ovog poglavlja na prava,
odgovornosti i legitimne interese trecih lica.

4. Uslovi i zastitne mjere utvrdeni u skladu sa ovim ¢lanom primjenjuju se na nacionalnom nivou
na ovlaséenja i postupke iz ovog poglavlja, kako za potrebe domacih krivicnih istraga i postupaka,
tako i radi pruzanja medunarodne saradnje od strane zamoljene drZzave ugovornice.

5. Upuéivanja na sudsko ili drugo nezavisno preispitivanje iz stava 2 ovog ¢lana odnose se na
takvo preispitivanje na domacem nivou.

Clan 25
Ubrzano €uvanje uskladistenih elektronskih podataka

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da svojim
nadleznim organima omoguci da naloze ili na slican nacin obezbijede ubrzano €uvanje odredenih
elektronskih podataka, ukljuCujuci podatke o saobracéaju, podatke o sadrzaju i podatke o pretplatniku,
koji su uskladiSteni putem sistema informacionih i komunikacionih tehnologija, naro€ito kada postoje
osnovi za vjerovanje da su elektronski podaci posebno podlozni gubitku ili izmjeni.

2. Kada drzava ugovornica sprovodi stav 1 ovog Clana tako $to licu nalozi da saCuva odredene
uskladiStene elektronske podatke koji su u njegovom posjedu ili pod njegovom kontrolom, drzava
ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da obaveze to lice da saCuva
i o€uva integritet tih elektronskih podataka tokom perioda koji je potreban, a najduze 90 dana, kako
bi nadlezni organi mogli da zatraze njihovo dostavljanje. Drzava ugovornica moZe predvidjeti
naknadno produZenje takvog naloga.

3. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da
obaveze Cuvara podataka ili drugo lice koje je duzno da ih Cuva da povjerljivo postupa u vezi sa
sprovodenjem takvih postupaka tokom perioda predvidenog njenim domac¢im zakonodavstvom.
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Clan 26
Ubrzano €uvanje i djelimiéno dostavljanje podataka o saobracaju

Svaka drzava ugovornica, u odnosu na podatke o saobracaju koji se Cuvaju u skladu sa ¢lanom
25 ove Konvencije, donosi zakonodavne i druge mjere koje mogu biti potrebne da:

(a) obezbijedi da takvo ubrzano ¢uvanje podataka o saobrac¢aju bude moguce bez obzira na to
da li je u prenosu komunikacije u¢estvovao jedan ili viSe pruzalaca usluga; i

(b) obezbijedi ubrzano dostavljanje nadleZnom organu drzave ugovornice ili licu koje taj organ
odredi dovoljne koli¢ine podataka o saobracaju kako bi drzava ugovornica mogla da identifikuje
pruzaoce usluga i put kojim su komunikacija ili navedena informacija preneseni.

Clan 27
Nalog za dostavljanje

Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da ovlasti
svoje nadlezne organe da naloze:

(a) licu na svojoj teritoriji da dostavi odredene elektronske podatke koje posjeduije ili kontrolise, a
koji su uskladisteni u sistemu informacionih i komunikacionih tehnologija ili na mediju za ¢uvanje
elektronskih podataka; i

(b) pruzaocu usluga koji nudi svoje usluge na teritoriji drzave ugovornice da dostavi podatke o
pretplatniku koji se odnose na takve usluge, a koje taj pruzalac usluga posjeduje ili kontrolie.

Clan 28
Pretres i privremeno oduzimanje uskladiStenih elektronskih podataka

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da ovlasti
svoje nadlezne organe da pretrazuju ili na slican nacin pristupe:

(a) sistemu informacionih i komunikacionih tehnologija, njegovom dijelu i elektronskim podacima
koji su u njemu uskladisteni; i

(b) mediju za Euvanje elektronskih podataka na kojem mogu biti uskladisteni trazeni elektronski
podaci;

na teritoriji te drZzave ugovornice.

2. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da
obezbijedi da, kada njeni organi pretrazuju ili na sliCan nacin pristupaju odredenom sistemu
informacionih i komunikacionih tehnologija ili njegovom dijelu u skladu sa stavom 1 tacka (a) ovog
Clana i imaju osnova da vjeruju da su trazeni elektronski podaci uskladiSteni u drugom sistemu
informacionih i komunikacionih tehnologija ili njegovom dijelu na njenoj teritoriji, a da je tim podacima
zakonito moguce pristupiti iz prvobitnog sistema ili su iz njega dostupni, ti organi mogu bez odlaganja
izvrSiti pretres radi pristupa tom drugom sistemu informacionih i komunikacionih tehnologija.

3. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da ovlasti
svoje nadlezne organe da privremeno oduzmu ili na sliCan nacin obezbijede elektronske podatke na
Svojoj teritoriji kojima je pristupljeno u skladu sa st. 1 ili 2 ovog ¢lana. Te mjere obuhvataju ovlaséenje
da:
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(a) privremeno oduzmu ili na sli€an nacin obezbijede sistem informacionih i komunikacionih
tehnologija ili njegov dio, odnosno medij za Cuvanje elektronskih podataka;

(b) izrade i zadrze kopije tih elektronskih podataka u elektronskom obliku;

(c) oCuvaju integritet relevantnih uskladistenih elektronskih podataka;

(d) uCine te elektronske podatke nedostupnim ili ih uklone iz sistema informacionih i
komunikacionih tehnologija kojem je pristupljeno.

4. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da ovlasti
svoje nadlezne organe da naloze svakom licu koje posjeduje saznanja o funkcionisanju predmetnog
sistema informacionih i komunikacionih tehnologija, informacione i telekomunikacione mreze ili
njihovih sastavnih djelova, odnosno o mjerama primijenjenim radi zastite elektronskih podataka u
njima, da, u razumnoj mjeri, pruzi potrebne informacije radi sprovodenja mjera iz st. 1 do 3 ovog
Clana.

Clan 29
Prikupljanje podataka o saobraéaju u realnom vremenu

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da ovlasti
svoje nadlezne organe da:

(a) prikupljaju ili evidentiraju, primjenom tehnickih sredstava na teritoriji te drzave ugovornice; i

(b) obavezu pruzaoca usluga, u okviru njegovih postojecih tehni¢kih moguénosti:

(i) da prikuplja ili evidentira, primjenom tehnickih sredstava na teritoriji te drzave ugovornice; ili

(ii) da saraduje sa nadleznim organima i pomaze im u prikupljanju ili evidentiranju;

podataka o saobracaju u realnom vremenu povezanih sa odredenim komunikacijama koje se
prenose na njenoj teritoriji putem sistema informacionih i komunikacionih tehnologija.

2. Kada drzava ugovornica, zbog nac¢ela svog domaceg pravnog sistema, ne moze donijeti mjere
iz stava 1 taCka (a) ovog ¢lana, moze umjesto toga donijeti zakonodavne i druge mjere koje mogu
biti potrebne da obezbijedi prikupljanje ili evidentiranje u realnom vremenu podataka o saobracaju
povezanih sa odredenim komunikacijama koje se prenose na njenoj teritoriji, primjenom tehnickih
sredstava na toj teritoriji.

3. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da
obaveze pruzaoca usluga da Cuva povijerljivost Cinjenice da je izvrSeno bilo koje ovlas¢enje
predvideno ovim ¢lanom, kao i svih informacija u vezi s tim.

Clan 30
Presretanje podataka o sadrzaju

1. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne, u odnosu
na raspon teskih krivicnih djela koji se utvrduje domacim pravom, da ovlasti svoje nadlezne organe
da:

a) prikupljaju ili evidentiraju, primjenom tehnickih sredstava na teritoriji te drzave ugovornice; i
b) obavezu pruzaoca usluga, u okviru njegovih postojecih tehnic¢kih mogucnosti:
i) da prikuplja ili evidentira, primjenom tehni¢kih sredstava na teritoriji te drzave ugovornice; ili

~ o~ o~ o~

ii) da saraduje sa nadleznim organima i pomaze im u prikupljanju ili evidentiranju;
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podataka o sadrzaju u realnom vremenu odredenih komunikacija na njenoj teritoriji koje se
prenose putem sistema informacionih i komunikacionih tehnologija.

2. Kada drzava ugovornica, zbog nacela svog domaceg pravnog sistema, ne moze donijeti mjere
iz stava 1 tacka (a) ovog €lana, moze umjesto toga donijeti zakonodavne i druge mjere koje mogu
biti potrebne da obezbijedi prikupljanje ili evidentiranje podataka o sadrzaju u realnom vremenu
odredenih komunikacija na njenoj teritoriji, primjenom tehnickih sredstava na toj teritoriji.

3. Svaka drzava ugovornica donosi zakonodavne i druge mjere koje mogu biti potrebne da
obaveze pruzaoca usluga da Cuva povijerljivost Cinjenice da je izvrSeno bilo koje ovlasc¢enje
predvideno ovim ¢lanom, kao i svih informacija u vezi s tim.

Clan 31
Zamrzavanje, privremeno oduzimanje i konfiskacija prihoda od kriminalne djelatnosti

1. Svaka drzava ugovornica, u najve¢oj mogucoj mjeri u okviru svog domacéeg pravnog sistema,
donosi mjere koje mogu biti potrebne da omoguci konfiskaciju:

(a) prihoda od kriminalne djelatnosti proisteklih iz kriviénih djela utvrdenih u skladu sa ovom
Konvencijom ili imovine €ija vrijednost odgovara vrijednosti takvih prihoda;

(b) imovine, opreme ili drugih sredstava koriS¢enih ili namijenjenih za koriS¢enje u izvrSenju
krivicnih djela utvrdenih u skladu sa ovom Konvencijom.

2. Svaka drzava ugovornica donosi mjere koje mogu biti potrebne da omogucdi identifikovanije,
praéenje, zamrzavanje ili privremeno oduzimanje bilo kojeg predmeta iz stava 1 ovog €¢lana radi
njegove eventualne konfiskacije.

3. Svaka drzava ugovornica, u skladu sa domacim pravom, donosi zakonodavne i druge mjere
koje mogu biti potrebne za uredivanje upravljanja zamrznutom, priviemeno oduzetom ili
konfiskovanom imovinom iz st. 1 i 2 ovog ¢lana od strane nadleznih organa.

4. Ako su prihodi od kriminalne djelatnosti djelimi¢no ili u cjelini pretvoreni ili konvertovani u drugu
imovinu, ta imovina podlijeZze mjerama iz ovog ¢lana umjesto tih prihoda.

5. Ako su prihodi od kriminalne djelatnosti pomijeSani sa imovinom steCenom iz zakonitih izvora,
takva imovina, ne dovodeci u pitanje bilo koja ovla§éenja u vezi sa zamrzavanjem ili privremenim
oduzimanjem, podlijeze konfiskaciji do procijenjene vrijednosti pomijeSanih prihoda.

6. Prihod ili druga korist ostvarena od prihoda od kriminalne djelatnosti, od imovine u koju su
prihodi pretvoreni ili konvertovani ili od imovine sa kojom su prihodi pomijeSani, takode podlijeze
mjerama iz ovog Clana, na isti nacin i u istom obimu kao prihodi od kriminalne djelatnosti.

7. Za potrebe ovog ¢lana i ¢lana 50 ove Konvencije, svaka drzava ugovornica ovlaséuje svoje
sudove ili druge nadlezne organe da naloze da bankarski, finansijski ili komercijalni zapisi budu
stavljeni na raspolaganje ili privremeno oduzeti. Drzava ugovornica ne moze odbiti postupanje u
skladu sa ovim stavom zbog bankarske tajne.

8. Svaka drzava ugovornica moze razmotriti mogucnost zahtijevanja od ucinioca da dokaze
zakonito porijeklo navodnih prihoda od kriminalne djelatnosti ili druge imovine koja podlijeze
konfiskaciji, u mjeri u kojoj je takav zahtjev u skladu sa nacelima njenog domaceg prava i prirodom
sudskog i drugog postupka.

9. Odredbe ovog ¢lana ne tumace se tako da dovode u pitanje prava savjesnih trecih lica.

10. Nista u ovom ¢&lanu ne uti¢e na nacelo da se mjere na koje se on odnosi utvrduju i sprovode
u skladu sa odredbama domaceg prava drzave ugovornice.
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Clan 32
Uspostavljanje kaznene evidencije

Svaka drzava ugovornica moZze donijeti zakonodavne ili druge mjere koje mogu biti potrebne da,
pod uslovima i za potrebe koje smatra odgovaraju¢im, uzme u obzir raniju osudu u drugoj drzavi
navodnog ucinioca radi koris¢enja tih informacija u krivicnom postupku koji se odnosi na krivicno
djelo utvrdeno u skladu sa ovom Konvencijom.

Clan 33
Zastita svjedoka

1. Svaka drzava ugovornica preduzima odgovarajué¢e mjere, u skladu sa svojim domacéim pravom
i u okviru svojih mogucnosti, radi pruzanja djelotvorne zastite od moguce odmazde ili zastraSivanja
svjedocima koji daju iskaz ili, u dobroj vjeri i na osnovu opravdanih razloga, pruzaju informacije o
krivicnim djelima utvrdenim u skladu sa ovom Konvencijom ili na drugi nacin saraduju sa istraznim ili
pravosudnim organima, kao i, prema potrebi, njihovim srodnicima i drugim njima bliskim licima.

2. Mjere iz stava 1 ovog ¢lana mogu, izmedu ostalog, obuhvatiti, ne dovodeci u pitanje prava
okrivljenog, uklju€ujuéi pravo na pravi¢an postupak:

(a) uspostavljanje postupaka za fizicku zastitu tih lica, kao §to su, u mjeri u kojoj je to potrebno i
izvodljivo, njihovo premjeStanje i, prema potrebi, neobjavljivanje ili ograniCavanje objavljivanja
informacija o identitetu i mjestu boravka tih lica;

(b) utvrdivanje pravila o dokazima kojima se omoguéava davanje iskaza svjedoka na nacin kojim
se obezbjeduje njegova bezbjednost, kao Sto je davanje iskaza putem komunikacionih tehnologija,
ukljucujuci video-vezu, ili drugim odgovaraju¢im sredstvima.

3. Drzave ugovornice razmatraju zaklju€ivanje sporazuma ili aranZmana sa drugim drzavama o
premjestanju lica iz stava 1 ovog Clana.

4. Odredbe ovog €lana primjenjuju se i na Zrtve u mjeri u kojoj su one svjedoci.

Clan 34
Pomo¢ zrtvama i njihova zastita

1. Svaka drZzava ugovornica preduzima odgovarajuc¢e mjere u okviru svojih mogucnosti radi
pruzanja pomodi i zastite zrtvama krivicnih djela utvrdenih u skladu sa ovom Konvencijom, narocito
u slu€ajevima prijetnje odmazdom ili zastraSivanja.

2. Svaka drzava ugovornica, podlozno svom domaéem pravu, uspostavlja odgovarajuce
postupke kojima se Zrtvama krivi¢nih djela utvrdenih u skladu sa ovom Konvencijom omogucava
pristup naknadi Stete i restituciji.

3. Svaka drzava ugovornica, podloZzno svom domacem pravu, omogucava da se miSljenja i
zabrinutosti Zrtava iznesu i razmotre u odgovaraju¢im fazama krivi€nog postupka protiv u€inilaca, na
nacin kojim se ne dovode u pitanje prava odbrane.

4. U pogledu kriviénih djela utvrdenih u skladu sa ¢l. 14 do 16 ove Konvencije, svaka drzava
ugovornica, podloZzno svom domaéem pravu, preduzima mjere radi pruzanja pomo¢i Zrtvama takvih
kriviénih djela, ukljuujuéi pomo¢ u njihovom fizickom i psiholo8kom oporavku, u saradnji sa



relevantnim medunarodnim organizacijama, nevladinim organizacijama i drugim djelovima civilnog
drustva.

5. Pri primjeni odredaba st. 2 do 4 ovog ¢lana, svaka drzava ugovornica uzima u obzir uzrast, pol
i posebne okolnosti i potrebe Zrtava, uklju€ujuéi posebne okolnosti i potrebe djece.

6. Svaka drZava ugovornica, u mjeri u kojoj je to u skladu sa njenim domaéim pravnim okvirom,
preduzima djelotvorne mjere radi obezbjedivanja postupanja po zahtjevima za uklanjanje ili
onemogucavanje pristupa sadrzaju opisanom u €l. 14 i 16 ove Konvencije.

Poglavlje V

Medunarodna saradnja
Clan 35
Opsta naéela medunarodne saradnje

1. Drzave ugovornice medusobno saraduju u skladu sa odredbama ove Konvencije, kao i drugim
primjenjivim medunarodnim instrumentima o medunarodnoj saradniji u krivicnim stvarima i domacim
zakonima, radi:

(a) istrage i krivicnog gonjenja i sudskih postupaka u vezi sa kriviénim djelima utvrdenim u skladu
sa ovom Konvencijom, ukljuéujuéi zamrzavanje, privremeno oduzimanje, konfiskaciju i vracanje
prihoda od tih kriviénih djela;

(b) prikupljanja, pribavljanja, ¢uvanja i razmjene dokaza u elektronskom obliku za krivina djela
utvrdena u skladu sa ovom Konvencijom;

(c) prikupljanja, pribavljanja, Cuvanja i razmjene dokaza u elektronskom obliku za svako tesko
kriviéno djelo, uklju€ujuci teSka krivicna djela utvrdena u skladu sa drugim primjenjivim konvencijama
i protokolima Ujedinjenih nacija koji su bili na snazi u vrijeme usvajanja ove Konvencije.

2. Za potrebe prikupljanja, pribavljanja, Cuvanja i razmjene dokaza u elektronskom obliku za
krivicna djela iz stava 1 ta€. (b) i (c) ovog €lana, primjenjuju se relevantni stavovi ¢lana 40 i ¢l. 41 do
46 ove Konvencije.

3. U pitanjima medunarodne saradnje, kada se dvostruka kaznjivost smatra uslovom, smatrace
se da je taj uslov ispunjen bez obzira na to da li pravo zamoljene drzave ugovornice krivicno djelo
svrstava u istu kategoriju krivicnih djela ili ga ozna€ava istom terminologijom kao drZzava ugovornica
koja upuéuje zahtjev, ako je ponasanje na kojem se zasniva krivicno djelo za koje se trazi pomo¢
krivicno djelo prema pravu obje drzave ugovornice.

Clan 36
Zastita licnih podataka

1. (a) Drzava ugovornica koja prenosi licne podatke u skladu sa ovom Konvencijom to €ini u
skladu sa svojim domacim pravom i svim obavezama koje drZzava koja prenosi podatke moze imati
prema primjenjivom medunarodnom pravu. Drzave ugovornice nijesu duzne da prenose licne
podatke u skladu sa ovom Konvencijom ako podaci ne mogu biti dostavljeni u skladu sa njihovim
primjenjivim zakonima o zastiti licnih podataka;

(b) kada prenos li¢nih podataka ne bi bio u skladu sa stavom 1 ta¢ka (a) ovog €lana, drzave
ugovornice mogu zahtijevati odgovarajuce uslove, u skladu sa takvim primjenjivim zakonima, radi
obezbjedivanja uskladenosti kako bi odgovorile na zahtjev za licne podatke;
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(c) drzave ugovornice se podstiCu da uspostave bilateralne ili multilateralne aranzmane radi
olak8avanja prenosa licnih podataka.

2. Za licne podatke prenesene u skladu sa ovom Konvencijom, drzave ugovornice obezbjeduju
da primljeni liéni podaci budu predmet djelotvornih i odgovarajucih zastitnih mjera u odgovarajuéim
pravnim okvirima drzava ugovornica.

3. Radi prenosa li¢nih podataka pribavljenih u skladu sa ovom Konvencijom tre¢oj drzavi ili
medunarodnoj organizaciji, drzava ugovornica obavjeStava prvobitnu drzavu ugovornicu koja je
prenijela podatke o svojoj namjeri i trazi njeno odobrenje. Drzava ugovornica prenosi takve licne
podatke samo uz odobrenje prvobitne drzave ugovornice koja je prenijela podatke, koja moze
zahtijevati da odobrenje bude dato u pisanom obliku.

Clan 37
Izru€enje

1. Ovaj Clan primjenjuje se na krivi¢na djela utvrdena u skladu sa ovom Konvencijom kada se lice
na koje se zahtjev za izru€enje odnosi nalazi na teritoriji zamoljene drzave ugovornice, pod uslovom
da je krivi¢no djelo za koje se trazi izru€enje kaznjivo prema domacem pravu drZzave ugovornice koja
upucuje zahtjev i zamoljene drzave ugovornice. Kada se izru€enje trazi radi izvrSenja pravosnazne
kazne zatvora ili drugog oblika liSenja slobode izre€ene za krivi¢no djelo za koje je moguce izru€enje,
zamoljena drzava ugovornica moze odobriti izru¢enje u skladu sa domacim pravom.

2. Ne dovodeéi u pitanje stav 1 ovog &lana, drzava ugovornica Cije pravo to dozvoljava moze
odobriti izru€enje lica za bilo koje krivicno djelo utvrdeno u skladu sa ovom Konvencijom koje nije
kaznjivo prema njenom domacdem pravu.

3. Ako zahtjev za izru€enje obuhvata vide odvojenih kriviénih djela, od kojih je najmanje jedno
krivicno djelo za koje je moguce izru€enje u skladu sa ovim ¢lanom, a neka od njih nijesu krivina
djela za koja je moguce izru€enje zbog duzine propisane kazne zatvora, ali su povezana sa krivicnim
djelima utvrdenim u skladu sa ovom Konvencijom, zamoljena drzava ugovornica moze primijeniti
ovaj Clan i na ta krivicna djela.

4. Svako krivicno djelo na koje se ovaj €lan primjenjuje smatra se krivicnim djelom za koje je
moguce izru€enje prema svakom ugovoru o izru¢enju koji postoji izmedu drzava ugovornica. Drzave
ugovornice se obavezuju da takva krivicnha djela uvrste medu krivicha djela za koja je moguce
izruCenje u svakom ugovoru o izruéenju koji medusobno zakljuce.

5. Ako drzava ugovornica koja izru€enje uslovljava postojanjem ugovora primi zahtjev za
izruCenje od druge drzave ugovornice sa kojom nema ugovor o izru€enju, moze smatrati ovu
Konvenciju pravnim osnovom za izru€enje u pogledu bilo kojeg krivicnog djela na koje se ovaj Clan
primjenjuje.

6. Drzave ugovornice koje izru€enje uslovljavaju postojanjem ugovora:

(a) u trenutku polaganja svojih instrumenata ratifikacije, prihvatanja ili odobrenja ove Konvencije
ili pristupanja Konvenciji, obavjestavaju generalnog sekretara Ujedinjenih nacija da li ée ovu
Konvenciju smatrati pravnim osnovom za saradnju u oblasti izru€enja sa drugim drzavama
ugovornicama ove Konvencije; i

(b) ako ovu Konvenciju ne smatraju pravnim osnovom za saradnju u oblasti izruenja, prema
potrebi nastoje da zaklju€e ugovore o izru€enju sa drugim drzavama ugovornicama ove Konvencije
radi sprovodenja ovog ¢lana.
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7. Drzave ugovornice koje izru€enje ne uslovljavaju postojanjem ugovora priznaju krivi€na djela
na koja se ovaj ¢lan primjenjuje kao kriviCha djela za koja je moguce izruéenje izmedu njih.

8. lzru€enje podlijeze uslovima predvidenim domacim pravom zamoljene drzave ugovornice ili
primjenjivim ugovorima o izru€enju, uklju€ujuci, izmedu ostalog, uslove koji se odnose na minimalnu
kaznu potrebnu za izru€enje i osnove po kojima zamoljena drzava ugovornica moze odbiti izru€enje.

9. Drzave ugovornice, podlozno svom domaéem pravu, nastoje da ubrzaju postupke izruenja i
pojednostave dokazne zahtjeve u vezi sa njima u pogledu bilo kojeg krivicnog djela na koje se ovaj
¢lan primjenjuje.

10. Podlozno odredbama svog domacdeg prava i ugovora o izruéenju, zamoljena drZzava
ugovornica moze, kada utvrdi da okolnosti to opravdavaju i da je hitno, na zahtjev drzave ugovornice
koja upucuje zahtjev, ukljuCujuci kada je zahtjev proslijeden postoje¢im kanalima Medunarodne
organizacije kriminalistiCke policije, staviti u pritvor lice Cije se izru€enje trazi i koje se nalazi na njenoj
teritoriji ili preduzeti druge odgovaraju¢e mjere radi obezbjedivanja prisustva tog lica u postupku
izruCenja.

11. Drzava ugovornica na Cijoj se teritoriji pronade navodni ucinilac, ako to lice ne izruci za
krivicno djelo na koje se ovaj ¢lan primjenjuje isklju€ivo zato $to je njen drzavljanin, na zahtjev drzave
ugovornice koja trazi izru€enje duzna je da bez nepotrebnog odlaganja predmet podnese svojim
nadleznim organima radi krivicnog gonjenja. Ti organi donose odluke i vode postupak na isti nacin
kao u slu€aju bilo kojeg drugog kriviénog djela sli¢ne prirode prema domacéem pravu te drzave
ugovornice. Zainteresovane drZzave ugovornice medusobno saraduju, narocCito u pogledu procesnih
i dokaznih pitanja, kako bi obezbijedile djelotvornost takvog krivicnog gonjenja.

12. Kada je drzavi ugovornici prema njenom domaéem pravu dozvoljeno da izrudi ili na drugi
nacin preda svog drzavljanina samo pod uslovom da ¢e to lice biti vra¢eno toj drzavi ugovornici radi
izdrZzavanja kazne izre€ene nakon sudenja ili postupka zbog kojeg je trazeno izru€enje ili predaja
lica, a ta drzava ugovornica i drzava ugovornica koja trazi izru€enje saglasne su sa tom moguéno3céu
i drugim uslovima koje smatraju odgovarajuc¢im, takvo uslovno izru€enje ili predaja dovoljni su za
ispunjenje obaveze iz stava 11 ovog Clana.

13. Ako se izru€enje trazeno radi izvrSenja kazne odbije zato Sto je trazeno lice drzavljanin
zamoljene drzave ugovornice, zamoljena drzava ugovornica, ako njeno domace pravo to dozvoljava
i u skladu sa zahtjevima tog prava, na zahtjev drzave ugovornice koja upucuje zahtjev razmatra
izvrSenje kazne izre€ene prema domacem pravu drzave ugovornice koja upucuje zahtjev ili njenog
preostalog dijela.

14. Svakom licu protiv kojeg se vodi postupak u vezi sa bilo kojim od krivi€nih djela na koja se
ovaj €lan primjenjuje garantuje se pravi¢no postupanje u svim fazama postupka, uklju€ujuéi uzivanje
svih prava i garancija predvidenih domacéim pravom drZzave ugovornice na cijoj se teritoriji to lice
nalazi.

15. Nista u ovoj Konvenciji ne tumaci se tako da namece obavezu izru€enja ako zamoljena drzava
ugovornica ima ozbiljne razloge da vjeruje da je zahtjev podnesen radi krivicnog gonjenja ili
kaznjavanja lica zbog njegovog pola, rase, jezika, vjeroispovijesti, drzavljanstva, etnickog porijekla ili
politickih uvjerenja, ili da bi postupanje po zahtjevu dovelo do ugrozavanja polozaja tog lica iz bilo
kojeg od tih razloga.

16. Drzave ugovornice ne mogu odbiti zahtjev za izru€enje samo zbog toga Sto se smatra da
krivicno djelo obuhvata i fiskalna pitanja.

17. Prije odbijanja izru€enja zamoljena drZzava ugovornica, prema potrebi, konsultuje drzavu
ugovornicu koja upucuje zahtjev kako bi joj pruzila dovoljnu moguénost da iznese svoja misljenja i
dostavi informacije relevantne za svoje navode.
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18. Zamoljena drzava ugovornica obavjestava drzavu ugovornicu koja upucuje zahtjev o svojoj
odluci u vezi sa izruCenjem. Zamoljena drzava ugovornica obavjeStava drZzavu ugovornicu koja
upucuje zahtjev o svakom razlogu za odbijanje izru€enja, osim ako je u tome sprijece njeno domace
pravo ili medunarodne pravne obaveze.

19. Svaka drzava ugovornica, u trenutku potpisivanja ili polaganja instrumenta ratifikacije,
prihvatanja, odobrenja ili pristupanja, saopstava generalnom sekretaru Ujedinjenih nacija naziv i
adresu organa nadleznog za upucivanje ili primanje zahtjeva za izru€enje ili privremeno hapSenje.
Generalni sekretar uspostavlja i azurira registar organa koje su drzave ugovornice odredile u tu
svrhu. Svaka drZzava ugovornica obezbjeduje da su podaci u registru u svakom trenutku tacni.

20. Drzave ugovornice nastoje da zakljuce bilateralne i multilateralne sporazume ili aranZmane
radi sprovodenja ili povecanja djelotvornosti izru€enja.

Clan 38
Transfer osudenih lica

Drzave ugovornice mogu, uzimaju¢i u obzir prava osudenih lica, razmotriti zakljuCivanje
bilateralnih ili multilateralnih sporazuma ili aranzmana o transferu na svoju teritoriju lica osudenih na
kaznu zatvora ili druge oblike liSenja slobode za krivicna djela utvrdena u skladu sa ovom
Konvencijom, kako bi ta lica tamo izdrzala kaznu do kraja. Drzave ugovornice mogu uzeti u obzir i
pitanja koja se odnose na saglasnost, rehabilitaciju i reintegraciju.

Clan 39
Prenos kriviénih postupaka

1. Drzave ugovornice razmatraju mogucnost medusobnog prenosa postupaka radi krivicnhog
gonjenja za krivi€no djelo utvrdeno u skladu sa ovom Konvencijom kada se smatra da je takav prenos
u interesu pravilnog sprovodenja pravde, naroCito u sluCajevima u kojima je ukljuéeno vise
jurisdikcija, radi koncentrisanja krivicnog gonjenja.

2. Ako drzava ugovornica koja prenos krivicnih postupaka uslovljava postojanjem ugovora primi
zahtjev za prenos od druge drZzave ugovornice sa kojom nema ugovor o tom pitanju, moze smatrati
ovu Konvenciju pravnim osnovom za prenos krivicnih postupaka u pogledu bilo kojeg krivicnog djela
na koje se ovaj ¢lan primjenjuje.

Clan 40
Opsta nacela i postupci koji se odnose na uzajamnu pravnu pomo¢

1. Drzave ugovornice pruzaju jedna drugoj najSiri moguéi obim uzajamne pravne pomoc¢i u
istragama, krivi€nim gonjenjima i sudskim postupcima u vezi sa krivicnim djelima utvrdenim u skladu
sa ovom Konvencijom, kao i za potrebe prikupljanja dokaza u elektronskom obliku za krivicnha djela
utvrdena u skladu sa ovom Konvencijom i za teSka krivicna djela.

2. Uzajamna pravna pomoc pruza se u najvecoj mogucéoj mjeri u skladu sa relevantnim zakonima,
ugovorima, sporazumima i aranzmanima zamoljene drzave ugovornice u vezi sa istragama, krivicnim
gonjenjima i sudskim postupcima koji se odnose na krivicha djela za koja pravno lice moze biti
odgovorno u skladu sa ¢lanom 18 ove Konvencije u drzavi ugovornici koja upucuje zahtjev.



3. Uzajamna pravna pomoc¢ koja se pruza u skladu sa ovim ¢lanom moze se zahtijevati u sljedece
svrhe:

(a) uzimanje dokaza ili izjava od lica;

(b) dostavljanje sudskih pismena;

(c) sprovodenje pretresa i privremenog oduzimanja, kao i zamrzavanje;

(d) pretrazivanje ili sli€an pristup, privremeno oduzimanije ili sli¢no obezbjedivanje i dostavljanje
elektronskih podataka uskladiStenih putem sistema informacionih i komunikacionih tehnologija u
skladu sa ¢lanom 44 ove Konvencije;

(e) prikupljanje podataka o saobracaju u realnom vremenu u skladu sa ¢lanom 45 ove Konvencije;
(f) presretanje podataka o sadrzaju u skladu sa ¢lanom 46 ove Konvencije;

(9) pregled predmeta i mjesta;

(h) pruzanje informacija, dokaza i stru¢nih nalaza;

(i) dostavljanje originala ili ovjerenih kopija relevantnih dokumenata i evidencija, ukljuCujudi
drzavne, bankarske, finansijske, korporativne ili poslovne evidencije;

() identifikovanje ili praéenje prihoda od kriminalne djelatnosti, imovine, sredstava ili drugih
predmeta radi dokazivanja;

(k) olakSavanje dobrovoljnog pojavljivanja lica u drzavi ugovornici koja upuéuje zahtjev;
(I) povraéaj prihoda od kriminalne djelatnosti;
(m) bilo koji drugi oblik pomoci koji nije suprotan domac¢em pravu zamoljene drzave ugovornice.

4. Ne dovodeéi u pitanje domace pravo, nadlezni organi drzave ugovornice mogu, bez
prethodnog zahtjeva, prenijeti informacije koje se odnose na kriviéne stvari nadleznom organu druge
drzave ugovornice kada smatraju da bi takve informacije mogle biti korisne tom organu u pokretanju
ili sprovodenju istraga i postupaka u vezi sa krivichim djelima utvrdenim u skladu sa ovom
Konvencijom.

5. Prenos informacija u skladu sa stavom 4 ovog €¢lana ne dovodi u pitanje istrage i kriviéne
postupke u drzavi nadleznih organa koji su informacije pruzili. Nadlezni organi koji primaju informacije
duzni su da postupe po zahtjevu da te informacije ostanu povjerljive, €ak i privremeno, ili da budu
podloZne ogranicenjima u pogledu njihove upotrebe. Medutim, to ne spre€ava drzavu ugovornicu
koja prima informacije da u svom postupku otkrije informacije koje oslobadaju okrivljenog. U tom
slu¢aju drzava ugovornica koja prima informacije obavjestava drzavu ugovornicu koja ih prenosi prije
otkrivanja i, ako se to zatrazi, konsultuje se sa drzavom ugovornicom koja ih prenosi. Ako u izuzethnom
slu¢aju prethodno obavjeStavanje nije moguée, drzava ugovornica koja prima informacije bez
odlaganja obavjeStava drzavu ugovornicu koja ih prenosi o otkrivanju.

6. Odredbe ovog ¢lana ne utiCu na obaveze iz bilo kojeg drugog ugovora, bilateralnog ili
multilateralnog, kojim se ureduje ili ¢e se uredivati, u cjelini ili djelimi¢no, uzajamna pravna pomoc.

7. St. 8 do 31 ovog Clana primjenjuju se na zahtjeve upucCene na osnovu ovog Clana ako
predmetne drzave ugovornice nijesu vezane ugovorom o uzajamnoj pravnoj pomoci. Ako su drzave
ugovornice vezane takvim ugovorom, primjenjuju se odgovarajuée odredbe tog ugovora, osim ako
se drzave ugovornice saglase da umjesto njih primjenjuju st. 8 do 31 ovog €lana. Drzave ugovornice
se snazno podstiCu da primjenjuju odredbe tih stavova ako olak$avaju saradnju.

8. Drzave ugovornice mogu odbiti pruzanje pomoci u skladu sa ovim ¢lanom zbog nepostojanja
dvostruke kaznjivosti. Medutim, zamoljena drzava ugovornica moze, kada smatra da je to
odgovarajuée, pruziti pomo¢ u mijeri koju odredi po svom nahodenju, bez obzira na to da li bi
ponasanje predstavljalo krivicno djelo prema njenom domacem pravu. Pomoé¢ se mozZe odbiti kada



se zahtjevi odnose na pitanja od malog znacaja ili na pitanja za koja je saradnja ili pomo¢ dostupna
na osnovu drugih odredaba ove Konvencije.

9. Lice koje se nalazi u pritvoru ili izdrzava kaznu na teritoriji jedne drzave ugovornice, a Cije se
prisustvo u drugoj drzavi ugovornici trazi radi identifikacije, svjedo€enja ili drugog pruzanja pomoci u
pribavljanju dokaza za istrage, krivicna gonjenja ili sudske postupke u vezi sa krivicnim djelima
utvrdenim u skladu sa ovom Konvencijom, moze biti prebaceno ako su ispunjeni sljedeci uslovi:

(a) lice slobodno daje informisanu saglasnost;

(b) nadlezni organi obje drzave ugovornice saglasni su, pod uslovima koje te drZzave ugovornice
smatraju odgovarajuéim.

10. Za potrebe stava 9 ovog €lana:

(a) drzava ugovornica u koju se lice prebacuje ima ovlasS¢enje i obavezu da to lice drzi u pritvoru,
osim ako drzava ugovornica iz koje je lice prebaceno drugacije zatrazi ili odobri;

(b) drzava ugovornica u koju je lice prebaceno bez odlaganja izvrSava obavezu da lice vrati u
pritvor drZzave ugovornice iz koje je prebaceno, kako je unaprijed dogovoreno ili kako se drugacije
dogovore nadlezni organi obje drzave ugovornice;

(c) drzava ugovornica u koju je lice prebaceno ne zahtijeva od drzave ugovornice iz koje je lice
prebaceno da pokrene postupak izru€enja radi njegovog vracanja;

(d) licu koje je prebaceno uraCunava se u izdrZzavanje kazne koju izdrzava u drzavi iz koje je
prebageno vrijeme provedeno u pritvoru drzave ugovornice u koju je prebaceno.

11. Osim ako drzava ugovornica iz koje lice treba da bude prebaceno u skladu sa st. 9i 10 ovog
¢lana na to pristane, to lice, bez obzira na njegovo drzavljanstvo, ne moze biti krivicno gonjeno,
pritvoreno, kaznjeno ili podvrgnuto bilo kojem drugom ograni¢enju slobode na teritoriji drzave u koju
je prebaceno zbog radniji, propusta ili osuda prije njegovog odlaska sa teritorije drzave iz koje je
prebaceno.

12. (a) Svaka drzava ugovornica odreduje centralni organ ili organe odgovorne i ovlaS¢ene za
prijem zahtjeva za uzajamnu pravnu pomo¢ i za njihovo izvrSavanje ili prosljedivanje nadleznim
organima radi izvrSenja. Ako drZzava ugovornica ima poseban region ili teritoriju sa posebnim
sistemom uzajamne pravne pomoci, moze odrediti poseban centralni organ koji ¢e imati istu funkciju
za taj region ili teritoriju;

(b) centralni organi obezbjeduju brzo i pravilno izvr§avanje ili prosljedivanje primljenih zahtjeva.
Kada centralni organ proslijedi zahtjev nadleznom organu radi izvrSenja, podsti¢e njegovo brzo i
pravilno izvrSavanje od strane nadleznog organa;

(c) generalni sekretar Ujedinjenih nacija obavjeStava se o centralnom organu odredenom u tu
svrhu u trenutku kada svaka drzava ugovornica polozi instrument ratifikacije, prihvatanja ili odobrenja
ove Konvencije ili pristupanja Konvenciji i uspostavlja i azurira registar centralnih organa koje su
drzave ugovornice odredile. Svaka drzava ugovornica obezbjeduje da su podaci u registru u svakom
trenutku tacni;

(d) zahtjevi za uzajamnu pravnu pomoc i sva komunikacija u vezi s njima prosljeduju se centralnim
organima koje su odredile drzave ugovornice. Ovaj zahtjev ne dovodi u pitanje pravo drzave
ugovornice da zahtijeva da se takvi zahtjevi i komunikacija upucuju diplomatskim putem i, u hitnim
okolnostima, kada se drzave ugovornice saglase, putem Medunarodne organizacije kriminalistiCke
policije, ako je moguce.

13. Zahtjevi se upucuju u pisanom obliku ili, kada je moguce, bilo kojim sredstvom kojim se moze
proizvesti pisani zapis, na jeziku prihvatljivom zamoljenoj drzavi ugovornici, pod uslovima koji toj
drzavi omogucéavaju da utvrdi autenti¢nost. Generalni sekretar Ujedinjenih nacija obavjeStava se o
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jeziku ili jezicima koje svaka drzava ugovornica prihvata u trenutku kada ona polozi instrument
ratifikacije, prihvatanja ili odobrenja ove Konvencije ili pristupanja Konvenciji. U hitnim okolnostima i
kada se drzave ugovornice saglase, zahtjevi se mogu uputiti usmeno, ali se bez odlaganja potvrduju
u pisanom obliku.

14. Kada to njihovi zakoni ne zabranjuju, centralni organi drzava ugovornica podsti€u se da
medusobno prosljeduju i primaju zahtjeve za uzajamnu pravnu pomoc¢ i komunikaciju u vezi s njima,
kao i dokaze, u elektronskom obliku, pod uslovima koji zamoljenoj drzavi ugovornici omoguc¢avaju da
utvrdi autenti¢nost i obezbijedi bezbjednost komunikacije.

15. Zahtjev za uzajamnu pravnu pomoc¢ sadrzi:

(a) identitet organa koji upucuje zahtjev;

(b) predmet i prirodu istrage, krivicnog gonjenja ili sudskog postupka na koji se zahtjev odnosi i
naziv i funkciju organa koji vodi istragu, krivicno gonjenje ili sudski postupak;

(c) sazetak relevantnih €injenica, osim u odnosu na zahtjeve radi dostavljanja sudskih pismena;

(d) opis trazene pomoci i podatke o svakom posebnom postupku za koji drzava ugovornica koja
upucuje zahtjev Zeli da bude primijenjen;

(e) kada je mogucée i odgovarajuce, identitet, mjesto i drzavljanstvo svakog zainteresovanog lica,
kao i zemlju porijekla, opis i mjesto svakog predmeta ili racuna na koji se zahtjev odnosi;

(f) prema potrebi, period za koji se traze dokazi, informacije ili druga pomog; i
(g) svrhu zbog koje se traze dokazi, informacije ili druga pomoc.

16. Zamoljena drzava ugovornica moze zahtijevati dodatne informacije kada se pokaze da su
potrebne za izvrSenje zahtjeva u skladu sa njenim domaéim pravom ili kada mogu olak$ati njegovo
izvrsenje.

17. Zahtjev se izvrSava u skladu sa domacim pravom zamoljene drZzave ugovornice i, u mjeri u
kojoj nije suprotan njenom domacem pravu i kada je moguce, u skladu sa postupcima navedenim u
zahtjevu.

18. Kada je to moguée i u skladu sa osnovnim nacelima domacéeg prava, kada se lice nalazi na
teritoriji drzave ugovornice i treba da bude sasluSano kao svjedok, Zrtva ili vjeStak od strane
pravosudnih organa druge drZzave ugovornice, prva drZzava ugovornica moze, na zahtjev druge,
dozvoliti da se sasludanje obavi putem videokonferencije ako nije moguce ili nije pozZeljno da se
predmetno lice li€no pojavi na teritoriji drzave ugovornice koja upucuje zahtjev. Drzave ugovornice
mogu se saglasiti da sasluSanje obavi pravosudni organ drzave ugovornice koja upucuje zahtjev uz
prisustvo pravosudnog organa zamoljene drzave ugovornice. Ako zamoljena drZzava ugovornica
nema potrebna tehnitka sredstva za odrzavanje videokonferencije, ta sredstva moze obezbijediti
drzava ugovornica koja upucuje zahtjev, na osnovu medusobnog dogovora.

19. Drzava ugovornica koja upucuje zahtjev ne smije prenijeti ili koristiti informacije ili dokaze koje
je dostavila zamoljena drZzava ugovornica za istrage, krivicha gonjenja ili sudske postupke osim onih
navedenih u zahtjevu bez prethodne saglasnosti zamoljene drzave ugovornice. NiSta u ovom stavu
ne spre€ava drzavu ugovornicu koja upucuje zahtjev da u svom postupku otkrije informacije ili dokaze
koji oslobadaju okrivljenog. U tom sluaju drzava ugovornica koja upucuje zahtjev obavjeStava
zamoljenu drzavu ugovornicu prije otkrivanja i, ako se to zatrazi, konsultuje sa zamoljenom drzavom
ugovornicom. Ako u izuzetnom slucaju prethodno obavjestavanje nije moguée, drzava ugovornica
koja upucuje zahtjev bez odlaganja obavjeStava zamoljenu drZzavu ugovornicu o otkrivanju.

20. Drzava ugovornica koja upuéuje zahtjev moze zahtijevati od zamoljene drZzave ugovornice da
Cuva povjerljivost €injenice o zahtjevu i njegove sadrzine, osim u mjeri u kojoj je to potrebno za
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izvrSenje zahtjeva. Ako zamoljena drzava ugovornica ne moze ispuniti zahtjev za povijerljivost, o tome
bez odlaganja obavjestava drzavu ugovornicu koja upucuje zahtjev.

21. Uzajamna pravna pomo¢ moze se odbiti:
(a) ako zahtjev nije upuéen u skladu sa odredbama ovog €lana;

(b) ako zamoljena drzava ugovornica smatra da bi izvrSenje zahtjeva vjerovatno ugrozilo njen
suverenitet, bezbjednost, javni poredak ili druge bitne interese;

(c) ako bi nadleznim organima zamoljene drzave ugovornice bilo zabranjeno njenim domaéim
pravom da preduzmu trazenu radnju u vezi sa sli¢nim kriviénim djelom da je ono bilo predmet istrage,
krivi€nog gonjenja ili sudskog postupka u okviru njihove jurisdikcije;

(d) ako bi odobravanje zahtjeva bilo suprotno pravnom sistemu zamoljene drzave ugovornice Koji
se odnosi na uzajamnu pravnu pomoc.

22. Nista u ovoj Konvenciji ne tumaci se tako da namece obavezu pruzanja uzajamne pravne
pomoci ako zamoljena drZzava ugovornica ima ozbiljne razloge da vjeruje da je zahtjev podnesen radi
krivicnog gonjenja ili kaznjavanija lica zbog njegovog pola, rase, jezika, vjeroispovijesti, drzavljanstva,
etnickog porijekla ili politiCkih uvjerenja, ili da bi postupanje po zahtjevu dovelo do ugrozZavanja
polozaja tog lica iz bilo kojeg od tih razloga.

23. Drzave ugovornice ne mogu odbiti zahtjev za uzajamnu pravnu pomoé samo zbog toga Sto
se smatra da krivi¢no djelo obuhvata i fiskalna pitanja.

24. Drzave ugovornice ne mogu odbiti pruZanje uzajamne pravne pomoc¢i u skladu sa ovim
¢lanom zbog bankarske tajne.

25. Za svako odbijanje uzajamne pravne pomoci navode se razlozi.

26. Zamoljena drZzava ugovornica izvrSava zahtjev za uzajamnu pravnu pomoc¢ $to je prije
moguce i u najvec¢oj mogucéoj mjeri uzima u obzir rokove koje predlozi drzava ugovornica koja upucuje
zahtjev i za koje su navedeni razlozi, po moguénosti u samom zahtjevu. Zamoljena drzava
ugovornica odgovara na razumne zahtjeve drzave ugovornice koja upucéuje zahtjev o statusu i
napretku u postupanju po zahtjevu. Drzava ugovornica koja upucuje zahtjev bez odlaganja
obavjestava zamoljenu drZzavu ugovornicu kada trazena pomoc¢ vise nije potrebna.

27. Zamoljena drzava ugovornica moze odloziti pruzanje uzajamne pravne pomoci ako bi to
ometalo tekucu istragu, kriviéno gonjenje ili sudski postupak.

28. Prije odbijanja zahtjeva u skladu sa stavom 21 ovog ¢lana ili odlaganja njegovog izvrdenja u
skladu sa stavom 27 ovog Clana, zamoljena drzava ugovornica konsultuje drzavu ugovornicu koja
upucuje zahtjev radi razmatranja da li se pomo¢ moze pruziti pod uslovima koje smatra potrebnim.
Ako drzava ugovornica koja upucuje zahtjev prihvati pomo¢ pod tim uslovima, postupa u skladu sa
njima.

29. Ne dovodedi u pitanje primjenu stava 11 ovog ¢lana, svjedok, vjestak ili drugo lice koje, na
zahtjev drzave ugovornice koja upuéuje zahtjev, pristane da da iskaz u postupku ili da pomogne u
istrazi, krivicnom gonjenju ili sudskom postupku na teritoriji drzave ugovornice koja upucuje zahtjev
ne smije biti krivilno gonjeno, pritvoreno, kaznjeno ili podvrgnuto bilo kojem drugom ograni¢enju
slobode na toj teritoriji zbog radnji, propusta ili osuda prije njegovog odlaska sa teritorije zamoljene
drzave ugovornice. Takav bezbjednosni rezim prestaje kada je svjedok, vjestak ili drugo lice, nakon
Sto je tokom 15 uzastopnih dana ili tokom drugog perioda o kojem su se drzave ugovornice saglasile,
raCunajuci od dana kada je lice zvani¢no obavijeSteno da njegovo prisustvo viSe nije potrebno, imalo
mogucnost da napusti teritoriju drzave ugovornice koja upucuje zahtjev, a ipak dobrovoljno ostane
na toj teritoriji ili se u nju vrati nakon &to ju je napustilo.
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30. Redovne troSkove izvrSenja zahtjeva snosi zamoljena drzava ugovornica, osim ako se
zainteresovane drzave ugovornice drugacije ne dogovore. Ako su za izvrSenje zahtjeva potrebni ili
Ce biti potrebni znacajni ili vanredni troSkovi, drzave ugovornice se konsultuju radi utvrdivanja uslova
pod kojima ¢e zahtjev biti izvrSen, kao i nac¢ina na koji ¢e troSkovi biti podmireni.

31. Zamoljena drzava ugovornica:

(a) dostavlja drzavi ugovornici koja upucuje zahtjev kopije drzavnih evidencija, dokumenata ili
informacija koje posjeduije i koje su prema njenom domacéem pravu dostupne javnosti;

(b) moze, po svom nahodenju, dostaviti drzavi ugovornici koja upucuje zahtjev, u cjelini,
djelimi¢no ili pod uslovima koje smatra odgovaraju¢im, kopije bilo kojih drZavnih evidencija,
dokumenata ili informacija koje posjeduje, a koje prema njenom domacem pravu nijesu dostupne
javnosti.

32. Drzave ugovornice razmatraju, prema potrebi, moguénost zakljuCivanja bilateralnih ili
multilateralnih sporazuma ili aranzmana kojima bi se ostvarile svrhe, prakticno sproveli ili unaprijedili
ciljevi odredaba ovog Clana.

Clan 41
Mreza 24/7

1. Svaka drzava ugovornica odreduje kontakt tacku koja je dostupna 24 ¢asa dnevno, sedam
dana u nedijelji, radi obezbjedivanja neposredne pomoéi za potrebe konkretnih krivi¢nih istraga,
krivicnih gonjenja ili sudskih postupaka u vezi sa krivicnim djelima utvrdenim u skladu sa ovom
Konvencijom ili radi prikupljanja, pribavljanja i Euvanja dokaza u elektronskom obliku za potrebe stava
3 ovog €lana i u vezi sa krivicnim djelima utvrdenim u skladu sa ovom Konvencijom, kao i tedkim
krivicnim djelima.

2. Generalni sekretar Ujedinjenih nacija obavjeStava se o toj kontakt tacki, uspostavlja i azurira
registar kontakt tataka odredenih za potrebe ovog ¢lana i jednom godiSnje drzavama ugovornicama
dostavlja azurirani spisak kontakt tacaka.

3. Takva pomo¢ obuhvata omogucéavanije ili, ako je to dozvoljeno domacim pravom i praksom
zamoljene drzave ugovornice, neposredno sprovodenje sljedeéih mjera:

(a) pruzanje tehnickih savijeta;

(b) Euvanje uskladistenih elektronskih podataka u skladu sa €l. 42 i 43 ove Konvencije, ukljuCujudi,
prema potrebi, informacije o lokaciji pruZzaoca usluga, ako je ona poznata zamoljenoj drzavi
ugovornici, radi pomoci drzavi ugovornici koja upuéuje zahtjev pri podnosenju zahtjeva;

(c) prikupljanje dokaza i pruzanje pravnih informacija;

(d) lociranje osumniji¢enih; ili

(e) pruzanje elektronskih podataka radi spre€avanja vanredne situacije.

4. Kontakt tacka drzave ugovornice mora imati sposobnost da hitno komunicira sa kontakt tackom
druge drzave ugovornice. Ako kontakt tatka koju je odredila drzava ugovornica nije dio organa ili
organa nadleznih za uzajamnu pravnu pomo¢ ili izruenje, kontakt tacka obezbjeduje da moze hitno
koordinirati sa tim organom ili organima.

5. Svaka drZzava ugovornica obezbjeduje da je na raspolaganju osposobljeno i opremljeno osoblje
za funkcionisanje mreze 24/7.

6. Drzave ugovornice mogu takode koristiti i jacati postojeCe ovlad¢éene mrezZe kontakt tacaka,
kada je to primjenjivo i u granicama svog domaceg prava, ukljuCuju¢i mreze 24/7 za krivicna djela
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povezana sa raCunarima Medunarodne organizacije kriminalistiCke policije radi brze policijske
saradnje i drugih metoda razmjene informacija.

Clan 42
Medunarodna saradnja radi ubrzanog ¢uvanja uskladistenih elektronskih podataka

1. Drzava ugovornica moze od druge drzave ugovornice zahtijevati da nalozi ili na drugi nacin
obezbijedi, u skladu sa ¢lanom 25 ove Konvencije, ubrzano Cuvanje elektronskih podataka
uskladistenih putem sistema informacionih i komunikacionih tehnologija koji se nalazi na teritoriji te
druge drzave ugovornice, u pogledu kojih drzava ugovornica koja upucuje zahtjev namjerava da
podnese zahtjev za uzajamnu pravnu pomo¢ radi pretrage ili sliCnog pristupa, priviemenog
oduzimanija ili sliénog obezbjedivanja ili dostavljanja elektronskih podataka.

2. Drzava ugovornica koja upucuje zahtjev moze koristiti mrezu 24/7 iz ¢lana 41 ove Konvencije
radi dobijanja informacija o lokaciji elektronskih podataka uskladi$tenih putem sistema informacionih
i komunikacionih tehnologija i, prema potrebi, informacija o lokaciji pruzaoca usluga.

3. Zahtjev za Cuvanje iz stava 1 ovog ¢lana navodi:

(a) organ koji trazi Cuvanje;

(b) krivicno djelo koje je predmet kriviéne istrage, krivicnog gonjenja ili sudskog postupka i kratak
sazetak povezanih €injenica;

(c) uskladistene elektronske podatke koje treba ¢uvati i njihovu povezanost sa kriviénim djelom;

(d) sve dostupne informacije kojima se identifikuje ¢uvar uskladistenih elektronskih podataka ili
lokacija sistema informacionih i komunikacionih tehnologija;

(e) potrebu za Cuvanjem;

(f) da drzava ugovornica koja upucuje zahtjev namjerava da podnese zahtjev za uzajamnu pravnu
pomoc¢ radi pretrage ili slichog pristupa, privremenog oduzimanja ili sliénog obezbjedivanja ili
dostavljanja uskladistenih elektronskih podataka;

(g) prema potrebi, potrebu da zahtjev za Cuvanje ostane povjerljiv i da korisnik ne bude
obavijesten.

4. Po prilemu zahtjeva druge drzave ugovornice, zamoljena drZzava ugovornica preduzima sve
odgovarajuée mjere da bez odlaganja saCuva odredene elektronske podatke u skladu sa svojim
domacim pravom. Za potrebe odgovora na zahtjev, dvostruka kazZnjivost ne predstavlja uslov za
pruzanje takvog ¢uvanja.

5. Drzava ugovornica koja zahtijeva dvostruku kaznjivost kao uslov za odgovor na zahtjev za
uzajamnu pravnu pomo¢ radi pretrage ili sli€nog pristupa, privremenog oduzimanja ili sli€¢nog
obezbjedivanja ili dostavljanja uskladiStenih elektronskih podataka moze, u pogledu krivicnih djela
osim onih utvrdenih u skladu sa ovom Konvencijom, zadrzati pravo da odbije zahtjev za Cuvanje u
skladu sa ovim ¢lanom u slu€ajevima kada ima razloga da vjeruje da u vrijeme dostavljanja podataka
uslov dvostruke kaznjivosti ne bi bio ispunjen.

6. Pored toga, zahtjev za Cuvanje moze se odbiti samo na osnovu razloga sadrzanih u ¢lanu 40
stav 21 tac. (b) i (c) i stavu 22 ove Konvencije.

7. Kada zamoljena drzava ugovornica smatra da ¢uvanje neée obezbijediti buduéu dostupnost
podataka ili da ¢ée ugroziti povjerljivost istrage drzave ugovornice koja upucuje zahtjev ili na drugi
nacin Stetno uticati na nju, o tome bez odlaganja obavjeStava drzavu ugovornicu koja upucuje
zahtjev, koja zatim odluéuje da li zahtjev ipak treba izvrsiti.



8. Svako Cuvanje izvrSeno kao odgovor na zahtjev iz stava 1 ovog €lana traje najmanje 60 dana,
kako bi drzava ugovornica koja upucuje zahtjev mogla podnijeti zahtjev za pretragu ili sliCan pristup,
privremeno oduzimanje ili sli€no obezbjedivanje ili dostavljanje podataka. Nakon prijema takvog
zahtjeva, podaci se nastavljaju ¢uvati do dono3enja odluke o zahtjevu.

9. Prije isteka perioda €uvanja iz stava 8 ovog ¢lana, drzava ugovornica koja upucuje zahtjev
moze zatraZiti produzenje perioda ¢uvanja.

Clan 43
Medunarodna saradnja radi ubrzanog dostavljanja sacuvanih podataka o saobracaju

1. Kada, tokom izvrSenja zahtjeva iz ¢lana 42 ove Konvencije za ¢uvanje podataka o saobracaju
u vezi sa odredenom komunikacijom, zamoljena drZzava ugovornica utvrdi da je pruzalac usluga iz
druge drzave ugovornice u€estvovao u prenosu komunikacije, zamoljena drzava ugovornica bez
odlaganja dostavlja drzavi ugovornici koja upucéuje zahtjev dovoljnu koli¢inu podataka o saobracaju
radi identifikovanja tog pruzaoca usluga i puta kojim je komunikacija prenesena.

2. Dostavljanje podataka o saobracaju u skladu sa stavom 1 ovog &lana mozZe se odbiti samo na
osnovu razloga sadrzanih u ¢lanu 40 stav 21 tac. (b) i (c) i stavu 22 ove Konvencije.

Clan 44
Uzajamna pravna pomo¢ u pristupu uskladistenim elektronskim podacima

1. Drzava ugovornica moZe od druge drzave ugovornice zahtijevati da izvrsi pretragu ili sli¢an
pristup, privremeno oduzme ili na sli¢an nacin obezbijedi i dostavi elektronske podatke uskladiStene
putem sistema informacionih i komunikacionih tehnologija koji se nalazi na teritoriji zamoljene drzave
ugovornice, uklju€ujuéi elektronske podatke koji su saCuvani u skladu sa ¢lanom 42 ove Konvencije.

2. Zamoljena drZzava ugovornica odgovara na zahtjev primjenom relevantnih medunarodnih
instrumenata i zakona iz ¢lana 35 ove Konvencije i u skladu sa drugim relevantnim odredbama ovog
poglavlja.

3. Na zahtjev se odgovara po hithom postupku kada:

(a) postoje osnovi za vjerovanje da su relevantni podaci posebno podlozni gubitku ili izmjeni; ili

(b) instrumenti i zakoni iz stava 2 ovog ¢lana na drugi nacin predvidaju ubrzanu saradnju.

Clan 45
Uzajamna pravna pomo¢ u prikupljanju podataka o saobrac¢aju u realnom vremenu

1. Drzave ugovornice nastoje da jedna drugoj pruze uzajamnu pravnu pomoc¢ u prikupljanju
podataka o saobracaju u realnom vremenu povezanih sa odredenim komunikacijama koje se
prenose na njihovoj teritoriji putem sistema informacionih i komunikacionih tehnologija. Podlozno
stavu 2 ovog €lana, takva pomoc¢ ureduje se uslovima i postupcima predvidenim domacim pravom.

2. Svaka drZzava ugovornica nastoji da takvu pomo¢ pruZi najmanje u pogledu krivi¢nih djela za
koja bi prikupljanje podataka o saobraéaju u realnom vremenu bilo dostupno u slichnom domacéem
slucaju.

3. Zahtjev upuéen u skladu sa stavom 1 ovog ¢lana navodi:
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(a) naziv organa koji upucuje zahtjev;
(b) sazetak glavnih €injenica i prirodu istrage, krivicnog gonjenja ili sudskog postupka na koji se
zahtjev odnosi;

(c) elektronske podatke u odnosu na koje je potrebno prikupljanje podataka o saobracaju i njihovu
povezanost sa krivicnim djelom;

(d) sve dostupne podatke kojima se identifikuje vlasnik ili korisnik podataka ili lokacija sistema
informacionih i komunikacionih tehnologija;

(e) obrazlozenje potrebe za prikupljanjem podataka o saobracaju;

(f) period tokom kojeg treba prikupljati podatke o saobraéaju i odgovaraju¢e obrazlozenje
njegovog trajanja.

Clan 46
Uzajamna pravna pomo¢ u presretanju podataka o sadrzaju

DrZzave ugovornice nastoje da jedna drugoj pruze uzajamnu pravnu pomoc¢ u prikupljanju ili
evidentiranju podataka o sadrzaju u realnom vremenu odredenih komunikacija koje se prenose
putem sistema informacionih i komunikacionih tehnologija, u mjeri dozvoljenoj ugovorima koji se na
njih primjenjuju ili njihovim domacéim pravom.

Clan 47
Saradnja organa za sprovodenje zakona

1. Drzave ugovornice blisko saraduju jedna sa drugom, u skladu sa svojim domacéim pravnim i
administrativnim sistemima, radi povecanja djelotvornosti postupanja organa za sprovodenije zakona
u borbi protiv krivicnih djela utvrdenih u skladu sa ovom Konvencijom. Drzave ugovornice narocito
preduzimaju djelotvorne mijere:

(a) radi unapredenja i, kada je potrebno, uspostavljanja kanala komunikacije izmedu svojih
nadleznih organa, agencija i sluzbi, uzimajuéi u obzir postojeée kanale, ukljuCujuéi kanale
Medunarodne organizacije kriminalistiCke policije, kako bi se olak8ala bezbjedna i brza razmjena
informacija o svim aspektima krivi¢nih djela utvrdenih u skladu sa ovom Konvencijom, uklju€ujuéi,
ako predmetne drZave ugovornice smatraju odgovaraju¢im, povezanost sa drugim kriminalnim
aktivnostima;

(b) radi saradnje sa drugim drzavama ugovornicama u sprovodenju istraga u vezi sa krivicnim
djelima utvrdenim u skladu sa ovom Konvencijom koja se odnose na:

(i) identitet, mjesto boravka i aktivnosti lica za koja se sumnja da su uklju¢ena u takva krivi¢na
djela ili lokaciju drugih zainteresovanih lica;

(ii) kretanje prihoda od kriminalne djelatnosti ili imovine proistekle iz izvrSenja takvih krivi€nih
djela;

(iii) kretanje imovine, opreme ili drugih sredstava korid¢enih ili namijenjenih za koris¢enje u
izvr$enju takvih kriviénih djela;

(c) pruzanje, prema potrebi, predmeta ili podataka potrebnih za analiticke ili istrazne svrhe;

(d) razmjenu, prema potrebi, informacija sa drugim drzavama ugovornicama o konkretnim
sredstvima i metodama koriS€enim za izvrSenje krivicnih djela utvrdenih u skladu sa ovom
Konvencijom, uklju€ujuci koris¢enje laznih identiteta, falsifikovanih, izmijenjenih ili laznih dokumenata
i drugih sredstava za prikrivanje aktivnosti, kao i taktika, tehnika i postupaka u oblasti sajber kriminala;
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(e) olakSavanje djelotvorne koordinacije izmedu njihovih nadleznih organa, agencija i sluzbi i
podsticanje razmjene osoblja i drugih stru€njaka, uklju€ujuéi, podlozno bilateralnim sporazumima ili
aranZzmanima izmedu zainteresovanih drZzava ugovornica, upucivanje oficira za vezu;

(f) razmjenu informacija i koordinaciju administrativnih i drugih mjera koje se preduzimaju, prema
potrebi, radi ranog otkrivanja krivi¢nih djela utvrdenih u skladu sa ovom Konvencijom.

2. Radi sprovodenja ove Konvencije, drzave ugovornice razmatraju zakljuCivanje bilateralnih ili
multilateralnih sporazuma ili aranzmana o neposrednoj saradnji izmedu svojih organa za sprovodenje
zakona i, kada takvi sporazumi ili aranzmani ve¢ postoje, njihovo izmijenjivanje. U odsustvu takvih
sporazuma ili aranzmana izmedu zainteresovanih drzava ugovornica, drzave ugovornice mogu
smatrati ovu Konvenciju osnovom za uzajamnu saradnju organa za sprovodenje zakona u pogledu
krivicnih djela utvrdenih u skladu sa ovom Konvencijom. Kada je to odgovarajuce, drzave ugovornice
u potpunosti koriste sporazume ili aranZmane, uklju¢uju¢i medunarodne ili regionalne organizacije,
radi unapredenja saradnje izmedu svojih organa za sprovodenje zakona.

Clan 48
Zajednicke istrage

Drzave ugovornice razmatraju zakljuCivanje bilateralnih ili multilateralnih sporazuma ili
aranzmana kojima bi se, u vezi sa krivicnim djelima utvrdenim u skladu sa ovom Konvencijom koja
su predmet krivicnih istraga, kriviénih gonjenja ili sudskih postupaka u jednoj ili viSe drzava,
omogucilo nadleznim organima da osnivaju zajedniCke istrazne timove. U odsustvu takvih
sporazuma ili aranZmana, zajednicke istrage mogu se sprovoditi na osnovu dogovora od sluc¢aja do
slu¢aja. Uklju€ene drzave ugovornice obezbjeduju puno postovanje suvereniteta drzave ugovornice
na cijoj teritoriji se takve istrage sprovode.

Clan 49
Mehanizmi za povraéaj imovine putem medunarodne saradnje u oblasti konfiskacije

1. Svaka drzava ugovornica, radi pruzanja uzajamne pravne pomoci u skladu sa ¢lanom 50 ove
Konvencije u pogledu imovine steene izvrSenjem krivicnog djela utvrdenog u skladu sa ovom
Konvencijom ili koris¢ene u izvrSenju takvog krivicnog djela, u skladu sa svojim domaéim pravom:

(a) preduzima mjere koje mogu biti potrebne da omogudéi svojim nadleznim organima da izvrSe
odluku o konfiskaciji koju je donio sud druge drzave ugovornice;

(b) preduzima mjere koje mogu biti potrebne da omoguci svojim nadleznim organima, kada imaju
jurisdikciju, da naloze konfiskaciju takve imovine stranog porijekla na osnovu presude za kriviéno
djelo pranja novca ili drugo krivicno djelo za koje imaju jurisdikciju, ili putem drugih postupaka
dozvoljenih domacim pravom; i

(c) razmatra preduzimanje mjera koje mogu biti potrebne da omoguci konfiskaciju takve imovine
bez krivicne osude u sluajevima kada ucinilac ne moze biti krivicno gonjen zbog smrti, bjekstva ili
odsustva, ili u drugim odgovarajuc¢im slu¢ajevima.

2. Svaka drzava ugovornica, radi pruzanja uzajamne pravne pomoci na osnovu zahtjeva iz ¢lana
50 stav 2 ove Konvencije, u skladu sa svojim domac¢im pravom:

(a) preduzima mjere koje mogu biti potrebne da omoguci svojim nadleznim organima da zamrznu
ili privvemeno oduzmu imovinu na osnovu naredbe o zamrzavanju ili privremenom oduzimanju koju



je izdao sud ili nadlezni organ drzave ugovornice koja upucuje zahtjev, a koja daje razumnu osnovu
zamoljenoj drzavi ugovornici da vjeruje da postoje dovoljni osnovi za preduzimanje takvih radnji i da
¢e imovina na kraju biti predmet naredbe o konfiskaciji za potrebe stava 1 tacka (a) ovog &lana;

(b) preduzima mjere koje mogu biti potrebne da omoguci svojim nadleznim organima da zamrznu
ili privremeno oduzmu imovinu na osnovu zahtjeva koji daje razumnu osnovu zamoljenoj drzavi
ugovornici da vjeruje da postoje dovoljni osnovi za preduzimanje takvih radnji i da ¢e imovina na
kraju biti predmet naredbe o konfiskaciji za potrebe stava 1 tacka (a) ovog ¢lana; i

(c) razmatra preduzimanje dodatnih mjera radi omogucavanja svojim nadleznim organima da
saCuvaju imovinu radi konfiskacije, kao $to je na osnovu stranog naloga za hapSenje ili optuzbe koja
se odnosi na sticanje takve imovine.

Clan 50
Medunarodna saradnja u svrhu konfiskacije

1. Drzava ugovornica koja primi zahtjev druge drzave ugovornice koja ima jurisdikciju nad
krivicnim djelom utvrdenim u skladu sa ovom Konvencijom za konfiskaciju prihoda od kriminalne
djelatnosti, imovine, opreme ili drugih sredstava iz ¢lana 31 stav 1 ove Konvencije koji se nalaze na
njenoj teritoriji, u najvec¢oj mogucoj mjeri u okviru svog domaceg pravnog sistema:

(a) upuéuje zahtjev svojim nadleznim organima radi dobijanja naredbe o konfiskaciji i, ako je takva
naredba izdata, izvrSava je; ili

(b) upuéuje svojim nadleznim organima, radi izvrSenja u mjeri u kojoj se to zahtijeva, naredbu o
konfiskaciji koju je donio sud na teritoriji drzave ugovornice koja upucuje zahtjev u skladu sa ¢lanom
31 stav 1 ove Konvencije, u mjeri u kojoj se odnosi na prihode od kriminalne djelatnosti, imovinu,
opremu ili druga sredstva koja se nalaze na teritoriji zamoljene drzave ugovornice.

2. Nakon zahtjeva druge drzave ugovornice koja ima jurisdikciju nad krivicnim djelom utvrdenim
u skladu sa ovom Konvencijom, zamoljena drzava ugovornica preduzima mjere za identifikovanje,
praéenje i zamrzavanije ili privremeno oduzimanje prihoda od kriminalne djelatnosti, imovine, opreme
ili drugih sredstava iz €lana 31 stav 1 ove Konvencije radi njihove eventualne konfiskacije koju nalaze
drzava ugovornica koja upucuje zahtjev ili, na osnovu zahtjeva iz stava 1 ovog ¢&lana, zamoljena
drzava ugovornica.

3. Odredbe ¢lana 40 ove Konvencije primjenjuju se mutatis mutandis na ovaj ¢lan. Pored
informacija navedenih u &lanu 40 stav 15 ove Konvencije, zahtjevi na osnovu ovog Clana sadrze:

(a) u slu€aju zahtjeva iz stava 1 tacka (a) ovog €lana, opis imovine koju treba konfiskovati,
uklju€ujuci, u mjeri u kojoj je moguce, njenu lokaciju i, kada je relevantno, procijenjenu vrijednost
imovine i navod €injenica na kojima drzava ugovornica koja upucuje zahtjev zasniva zahtjev, dovoljan
da omoguci zamoljenoj drzavi ugovornici da zatrazi naredbu u skladu sa svojim domacim pravom;

(b) u slu€aju zahtjeva iz stava 1 tacka (b) ovog c¢lana, pravno dopustenu kopiju naredbe o
konfiskaciji na kojoj se zahtjev zasniva, koju je izdala drzava ugovornica koja upucuje zahtjev, navod
Cinjenica i informacije o obimu u kojem se trazi izvrSenje naredbe, izjavu kojom se navode mjere koje
je drzava ugovornica koja upucuje zahtjev preduzela radi odgovarajuéeg obavjeStavanja savjesnih
trecih lica i obezbjedivanja praviénog postupka, kao i izjavu da je naredba o konfiskaciji pravosnazna;

(c) u slu€aju zahtjeva iz stava 2 ovog €lana, navod €injenica na kojima drzava ugovornica koja
upucuje zahtjev zasniva zahtjev i opis traZzenih radnji i, kada je dostupna, pravno dopustena kopija
naredbe na kojoj se zahtjev zasniva.
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4. Odluke ili radnje predvidene u st. 1 i 2 ovog €lana zamoljena drzava ugovornica preduzima u
skladu sa odredbama svog domaéeg prava i pravilima postupka ili bilo kojim bilateralnim ili
multilateralnim ugovorom, sporazumom ili aranzmanom kojim mozZe biti vezana u odnosu na drZzavu
ugovornicu koja upucuje zahtjev.

5. Svaka drzava ugovornica dostavlja generalnom sekretaru Ujedinjenih nacija kopije svojih
zakona i propisa kojima se sprovodi ovaj €lan, kao i svih naknadnih izmjena tih zakona i propisa ili
njihov opis.

6. Ako drzava ugovornica odluc¢i da preduzimanje mjera iz st. 1 i 2 ovog ¢lana uslovi postojanjem
relevantnog ugovora, ta drzava ugovornica smatra ovu Konvenciju potrebnim i dovoljnim ugovornim
osnovom.

7. Saradnja u skladu sa ovim ¢lanom moze se odbiti ili privremene mjere ukinuti ako zamoljena
drzava ugovornica ne primi dovoljne i blagovremene dokaze ili ako je vrijednost imovine
zanemarljiva.

8. Prije ukidanja bilo koje privremene mjere preduzete u skladu sa ovim ¢lanom, zamoljena drzava
ugovornica, kada je to moguce, pruza drzavi ugovornici koja upucuje zahtjev mogucnost da iznese
razloge u korist nastavka primjene mjere.

9. Odredbe ovog ¢lana ne tumace se tako da dovode u pitanje prava savjesnih trecih lica.

10. Drzave ugovornice razmatraju zaklju€ivanje bilateralnih ili multilateralnih ugovora, sporazuma
ili aranZzmana radi poveéanja djelotvornosti medunarodne saradnje koja se sprovodi u skladu sa ovim
¢lanom.

Clan 51
Posebna saradnja

Ne dovodedi u pitanje svoje domace pravo, svaka drzava ugovornica nastoji da preduzme mjere
kojima bi omogudila da, bez dovodenja u pitanje sopstvenih krivicnih istraga, kriviénih gonjenja ili
sudskih postupaka, drugoj drzavi ugovornici bez prethodnog zahtjeva dostavi informacije o prihodima
od krivicnih djela utvrdenih u skladu sa ovom Konvencijom, kada smatra da bi otkrivanje takvih
informacija moglo pomod¢i drzavi ugovornici koja ih prima u pokretanju ili sprovodenju krivicnih
istraga, krivicnih gonjenja ili sudskih postupaka ili bi moglo dovesti do zahtjeva te drzave ugovornice
na osnovu ¢lana 50 ove Konvencije.

Clan 52
Vraéanje i raspolaganje konfiskovanim prihodima od kriminalne djelatnosti iliimovinom

1. Prihodima od kriminalne djelatnosti ili imovinom koju je drzava ugovornica konfiskovala u
skladu sa ¢l. 31 ili 50 ove Konvencije ta drzava ugovornica raspolaze u skladu sa svojim domacim
pravom i administrativnim postupcima.

2. Kada postupaju po zahtjevu druge drzave ugovornice u skladu sa ¢lanom 50 ove Konvencije,
drzave ugovornice, u mjeri dozvoljenoj domacim pravom i ako je to zatrazeno, daju prioritet vracanju
konfiskovanih prihoda od kriminalne djelatnosti iliimovine drzavi ugovornici koja upuc€uje zahtjev kako
bi ona mogla obezbijediti naknadu Zrtvama krivicnog djela ili vratiti takve prihode od kriminalne
djelatnosti ili imovinu njihovim prethodnim zakonitim vlasnicima.

3. Kada postupaju po zahtjevu druge drzave ugovornice u skladu sa Cl. 31 i 50 ove Konvencije,
drzava ugovornica moze, nakon Sto se duzna paznja posveti naknadi Stete Zrtvama, posebno
razmotriti zakljucivanje sporazuma ili aranzmana o:

3



(a) uplacivanju vrijednosti takvih prihoda od kriminalne djelatnosti ili imovine ili sredstava
ostvarenih prodajom takvih prihoda od kriminalne djelatnosti ili imovine ili njihovog dijela na racun
odreden u skladu sa ¢lanom 56 stav 2 tacka (c) ove Konvencije i meduvladinim tijelima
specijalizovanim za borbu protiv sajber kriminala;

(b) dijeljenju sa drugim drzavama ugovornicama, redovno ili od slu€aja do slu¢aja, takvih prihoda
od kriminalne djelatnosti ili imovine ili sredstava ostvarenih prodajom takvih prihoda od kriminalne
djelatnosti ili imovine, u skladu sa svojim domacim pravom ili administrativnim postupcima.

4. Kada je to odgovarajuce, osim ako drzave ugovornice drugacije ne odlu€e, zamoljena drzava
ugovornica moze odbiti razumne troSkove nastale u istragama, krivicnim gonjenjima ili sudskim
postupcima koji su doveli do vracanja ili raspolaganja konfiskovanom imovinom u skladu sa ovim
¢lanom.

POGLAVLJE VI
PREVENTIVNE MJERE

Clan 53
Preventivne mjere

1. Svaka drzava ugovornica nastoji da, u skladu sa osnovnim nacelima svog pravnog sistema,
razvija i sprovodi ili odrzava djelotvorne i koordinisane politike i dobru praksu radi smanjenja
postojecih ili buduéih moguénosti za sajber kriminal kroz odgovarajuce zakonodavne, administrativne
ili druge mjere.

2. Svaka drzava ugovornica preduzima odgovarajuce mjere, u okviru svojih mogucnosti i u skladu
sa osnovnim nacelima svog domaceg prava, radi unapredenja svijesti javnosti o postojanju,
uzrocima, tezini i prijetnji koju predstavljaju krivicna djela utvrdena u skladu sa ovom Konvencijom,
ukljucujuci kroz obrazovne programe i informisanije javnosti.

3. Preventivne mjere mogu obuhvatiti:

(a) jacanje saradnje izmedu organa za sprovodenje zakona ili drzavnih tuziladtava i relevantnih
lica i subjekata izvan javnog sektora, kao 5to su nevladine organizacije, organizacije civilnog drustva,
akademske institucije i subjekti privatnog sektora, radi rijeSavanja relevantnih aspekata spre€avanja
i borbe protiv krivi€nih djela utvrdenih u skladu sa ovom Konvencijom;

(b) podizanje svijesti javnosti o postojanju, uzrocima i tezini prijetnje koju predstavljaju krivina
djela utvrdena u skladu sa ovom Konvencijom putem aktivnosti informisanja javnosti, javnog
obrazovanja, programa medijske i informacione pismenosti i nastavnih planova i programa kojima se
podstiCe ucesce javnosti u sprecavanju i borbi protiv takvih kriviénih djela;

(c) izgradnju kapaciteta i ulaganje napora za povecanje kapaciteta domacih sistema krivicnog
pravosuda, uklju€ujuéi obuku i razvoj stru€nosti stru¢njaka u oblasti krivicnog pravosuda, kao dio
nacionalnih strategija za spre€avanije krivi¢nih djela utvrdenih u skladu sa ovom Konvencijom;

(d) podsticanje pruzalaca usluga da preduzmu djelotvorne mjere, kada je to izvodljivo imajuci u
vidu nacionalne okolnosti i u mjeri dozvoljenoj domacim pravom, radi jaCanja bezbjednosti proizvoda,
usluga i korisnika pruzalaca usluga;

(e) priznavanje doprinosa legitimnih aktivnosti istraZivaca bezbjednosti kada su namijenjene
isklju€ivo, u mjeri dozvoljenoj i pod uslovima propisanim domaéim pravom, jaCanju i unapredenju
bezbjednosti proizvoda, usluga i korisnika pruzalaca usluga koji se nalaze na teritoriji drzave
ugovornice;



(f) razvoj, olak$avanje i promovisanje programa i aktivnosti radi odvra¢anja lica koja su u riziku
da se bave sajber kriminalom od postajanja uciniocima krivi€nih djela i razvoja njihovih vjeStina na
zakonit nadin;

(g) nastojanje da se promoviSe reintegracija u drustvo lica osudenih za kriviéna djela utvrdena u
skladu sa ovom Konvencijom;

(h) razvoj strategija i politika, u skladu sa domaéim pravom, radi spre€avanja i iskorjenjivanja
rodno zasnovanog nasilja koje se vrSi koriS¢enjem sistema informacionih i komunikacionih
tehnologija, kao i uzimanje u obzir posebnih okolnosti i potreba lica u ranjivom polozaju pri razvoju
preventivnih mjera;

(i) preduzimanje posebnih i prilagodenih napora radi zastite djece na internetu, ukljuCujudi
obrazovanje i obuku i podizanje svijesti javnosti o seksualnom zlostavljanju ili seksualnom
iskoris¢avanju djece na internetu, kao i reviziju domacih pravnih okvira i jaCanje medunarodne
saradnje usmjerene na njihovo spre€avanje, te ulaganje napora da se obezbijedi brzo uklanjanje
materijala koji sadrzi seksualno zlostavljanje i seksualno iskoris¢avanje djece;

(j) povecanje transparentnosti i podsticanje u¢esSéa javnosti u procesima donoSenja odluka i
obezbjedivanje odgovarajuéeg pristupa javnosti informacijama;

(k) postovanje, promovisanje i zastita slobode trazenja, primanja i saopstavanja javnih informacija
0 sajber kriminalu;

() razvoj ili jaCanje programa podrSke Zrtvama kriviCnih djela utvrdenih u skladu sa ovom
Konvencijom;

(m) spreCavanje i otkrivanje prenosa prihoda od kriminalne djelatnosti i imovine povezane sa
krivicnim djelima utvrdenim u skladu sa ovom Konvencijom.

4. Svaka drzava ugovornica preduzima odgovaraju¢e mjere kako bi obezbijedila da nadlezni
organ ili organi odgovorni za spreCavanje i borbu protiv sajber kriminala budu poznati i dostupni
javnosti, prema potrebi, radi prijavljivanja, ukljuéujuc¢i anonimnog prijavljivanja, svakog incidenta koji
se moze smatrati krivicnim djelom utvrdenim u skladu sa ovom Konvencijom.

5. Drzave ugovornice nastoje da periodicno procjenjuju postojece relevantne nacionalne pravne
okvire i administrativnu praksu radi utvrdivanja nedostataka i ranjivosti i obezbjedivanja njihove
relevantnosti u odnosu na promjenjive prijetnje koje predstavljaju kriviéna djela utvrdena u skladu sa
ovom Konvencijom.

6. Drzave ugovornice mogu medusobno i sa relevantnim medunarodnim i regionalnim
organizacijama saradivati u promovisanju i razvoju mjera iz ovog Clana. To ukljuCuje ucescée u
medunarodnim projektima usmjerenim na spre€avanje sajber kriminala.

7. Svaka drzava ugovornica obavjeStava generalnog sekretara Ujedinjenih nacija o nazivu i adresi
organa ili organa koji mogu pomoc¢i drugim drZzavama ugovornicama u razvoju i sprovodeniju
posebnih mjera za spre€avanje sajber kriminala.

POGLAVLJE VII
TEHNICKA POMOC | RAZMJENA INFORMACIJA

Clan 54
Tehni¢ka pomo¢ i jaéanje kapaciteta

1. Drzave ugovornice, u skladu sa svojim kapacitetima, razmatraju pruzanje jedna drugoj najSire
moguce tehnicke pomodi i podrSke u jaCanju kapaciteta, ukljuCujuci obuku i druge oblike pomodi,
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medusobnu razmjenu relevantnih iskustava i specijalizovanog znanja i prenos tehnologije pod
medusobno dogovorenim uslovima, uz posebno uzimanje u obzir interesa i potreba drzava
ugovornica u razvoju, radi olakSavanja spreCavanja, otkrivanja, istrage i krivicnog gonjenja krivicnih
djela obuhvacenih ovom Konvencijom.

2. Drzave ugovornice, u mjeri u kojoj je potrebno, pokrecu, razvijaju, sprovode ili unapreduju
posebne programe obuke za svoje osoblje odgovorno za spreavanje, otkrivanje, istragu i krivicno
gonjenje krivi€nih djela obuhvacenih ovom Konvencijom.

3. Aktivnosti iz st. 1i 2 ovog ¢lana mogu, u mjeri dozvoljenoj domacim pravom, obuhvatiti:

(a) metode i tehnike koje se koriste za spreCavanje, otkrivanje, istragu i krivicno gonjenje krivicnih
djela obuhvaéenih ovom Konvencijom;

(b) jaGanje kapaciteta za razvoj i planiranje strateskih politika i zakonodavstva radi spre€avanja i
borbe protiv sajber kriminala;

(c) jatanje kapaciteta za prikupljanje, Cuvanje i razmjenu dokaza, narocito u elektronskom obliku,
uklju€ujuci odrzavanje lanca ¢uvanja i forenzic¢ku analizu;

(d) savremenu opremu za sprovodenje zakona i njeno koriséenje;

(e) obuku nadleznih organa za pripremu zahtjeva za uzajamnu pravnu pomo¢ i druge oblike
saradnje koji ispunjavaju zahtjeve ove Konvencije, narocito za prikupljanje, ¢uvanje i razmjenu
dokaza u elektronskom obliku;

(f) spreCavanje, otkrivanje i pracenje kretanja prihoda proisteklih iz izvrSenja krivi€nih djela
obuhvaéenih ovom Konvencijom, imovine, opreme ili drugih sredstava i metoda kori¢enih za prenos,
prikrivanje ili maskiranje takvih prihoda, imovine, opreme ili drugih sredstava;

(g) odgovarajuce i djelotvorne pravne i administrativne mehanizme i metode za olak3avanje
privremenog oduzimanja, konfiskacije i vracanja prihoda od krivicnih djela obuhvacenih ovom
Konvencijom;

(h) metode koje se koriste za zastitu Zrtava i svjedoka koji saraduju sa pravosudnim organima;

(i) obuku iz relevantnog materijalnog i procesnog prava i ovlaSéenja organa za sprovodenje
zakona za sprovodenije istrage, kao i iz nacionalnih i medunarodnih propisa i jezika.

4. Drzave ugovornice, podlozno svom domaéem pravu, nastoje da koriste stru¢nost drugih drzava
ugovornica i blisko saraduju sa njima i relevantnim medunarodnim i regionalnim organizacijama,
nevladinim organizacijama, organizacijama civilnog drustva, akademskim institucijama i subjektima
privatnog sektora, radi djelotvornijeg sprovodenja ove Konvencije.

5. Drzave ugovornice pomazu jedna drugoj u planiranju i sprovodenju programa istrazivanja i
obuke osmisljenih radi razmjene stru¢nosti u oblastima iz stava 3 ovog €lana i, u tu svrhu, kada je to
odgovarajuce, koriste regionalne i medunarodne konferencije i seminare radi promovisanja saradnje
i podsticanja rasprave o pitanjima od zajedni¢kog interesa.

6. Drzave ugovornice razmatraju moguénost da, na zahtjev, jedna drugoj pomognu u sprovodenju
procjena, studija i istraZivanja koja se odnose na vrste, uzroke i posljedice krivi¢nih djela obuhvaéenih
ovom Konvencijom izvrSenih na njihovim teritorijama, radi razvoja strategija i akcionih planova za
spreCavanje i borbu protiv sajber kriminala, uz u€eS¢e nadleznih organa i relevantnih nevladinih
organizacija, organizacija civilnog drustva, akademskih institucija i subjekata privatnog sektora.

7. Drzave ugovornice promoviSu obuku i tehni¢ku pomo¢ kojima se olak$avaju blagovremeno
izruCenje i uzajamna pravna pomoc. Takva obuka i tehnicka pomo¢ mogu obuhvatiti obuku iz jezika,
pomoc u izradi i obradi zahtjeva za uzajamnu pravnu pomo¢, kao i upucivanje i razmjenu osoblja
izmedu centralnih organa ili agencija sa relevantnim nadleznostima.



8. Drzave ugovornice, u mjeri u kojoj je potrebno, jacaju napore za maksimalno povecanje
djelotvornosti tehnicke pomodi i jaCanja kapaciteta u medunarodnim i regionalnim organizacijama i u
okviru relevantnih bilateralnih i multilateralnih sporazuma ili aranzmana.

9. Drzave ugovornice razmatraju uspostavljanje dobrovoljnih mehanizama radi finansijskog
doprinosa naporima drzava u razvoju u sprovodenju ove Konvencije putem programa tehnicke
pomodi i projekata jacanja kapaciteta.

10. Svaka drzava ugovornica nastoji da daje dobrovoljne priloge Kancelariji Ujedinjenih nacija za
droge i kriminal radi podsticanja, putem Kancelarije, programa i projekata za sprovodenje ove
Konvencije kroz tehni¢ku pomoc¢ i jaanje kapaciteta.

Clan 55
Razmjena informacija

1. Svaka drzava ugovornica razmatra mogucnost analize, prema potrebi uz konsultacije sa
relevantnim stru¢njacima, uklju€ujuci struCnjake iz nevladinih organizacija, organizacija civilnog
drustva, akademskih institucija i subjekata privatnog sektora, trendova na svojoj teritoriji u pogledu
krivicnih djela obuhvacenih ovom Konvencijom, kao i okolnosti u kojima se takva krivicna djela
izvrSavaju.

2. Drzave ugovornice razmatraju razvoj i medusobnu razmijenu, kao i razmjenu putem
medunarodnih i regionalnih organizacija, statistiCkih podataka, analiticke stru¢nosti i informacija o
sajber kriminalu, radi razvoja, u najveéoj mogucoj mijeri, zajednickih definicija, standarda i
metodologija, kao i dobre prakse za spre€avanje i borbu protiv takvog kriminala.

3. Svaka drzava ugovornica razmatra pracenje svojih politika i prakti¢nih mjera za spreCavanje i
borbu protiv krivicnih djela obuhvaéenih ovom Konvencijom i procjenu njihove djelotvornosti i
efikasnosti.

4. Drzave ugovornice razmatraju razmjenu informacija o pravnom, politi€kom i tehnoloSkom
razvoju u vezi sa sajber kriminalom i prikupljanjem dokaza u elektronskom obliku.

Clan 56
Sprovodenje Konvencije kroz ekonomski razvoj i tehni€ku pomoé

1. DrZzave ugovornice preduzimaju mjere koje doprinose optimalnom sprovodenju ove Konvencije
u najvecoj mogucoj mjeri, putem medunarodne saradnje, uzimajuéi u obzir negativne posljedice
kriviénih djela obuhvacenih ovom Konvencijom na drustvo u cjelini, a narocito na odrZivi razvo;.

2. Drzave ugovornice snazno se podstiCu da uloze konkretne napore, u najvec¢oj mogucoj mijeri i
u koordinaciji jedna sa drugom, kao i sa medunarodnim i regionalnim organizacijama:

(a) radi unapredenja saradnje na razli€itim nivoima sa drugim drzavama ugovornicama, narocito
drzavama u razvoju, radi jacanja njihovih kapaciteta za spreCavanje i borbu protiv krivicnih djela
obuhvaéenih ovom Konvencijom;

(b) radi unapredenja finansijske i materijalne pomodéi za podrSku naporima drugih drzava
ugovornica, narocCito drzava u razvoju, u djelotvornom spreCavanju i borbi protiv krivicnih djela
obuhvacéenih ovom Konvencijom i pomoci u sprovodenju ove Konvencije;

(c) radi pruzanja tehni¢ke pomo¢i drugim drzavama ugovornicama, naroc€ito drzavama u razvoju,
u podrsci njihovim potrebama u vezi sa sprovodenjem ove Konvencije. U tu svrhu drzave ugovornice



nastoje da daju odgovarajuée i redovne dobrovoljne priloge na radun posebno odreden za tu svrhu
u okviru mehanizma finansiranja Ujedinjenih nacija;

(d) radi podsticanja, prema potrebi, nevladinih organizacija, organizacija civilnog drustva,
akademskih institucija i subjekata privatnog sektora, kao i finansijskih institucija, da doprinesu
naporima drzava ugovornica, uklju€ujuci kroz tehni¢ku pomo¢ i druge oblike podrske.

(e) razmjenu dobre prakse i informacija o preduzetim aktivhostima, radi povecanja
transparentnosti, izbjegavanja dupliranja napora i najboljeg koris¢enja ste€enih iskustava.

3. Drzave ugovornice takode razmatraju korid¢enje postoje¢ih podregionalnih, regionalnih i
medunarodnih programa, uklju€ujuéi konferencije i seminare, radi promovisanja saradnje i tehnicke
pomoci i podsticanja rasprave o pitanjima od zajednic¢kog interesa, ukljuCujuéi posebne probleme i
potrebe drzava u razvoju.

4. U najvecoj mogucoj mjeri, drzave ugovornice obezbjeduju da se resursi i napori rasporeduju i
usmjeravaju radi podrSke uskladivanju standarda, vjestina, kapaciteta, stru¢nosti i tehnickih
sposobnosti, sa ciliem uspostavijanja zajedni¢kin minimalnih standarda medu drZzavama
ugovornicama radi ukidanja sigurnih utoCista za krivicna djela obuhvaéena ovom Konvencijom i
jac¢anja borbe protiv sajber kriminala.

5. U najvecoj mogucoj mjeri, mjere preduzete u skladu sa ovim ¢lanom ne dovode u pitanje
postoje¢e obaveze u pogledu medunarodne pomodi niti druge aranzmane finansijske saradnje na
bilateralnom, regionalnom ili medunarodnom nivou.

6. Drzave ugovornice mogu zaklju€ivati bilateralne, regionalne ili multilateralne sporazume ili
aranzmane o materijalnoj i logisti¢koj pomodi, uzimajuci u obzir finansijske aranZmane potrebne da
bi oblici medunarodne saradnje predvideni ovom Konvencijom bili djelotvorni i radi spreavanja,
otkrivanja, istrage i krivicnog gonjenja kriviénih djela obuhvacenih ovom Konvencijom.

POGLAVLJE VI
MEHANIZAM SPROVODENJA

Clan 57
Konferencija drzava ugovornica Konvencije

1. Ovim se osniva Konferencija drzava ugovornica Konvencije radi unapredenja kapaciteta
drzava ugovornica i njihove saradnje radi ostvarivanja ciljeva utvrdenih ovom Konvencijom i
promovisanja i preispitivanja njenog sprovodenja.

2. Generalni sekretar Ujedinjenih nacija saziva Konferenciju drzava ugovornica najkasnije godinu
dana nakon stupanja ove Konvencije na snagu. Nakon toga, redovni sastanci Konferencije odrzavaju
se u skladu sa poslovnikom koji Konferencija usvaoiji.

3. Konferencija drzava ugovornica usvaja poslovnik i pravila kojima se ureduju aktivnosti iz ovog
¢lana, uklju€ujuéi pravila o prilemu i uéeS¢u posmatraca i placanju troSkova nastalih u sprovodenju
tih aktivnosti. Ta pravila i povezane aktivnosti uzimaju u obzir naCela kao Sto su djelotvornost,
ukljuc€ivost, transparentnost, efikasnost i nacionalno vlasnistvo.

4. Pri utvrdivanju redovnih sastanaka, Konferencija drzava ugovornica uzima u obzir vrijeme i
mjesto sastanaka drugih relevantnih medunarodnih i regionalnih organizacija i mehanizama u sli¢nim
oblastima, ukljuCujuci njihova pomoc¢na ugovorna tijela, u skladu sa nacelima utvrdenim u stavu 3
ovog €lana.
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5. Konferencija drzava ugovornica usaglaSava aktivnosti, postupke i metode rada radi
ostvarivanja ciljeva iz stava 1 ovog €&lana, uklju€ujuci:

(a) olak$avanje djelotvornog koriséenja i sprovodenja ove Konvencije, utvrdivanje svih problema
u vezi sa tim, kao i aktivnosti koje drzave ugovornice sprovode u skladu sa ovom Konvencijom,
uklju€ujuci podsticanje mobilizacije dobrovoljnih priloga;

(b) olak$avanje razmjene informacija o pravnom, politickom i tehnoloskom razvoju koji se odnosi
na krivi¢na djela utvrdena u skladu sa ovom Konvencijom i prikupljanje dokaza u elektronskom obliku
izmedu drzava ugovornica i relevantnih medunarodnih i regionalnih organizacija, kao i nevladinih
organizacija, organizacija civilnog drustva, akademskih institucija i subjekata privatnog sektora, u
skladu sa domacim pravom, kao i o obrascima i trendovima u sajber kriminalu i uspjeSnoj praksi za
spreCavanje i borbu protiv takvih krivi€nih djela;

(c) saradnju sa relevantnim medunarodnim i regionalnim organizacijama, kao i nevladinim
organizacijama, organizacijama civilnog drustva, akademskim institucijama i subjektima privatnog
sektora;

(d) odgovarajuée koriS¢enje relevantnih informacija koje proizvode druge medunarodne i
regionalne organizacije i mehanizmi za spre¢avanje i borbu protiv krivi¢nih djela utvrdenih u skladu
sa ovom Konvencijom, radi izbjegavanja nepotrebnog dupliranja rada;

(e) periodi¢no preispitivanje sprovodenja ove Konvencije od strane drzava ugovornica;

(f) davanje preporuka za unapredenje ove Konvencije i njenog sprovodenja, kao i razmatranje
moguceg dopunjavanja ili izmjena Konvencije;

(9) izradu i usvajanje dodatnih protokola uz ovu Konvenciju na osnovu ¢l. 61 i 62 ove Konvencije;

(h) razmatranje potreba drzava ugovornica za tehni¢kom pomoéi i jaéanjem kapaciteta u vezi sa
sprovodenjem ove Konvencije i preporucivanje svih mjera koje smatra potrebnim u tom pogledu.

6. Svaka drZzava ugovornica dostavlja Konferenciji drzava ugovornica informacije o
zakonodavnim, administrativnim i drugim mjerama, kao i o svojim programima, planovima i praksama
za sprovodenje ove Konvencije, kako to Konferencija zahtijeva. Konferencija razmatra najdjelotvorniji
nacin prijema i postupanja po informacijama, uklju€ujuci, izmedu ostalog, informacije dobijene od
drzava ugovornica i nadleznih medunarodnih i regionalnih organizacija. Mogu se razmatrati i
informacije koje dostave predstavnici relevantnih nevladinih organizacija, organizacija civilnog
drustva, akademskih institucija i subjekata privatnog sektora, propisno akreditovani u skladu sa
postupcima koje utvrduje Konferencija.

7. Za potrebe stava 5 ovog ¢lana, Konferencija drzava ugovornica moze uspostaviti i upravljati
mehanizmima preispitivanja koje smatra potrebnim.

8. U skladu sa st. 5 do 7 ovog ¢lana, Konferencija drzava ugovornica uspostavlja, ako smatra
potrebnim, odgovarajuce mehanizme ili pomoc¢na tijela za pomo¢ u djelotvornom sprovodenju
Konvencije.

Clan 58
Sekretarijat

1. Generalni sekretar Ujedinjenih nacija obezbjeduje potrebne sekretarijatske usluge Konferenciji
drZava ugovornica Konvencije.

2. Sekretarijat:

(a) pomaze Konferenciji drzava ugovornica u sprovodenju aktivnosti utvrdenih ovom Konvencijom
i organizuje i obezbjeduje potrebne usluge za sjednice Konferencije koje se odnose na ovu
Konvenciju;



(b) na zahtjev, pomaze drzavama ugovornicama u dostavljanju informacija Konferenciji drzava
ugovornica, kako je predvideno ovom Konvencijom; i

(c) obezbjeduje potrebnu koordinaciju sa sekretarijatima relevantnih medunarodnih i regionalnih
organizacija.

POGLAVLJE IX
ZAVRSNE ODREDBE

Clan 59
Sprovodenje Konvencije

1. Svaka drzava ugovornica preduzima potrebne mjere, ukljuCujuci zakonodavne i administrativne
mjere, u skladu sa osnovnim nacelima svog domaceg prava, radi obezbjedivanja sprovodenja svojih
obaveza iz ove Konvencije.

2. Svaka drzava ugovornica moze donijeti stroze ili teze mjere od onih predvidenih ovom
Konvencijom radi spre€avanja i borbe protiv krivi€nih djela utvrdenih u skladu sa ovom Konvencijom.

Clan 60
Dejstvo Konvencije

1. Ako su dvije ili viSe drzava ugovornica ve¢ zaklju€ile sporazum ili ugovor o pitanjima koja su
uredena ovom Konvencijom ili su na drugi nacin uredile svoje odnose u pogledu tih pitanja, ili ako to
ucine u buduénosti, one imaju pravo da primjenjuju taj sporazum ili ugovor ili da svoje odnose ureduju
u skladu sa njim.

2. Nista u ovoj Konvenciji ne utiCe na druga prava, ograni¢enja, obaveze i odgovornosti drzave
ugovornice prema medunarodnom pravu.

Clan 61
Odnos sa protokolima

1. Ova Konvencija moze biti dopunjena jednim ili vise protokola.

2. Da bi postala strana protokola, drzava ili organizacija za regionalnu ekonomsku integraciju
mora biti i strana ove Konvencije.

3. Drzavu ugovornicu ove Konvencije protokol ne obavezuje osim ako ne postane njegova strana
u skladu sa njegovim odredbama.

4. Svaki protokol uz ovu Konvenciju tumadi se zajedno sa ovom Konvencijom, uzimajuci u obzir
cilj tog protokola.

Clan 62
Usvajanje dodatnih protokola

1. Prije nego Sto Konferencija drzava ugovornica razmotri usvajanje bilo kojeg dodatnog
protokola, potrebno je najmanje 60 drzava ugovornica. Konferencija ulaze sve napore da postigne
konsenzus o svakom dodathom protokolu. Ako su iscrpljeni svi napori za postizanje konsenzusa, a
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sporazum nije postignut, dodatni protokol se, kao krajnja mjera, usvaja dvotreCinskom vecinom
glasova drzava ugovornica prisutnih i koje glasaju na sastanku Konferencije.

2. Organizacije za regionalnu ekonomsku integraciju, u pitanjima iz svoje nadleznosti, ostvaruju
pravo glasa prema ovom c¢lanu sa brojem glasova jednakim broju njihovih drzava €¢lanica koje su
strane ove Konvencije. Takve organizacije ne ostvaruju pravo glasa ako ga njihove drzave ¢lanice
ostvaruju i obrnuto.

Clan 63
RjeSavanje sporova

1. Drzave ugovornice nastoje da sporove u vezi sa tumacenjem ili primjenom ove Konvencije
rijeSe pregovorima ili drugim mirnim sredstvima po svom izboru.

2. Svaki spor izmedu dvije ili viS8e drzava ugovornica u vezi sa tumacenjem ili primjenom ove
Konvencije koji se ne moze rijeSiti pregovorima ili drugim mirnim sredstvima u razumnom roku, na
zahtjev jedne od tih drzava ugovornica, podnosi se arbitrazi. Ako Sest mjeseci od dana podnoSenja
zahtjeva za arbitrazu te drzave ugovornice ne mogu posti¢i saglasnost o organizaciji arbitraze, bilo
koja od tih drzava ugovornica moze spor uputiti Medunarodnom sudu pravde zahtjevom u skladu sa
Statutom Suda.

3. Svaka drZzava ugovornica moze, u trenutku potpisivanja, ratifikacije, prihvatanja ili odobrenja
ove Konvencije ili pristupanja Konvenciji, izjaviti da se ne smatra obavezanom stavom 2 ovog ¢lana.
Druge drzave ugovornice nijesu obavezane stavom 2 ovog €lana u odnosu na drzavu ugovornicu
koja je stavila takvu rezervu.

4. Svaka drzava ugovornica koja je stavila rezervu u skladu sa stavom 3 ovog ¢lana moZe u bilo
kom trenutku povuci tu rezervu obavjeStenjem generalnom sekretaru Ujedinjenih nacija.

Clan 64
Potpisivanje, ratifikacija, prihvatanje, odobravanje i pristupanje

1. Ova Konvencija otvorena je za potpisivanje svim drzavama u Hanoju 2025. godine, a nakon
toga u sjedistu Ujedinjenih nacija u Njujorku do 31. decembra 2026. godine.

2. Ova Konvencija je otvorena za potpisivanje i organizacijama za regionalnu ekonomsku
integraciju, pod uslovom da je najmanje jedna drzava €lanica takve organizacije potpisala ovu
Konvenciju u skladu sa stavom 1 ovog €lana.

3. Ova Konvencija podlijeze ratifikaciji, prihvatanju ili odobravanju. Instrumenti ratifikacije,
prihvatanja ili odobrenja polazu se kod generalnog sekretara Ujedinjenih nacija. Organizacija za
regionalnu ekonomsku integraciju moze poloziti instrument ratifikacije, prihvatanja ili odobrenja ako
je najmanje jedna njena drzava Clanica to ucinila. U tom instrumentu ratifikacije, prihvatanja ili
odobrenja organizacija izjavljuje obim svoje nadleznosti u pogledu pitanja uredenih ovom
Konvencijom. Takva organizacija takode obavjestava depozitara o svakoj relevantnoj izmjeni obima
svoje nadleznosti.

4. Ova Konvencija otvorena je za pristupanje svakoj drzavi ili organizaciji za regionalnu
ekonomsku integraciju Cija je najmanje jedna drzava Clanica strana ove Konvencije. Instrumenti
pristupanja polazu se kod generalnog sekretara Ujedinjenih nacija. U trenutku pristupanja
organizacija za regionalnu ekonomsku integraciju izjavljuje obim svoje nadleznosti u pogledu pitanja
uredenih ovom Konvencijom. Takva organizacija takode obavjeStava depozitara o svakoj relevantnoj
izmjeni obima svoje nadleznosti.
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Clan 65
Stupanje na snagu

1. Ova Konvencija stupa na shagu devedesetog dana od dana polaganja Cetrdesetog instrumenta
ratifikacije, prihvatanja, odobrenja ili pristupanja. Za potrebe ovog stava, svaki instrument koji polozi
organizacija za regionalnu ekonomsku integraciju ne ra¢una se kao dodatni u odnosu na instrumente
koje su polozile drzave Clanice te organizacije.

2. Za svaku drzavu ili organizaciju za regionalnu ekonomsku integraciju koja ratifikuje, prihvati,
odobri ili pristupi ovoj Konvenciji nakon polaganja Cetrdesetog instrumenta takvog postupanja,
Konvencija stupa na snagu tridesetog dana nakon dana kada ta drzava ili organizacija polozi
odgovarajuéi instrument ili na dan kada ova Konvencija stupi na snagu u skladu sa stavom 1 ovog
Clana, zavisno od toga koji je datum kasniji.

Clan 66
Izmjene

1. Nakon isteka pet godina od stupanja ove Konvencije na shagu, drZzava ugovornica moze
predloziti izmjenu i dostaviti je generalnom sekretaru Ujedinjenih nacija, koji ¢e predloZzenu izmjenu
saopstiti drzavama ugovornicama i Konferenciji drzava ugovornica Konvencije radi razmatranja i
odlucivanja o predlogu. Konferencija ulaze sve napore da postigne konsenzus o svakoj izmjeni. Ako
su iscrpljeni svi napori za postizanje konsenzusa, a sporazum nije postignut, izmjena se, kao krajnja
mjera, usvaja dvotrecinskom vec¢inom glasova drZzava ugovornica prisutnih i koje glasaju na sastanku
Konferencije.

2. Organizacije za regionalnu ekonomsku integraciju, u pitanjima iz svoje nadleznosti, ostvaruju
pravo glasa prema ovom ¢lanu sa brojem glasova jednakim broju njihovih drzava ¢&lanica koje su
strane ove Konvencije. Takve organizacije ne ostvaruju pravo glasa ako ga njihove drzave clanice
ostvaruju i obrnuto.

3. lzmjena usvojena u skladu sa stavom 1 ovog Clana podlijeze ratifikaciji, prihvatanju ili
odobravanju drZzava ugovornica.

4. I1zmjena usvojena u skladu sa stavom 1 ovog Clana stupa na snagu u odnosu na drZzavu
ugovornicu 90 dana nakon dana polaganja kod generalnog sekretara Ujedinjenih nacija instrumenta
ratifikacije, prihvatanja ili odobrenja te izmjene.

5. Kada izmjena stupi na snagu, ona obavezuje one drzave ugovornice koje su izrazile saglasnost
da budu njome vezane. Druge drzave ugovornice i dalje su obavezane odredbama ove Konvencije i
svim ranijim izmjenama koje su ratifikovale, prihvatile ili odobrile.

Clan 67
Otkazivanje

1. Drzava ugovornica moze otkazati ovu Konvenciju pisanim obavjeStenjem generalnom
sekretaru Ujedinjenih nacija. Otkazivanje proizvodi dejstvo godinu dana nakon dana prijema
obavjestenja od strane generalnog sekretara.

2. Organizacija za regionalnu ekonomsku integraciju prestaje da bude strana ove Konvencije
kada je sve njene drzave Clanice otkaZu.

41—



3. Otkazivanje ove Konvencije u skladu sa stavom 1 ovog ¢lana povlaci za sobom otkazivanje
svih protokola uz Konvenciju.

Clan 68
Depozitar i jezici

1. Generalni sekretar Ujedinjenih nacija odreduje se za depozitara ove Konvencije.

2. Original ove Konvencije, €iji su tekstovi na arapskom, kineskom, engleskom, francuskom,
ruskom i Spanskom jeziku jednako vjerodostojni, polaZe se kod generalnog sekretara Ujedinjenih
nacija.

U POTVRDU TOGA, dolje potpisani opunomocéenici, propisno ovlaséeni od svojih vlada, potpisali
su ovu Konvenciju.t

" Napominje se da su tumacenja ¢lanova 2, 17, 23 i 35 ove Konvencije prilozena izvjestaju Ad hoc
komiteta za izradu sveobuhvatne medunarodne konvencije o suzbijanju upotrebe informacionih i
komunikacionih tehnologija u kriminalne svrhe o njegovom ponovljenom zavrSnom zasijedanju,
odrzanom od 29. jula do 9. avgusta 2024. godine u Njujorku.
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