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Instalacija kvalifikovanog digitalnog certifikata

Na instalacionom CD-u, koji dobijate uz certifikat nalazi se sav potreban software kao i uputstva za
koris¢enje.

1. Instalacija PostaCG CA certifikata
Certifikat PostaCG CA se nalazi na instalacionom CD-u koji dolazi uz svaki izdati digitalni certifikat

za kvalifikovani elektronski potpis ili se moze preuzeti (download) sa sajta: www.postacg-ca.me
(Certifikaciono tijelo = Preuzimanje certifikata PostaCG CA i softvera) - file cacert.der.

Startovanjem file-a pojavljuje se sledeci ekran:

Kliknuti na Install Certificate ...

Certificate

General | Details | Certifidetion Path

7T
E%- Certificate Infformation

This CA Root certifidate is not trusted. To enable trust,
install this certificatg in the Trusted Root Certification
Authorities store.

Issued bo: Postalla CA

Issued by: Postafdc CA

¥alid from 03.12.3010 ko 03.12,2030



http://www.postacg-ca.me/
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Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate brust
lists, and certificate revocation lists From wour disk ko a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko prokect data or to establish secure nebwork
conneckions, & certificate skore is the system area where
cettificates are kept,

To continue, click Mext,

N

[ Cancel ]

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location Far
() Awukomatically select the certificate store based on the type of certificate
P> (3 Place all certificates in the Following stare

Certificate store:
ey | Trusted oot Certification Authorities i Browse. .,

< Back ][ Mext = ] [ Cancel
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Certificate Import Wizard E|
Completing the Certificate Import
r ! Wizard
¥ou have successfully completed the Certificate Impart
wizard,
¥ou have specified the Following settings:
Certificate Skore Selecked by User  Trusked Roaok Certific
Conkent Certificate
< >
P
[ < Back q Finish P [ Cancel ]
Security Warning .

3 ‘ou are about to install & certificate From & certification authority (CA) daiming ko represent:

=2 postac
Windows cannot validate that the certificate is actually from "PostaCG CA", You should confirm its origin by contacting "PostaCa CA", The Following number will assist wou in this process:
Thumbprint (shal): FF1IF98BA 3076300C DSCFFTAS ABE2DZ66 SE2AFDES

Warning:
IF vou install this rook certificate, Windows will automatically trust any certifgte issued by this CA. Instaling a certificate with an unconfirmed thumbprint is & security risk., IF vou click "Yes" vou acknowledge this risk,

Do you want to install this certificate?

Certificate Import Wizard §|

1 The impart was successful,

Ovim je instalacija certifikata PostaCG CA zavrsena.
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Sledeci korak je instalacija sertifikata koji se nalazi na CD-u koji ste dobili u koverti .Klik

Pokrenite instalaciju certifikata sa CD-a klikom na file Ime_Prezime.pfx, otvara se donji prozor na
kome kliknite na Next:

Welcome to the Certificate Import
Wizard

Y This wizard helps you copy certificates, certificate trust
B lists, and certificate revocation lists from your disk to a

w certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

N
< Bad [ MNext > ] J) Cancel
™

Pojavit ¢e se naziv file tj. certifikata koa $to je na slici koji sadrzi ime vlasnika certifikata i kliknite ponovo na

Next. - -
—
Certificate Import Wizard - u

File to Import

Spedify the file you want to impart.

File name:
ksl top\dragan Samardzic\dragan Samardzic\Dragan Samardzic.pfi Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

N Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back Mext = Cancel
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Unestite password koji ste dobili u koverti putem poste i kliknite na Next.

r ki
Certificate ImportiWizard S s - - ﬂ

Password

To maintaif security, the private key was protected with a password.

Type the plssword for the private key.
Passwm:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

[ < Back (uxti) Cancel

Otvara se prozor birate gdje ¢e te da smjestite vas certifikat:
1. automatski izbor mjesta
2. W specifigirate mjesto gdje Zelite da se nalazi vas certifikat.

-
Certificate Import Wizard .4 ﬂ

Certificate Store

Certificate stores are system areas where certificates are kept.

indows can automatically select a certificate store, or you can spedfy a location for
certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
T —

Coonee)

———

Learn more about cerfificate stores

< Back ][ Mext = ][ Cancel
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Ukoliko ste odlucili da vas certifikat bude smjeSen na neko mjseto na disku koje vi Zelite da odaberete
oznacite drugu opciju: Place all certificates in the following store i kliknite na Browse...

. > : - k
S)t\fare} se novi prozor u kome mozete da izaberete Select Certificate Store ﬁ
zeljeni folder i kliknite na OK.

Select the certificate store you want to use,

_“| Trusted Root Certification Authorities

-] Enterprise Trust

_“| Intermediate Certification Authorities

-] Active Directory User Object

L T Trieted Puhlichare i
4| m | *

[omn | »

[ | Show physical stores

‘“D Cancel ]

Na kraju se otvara prozor u kome dobijate informaciju o vasem certifikatu kao $to je mjesto (folder)
gdje je smjesten i naziv file-a i zatim kliknite na Finish

.
Certificate Import Wizard “ ﬁ

Completing the Certificate Import
Wizard

e The certificate will be imported after you didk Finish.

L — Youbar®spedfied the following setﬁngN i
Certificate Store Selected by User Q=g N

Content PFEX

File Mame C:\Wserslandreja. vuj;

4 L

R s
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Sobzirom da se radi o certifikatu koji nije smjesten na mediju (eToken ili smart-card) u ovom dijelu se
vrsi podesavanje nivoa zastite privatnih kljuceva softverskim metodama.

Ukoliko vam ovaj nivo zastite odgovar pritisnite dukme OK

- B
Impaorting a new private exchange key ﬁ

An application is creating a Protected item.

Crypto AP Private Key

Secunty level set to Medium [ Set Security Level .. l

" Cancel H Dietails... l

Ovim je instalcija certifikata uspjeSno zavrSena i potrebno je da kliknete na OK.

r B
Certificate Import Wizard ﬁ

:] The import was successful.




